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Abstract. Side channel and fault attacks take advantage from the fact that the
behavior of crypto implementations can be observed and provides hints that
simplify revealing keys. In a real word a lot of devices, that are identical to the
target device, can be attacked before attacking the real target to increase the
success of the attack. Their package can be opened and their electromagnetic
radiation and structure can be analyzed. Another example of how to improve
significantly the success rate of attacks is the measurement of the difference of
the side channel leakage of two identical devices, one of these devices being the
target, using the Wheatstone bridge measurement setup. Here we propose to in-
dividualize the electrical circuit of cryptographic devices in order to prevent at-
tacks that use identical devices: attacks, that analyze the structure of devices
identical to the target device in a preparation phase; usual side channel attacks,
that use always the same target device for collecting many traces, and attacks
that use two identical devices at the same time for measuring the difference of
side-channel leakages. The proposed individualization can prevent such attacks
because the power consumption and the electromagnetic radiation of devices
with individualized electrical circuit are individualized while providing the
same functionality. We implemented three individualized ECC designs that
provide exactly the same cryptographic function on a Spartan-6 FPGA. These
designs differ from each other in a single block only, i.e. in the field multiplier.
The visualization of the routed design and measurement results show clear dif-
ferences in the topology, in the resources consumed as well as in the power and
electromagnetic traces. We show that the influence of the individualized de-
signs on the power traces is comparable with the influence of inputs. These
facts show that individualizing of electrical circuits of cryptographic devices
can be exploited as a protection mechanism. We envision that this type of pro-
tection mechanism is relevant if an attacker has a physical access to the crypto-
graphic devices, e.g. for wireless sensor networks from which devices can easi-
ly be stolen for further analysis in the lab.

Keywords: field multiplication, individualizing electrical circuit of multiplier,
power traces, electromagnetic traces, countermeasures against side-channel at-
tacks.



1 Introduction

Side Channel Attacks (SCA) exploit the fact that physical effects such as time,
power consumption and electromagnetic radiation of the running chips can be meas-
ured. The assumption on which the attacks are based and which makes the attacks
feasible at all is that some parts of the whole system are constant. The constant parts
are the secret key that is the target of the attacker and the implemented cryptographic
algorithm, i.e. the circuit of the target device itself or the program which processes the
input data and the key. In order to extract the secret key an attacker can select specific
input data and/or run the device with a selected “key” i.e. a scalar that is processed
with the input data in the same manner as the secret key. In both cases the attacker
can record as many power or electromagnetic traces has she/he wants. The shape of
the traces is influenced up to a certain extent by the secret key and the input data or by
the selected “key” and the input data. Both types of traces can then be further pro-
cessed in order to extract the secret key. This is feasible since the secret key and the
implemented circuit are fixed, i.e. there is a somewhat “constant” component in the
traces. In other words the input data selected by the attacker has a significant influ-
ence on the shape of the measured traces. This influence can then be analyzed by the
attacker. In order to protect cryptographic implementations against side channel at-
tacks designers try to withhold information from the attacker by blinding of the input
data, randomization of the key or by randomizing the algorithm. Thus the attacker
will no longer reach his goal by just altering the input data, since not what the attacker
selected is processed but data altered by the implementation. So the attacker can no
longer analyze the influence of the data and key he provided on the shape of the pow-
er traces. But meanwhile more sophisticated attacks such as those described in [1] and
[2], which allow to extract secret key even in case countermeasures are deployed.

In this paper we introduce a radically different approach. We are proposing to real-
ize the cryptographic algorithm so that its circuit behaves different whenever it is
executed. The core of our idea is that some parts of cryptographic algorithms, for
example complex mathematical operations, can be implemented using different for-
mulas. This leads to a different circuit in a hardware implementation or to different
processing of the corresponding software implementation. This has the same effect as
blinding i.e. the relation between the processing of the input data and the shape of
measured power trace can no longer be exploited to extract the key. In contrast to the
usually used countermeasure such as blinding our approach does not have any addi-
tional operations that can be attacked.

Different implementations can be selected for each new execution randomly, if the
cryptographic algorithm runs in software or on an FPGA. Another way, that makes
our idea applicable also for ASIC realization, is to implement more blocks with the
same functionality but with individualized circuits. The selection of the necessary
subset of these blocks can be done randomly for each execution, i.e. the observable
behavior of circuit will be individualized dynamically since the parts of the circuit
that are active differ from execution to execution.



In this paper we are discussing the applicability of our idea for elliptic curve cryp-
tography (ECC). In our implementation of the elliptic curve (EC) point multiplication
we are using different multiplication formulas for implementing three individualized
partial multipliers for the field multiplication. Our evaluation based on measurements
of power and electromagnetic traces on an FPGA shows clearly that the electrical
circuit of the partial multiplier influences the shape of traces comparable to the influ-
ence of different inputs. This fact can be exploited to protect the implementation
against side channel attacks, if the electrical circuit could be individualized while
performing cryptographic operations. The proposed method on the basis of individu-
alizing only one block of ECC design — the partial multiplier — allows to randomize
the power consumption with highest possible granularity — i.e. clockwise. We demon-
strated the applicability of this method as a countermeasure using individualized ECC
designs. We use only three individualized designs to evaluate and visualize the effect
of the individualization. But the same effect is reached if the circuit is individualized
before each execution of the kP operation. Even though we are focusing here on ECC
our approach can also be used for implementing other cryptographic algorithms such
as RSA.

The rest of this paper is structured as follows. In section 2 we introduce an example
of attacks that exploit differences in side channel leakage relying on the fact that iden-
tical devices can be used. In the following section we explain our idea as well as the
essential basics with respect to the cryptographic operations we use for individualiz-
ing crypto devices. In addition the implementations we realized are described and the
influence of individualized designs on resources consumed on FPGAs and on the
structure of the designs is shown. Section 4 presents the measurement results of pow-
er traces and electromagnetic traces of the individualized designs. In section 5 we
present the evaluation of our approach that clearly shows that individualizing of cir-
cuits of the partial multiplier can be applied as a countermeasure against power analy-
sis. The paper finishes with short conclusions and an outlook on next steps.

2 Attacks exploiting differences in side channel leakage

In the recent past improved physical attacks using bridge-based power measure-
ments, for example with the Wheatstone bridge as it is described in [3] or [4], have
been reported. For this type of attack two identical devices providing exactly the same
cryptographic function are necessary. The measurement setup is shown in Fig.1.
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Fig. 1. Wheatstone bridge based measurement setup from [3]



Theoretically the measured voltage difference equals to “0’, if the bridge is bal-
anced. It means: the both cryptographic devices IC1 and IC2, including the resistance
of their wires, are identical and working synchronized with the same input data and
cryptographic key, i.e. they perform the same operations at the same time. These theo-
retically easy conditions are a problem in practice: the different resistance of the wires
can be balanced manually by varying of the resistor R1, but the task to find two really
identical devices and to run they synchronized is difficult.

If the bridge was balanced and the both devices process the same data with differ-
ent keys, for example IC1 with the secret key and 1C2 with a selected key candidate,
the measured voltage difference as it is shown in Fig.1 is the directly measured differ-
ence of the power traces of the both devices with the reduced noise. As it is shown in
[4] and [3] the analysis of such measured traces can increase the efficiency of side-
channel attacks significantly because the measured traces show the amplified differ-
ence of side-channel leakages of both crypto devices. The number of traces needed
for a successful black-box correlation power analysis attack on the GRANDESCA
AES coprocessor implemented in CMOS logic was reduced in [3] and [4] by factor 3.
This improvement is achieved due to the following facts:

- The coherent noise, i.e. the noise from the same power supply as well as from the
environment (for example the noise that depends on the electromagnetic radiation
of the environment), was canceled.

- The difference of power traces of both identical devices depends on inputs and
secret keys of both devices only. This difference was amplified, measured and
analyzed.

Note the noise generated by each of the devices itself is not coherent and for this
reason their difference cannot be canceled or reduced.

Authors of [3] and [4] describe and evaluate their improved attack on the example
of AES as well as on the example of the moving operation: i.e. moving an input byte
from the memory to a working register of the CPU.

We applied the attack for ECC. We asserted that the preparation of this kind of at-
tack is complex. Both devices have to be identical and in addition they need to work
closely synchronized. In case of ECC, the amplitude of the signal is high compared to
the noise. In this case the noise cancelation as it is achieved by the bridge measure-
ment does not provide a significant benefit. In more clear words we are convinced
that doing repeated measurements on the same target device is more effective and
much simpler to do.

In the rest of this paper we investigate the design individualization as a possible
countermeasure against usual SCA attacks, where all measurements are made on the
same — i.e. a fully identical — device using ECC as an example.

3 Individualizing cryptographic designs

To prevent attacks using identical devices or repeated measurements on the same
device we propose individualizing of cryptographic designs. The idea is that devices
with the same functionality can have a different i.e. individual structure. Important is



that not only the design topology after place-and-route but also the number of used
gates i.e. the number and kind of programmed LUTSs (look up table) functionality for
FPGAs are individual. This results in an individual electrical circuit, power consump-
tion, electromagnetic radiation, etc. and prevents for example the improved power
analysis attack reported in [3], since the attacker cannot balance the Wheatstone
bridge for devices being that different. Also attacks that use direct comparison of
measured traces as it is described in [19] or the doubling attack [20] and other colli-
sion based attacks [21] can be avoided. If the circuits will be individualized before
each processing of the cryptographic operation, it can be used as a countermeasure
against such attacks for FPGA implementations.

If the circuits will be individualized clockwise, it can be used as a countermeasure
against wide spectrum of SCA attacks, for example against horizontal and vertical
attacks [22].

3.1 Individualization of GF(2")-ECC designs

In this subsection we explain an easy way to individualize any ECC design using EC
over extended binary Galois fields GF(2") as example.

The main ECC operation is the elliptic curve point scalar multiplication denoted as
kP. Here k is a big binary number and P is a point on the given elliptic curve.

The kP operation is based on field operations: addition, squaring, multiplication
and division of long binary numbers that represent the elements of the extended bina-
ry Galois field GF(2"). The most complex field operation is the division, but it can be
implemented as a sequence of squaring and multiplication using the Fermat theorem.
The second complex operation in the kP operation is the multiplication of elements of
GF(2", which is performed very often. The energy consumption of the multiplier is
large and can define the profile of the measured power trace of the whole ECC de-
sign.

The polynomial multiplication (i.e. the first step of the multiplication of elements
of GF(2") can be realized by applying the school or the classical multiplication meth-
od. Its complexity can be given as a number of boolean AND and XOR operations,
i.e. as the number of used AND and XOR gates. To implement the multiplication of r-
bit long polynomials using the classical multiplication method r> AND and (r-1)
XOR gates are necessary. This results in an expensive implementation with respect to
area and energy since the length of multiplicands is typically large (about 200 bit). In
order to tackle this complexity issue many optimizations, i.e. new multiplication for-
mulae, have been proposed in the past. Many multiplication methods apply segmenta-
tion of both multiplicands into the same number of parts. The product is then calculat-
ed as a sum of smaller partial products. Historically, the first optimization was the
Karatsuba multiplication method published in 1962 [5]. This method uses the seg-
mentation of polynomials into two terms. The next multiplication formula was pro-
posed by Winograd in 1980 [6]. This method uses the segmentation of polynomials
into three terms. At the moment there exist more than 10 different multiplication for-
mulae. Each multiplication formula has its own segmentation of operands, its own



number of partial products of these short — only one term long — operands and its own
number of additions of the partial products, i.e. its own individual complexity.

In addition the multiplication methods can be combined. Each combination of mul-
tiplication methods (MM) has also its own complexity. In [7] and [8] different multi-
plication methods were combined with the goal to find the optimal combination, i.e.
the combination with minimal LUT/gate complexity and energy consumption. The set
of different combinations is very large. This fact can be exploited for individualizing
any multiplier design. In addition the selection of the combination of multiplication
methods can be randomized.

To summarize ECC designs can be individualized by using different multiplication
methods and the huge number of their possible combinations for the implementation
of the field multiplication. That way billions of individualized designs can be ob-
tained.

3.2  Implemented ECC designs

Our ECC implementation is a hardware accelerator for the kP operation on the el-
liptic curve B-233 [9] over GF(27%).

The kP operation was implemented using the Montgomery elliptic curve point

multiplication algorithm in Lopez-Dahab coordinates. The implementation details of
one of the designs we used for the investigation reported here are given in [10].
An operand-wide multiplier, i.e. the multiplier for r=233 bit long operands, would
require a large area resulting in high production costs. To decrease the area we imple-
mented the multiplication of the 233 bit long operands serially using a partial multipli-
er (PM) only for 64 bit long operands that requires 9 clock cycles to complete the mul-
tiplication. The area of the partial multiplier is about 10% of the area of the whole kP
design.

To validate our idea of individualizing ECC designs we implemented and com-
pared three different designs of the elliptic curve point multiplication kP. All three
designs differ only in their partial multiplier:

- the first design contains a PM for 64 bit operands that was implemented using
only the classical multiplication method, its complexity is 642=4096 AND and
632=3969 XOR gates;

- the second design contains a 64 bit PM that uses a combination of the classical
MM and the 4-segment iterative Karatsuba MM [11], its complexity is 1296
AND and 2387 XOR gates;

- we selected randomly a combination of multiplication methods from a set con-
sisting of the classical MM, the 4-segment iterative Karatsuba and the 3-segment
iterative Winograd multiplication [12] method in order to determine the imple-
mentation of the 60 bit PM for our 3-rd design, its complexity is 1888 AND gates
3172 XOR gates.

The implementation details about the partial multipliers used here are given in
[13]. We do not provide details here for simplifying the reading. The important fact is
that the complexity i.e. the number of AND and XOR gates of all these PMs is differ-
ent.



3.3 Individualized FPGA-Resources

For evaluating our idea we used a Xilinx FPGA Spartan-6. The Spartan-6 FPGA is
manufactured in a 45-nm-technology and packaged in a 484-pins BGA package [14].
Our designs needed about 20 % of the resources of the Spartan-6.

We used the Xilinx software ISE version 14.2 (see [15], [16]) for implementing
our individualized ECC designs. We have used the same compiler settings as well as
the same constraints for all implementations. The placed and routed designs can be
visualized using an integrated FPGA editor. Not only the used LUTs but also their
routing can be colored and shown on the FPGA map. The user can define the color of
different design blocks and nets. For each design we use green color to show the most
interesting block of our kP-design — the serial field multiplier with individualized PM.
The other large blocks of our kP-design have been used identically in all three designs
and are marked in red and white. All 3 ECC designs are visualized using the Xilinx
ISE tools and are given in Fig. 2. Fig. 2 shows always the same part of Spartan-6
FPGA map. Fig. 2-a) depicts the design using the PM implemented with classical
MM further denoted as “designl”. Our second ECC design using the above men-
tioned combination of the iterative 4-segment Karatsuba MM and the classical MM
for the implementation of PM (further denoted as “design2”) is shown in Fig. 2-b).
Fig. 2-c) visualizes our 3-rd design, further denoted as “design3”, in which the partial
multiplier is a random combination of 3 MMs as explained above. The differences in
the structure are solely due to different implementations of the partial multiplier.

a) b) c)

Fig. 2. Visualization of the structure of our three individualized ECC designs on a Spartan-6.
The individualized field multipliers are colored green. The rest of ECC designs was not
changed, i.e. it is the same for all three designs. The differences are solely due to different —
individualized — PMs in the field multiplier block.

The visualization of the designs (see Fig. 2) and data about the resources consumed
(see Table 1) confirm our assumption i.e. each design has an individual resource con-
sumption and an individual topology, i.e. an individual structure.



Table 1. FPGA Spartan-6 resources of individualized designs

. Resources consumed
On FPGA available resources . E .
designl design2 design3
registers 54 576 3283 2997 3274
LUTs 27 288 6 522 5649 6 290
slices 6 822 2167 1711 1893
nets 8 345 7 556 8 020

4 Measurement Results

4.1  Measurement setup

Fig. 3 shows our measurement setup. All our ECC designs run at 4 MHz in the
Spartan-6 FPGA on the Fault Extension Board (FEB) from TU Graz. The FEB was
especially designed for the measurement of power and electromagnetic traces of de-
signs running on the FPGA. This board has an access point for connecting a probe
resistor or connecting of the Riscure current probe [17], which is what we used for
our measurements. The probe is connected to the first channel of the oscilloscope.
The yellow curve on the oscilloscope, displayed in Fig. 3, is a part of the power trace
(PT) of the kP operation. The red curve shows the corresponding electromagnetic
trace (EMT). We used the shielded high sensitivity Riscure electromagnetic probe 4.0
[18] for the measurement of electromagnetic traces. Both traces — the PT and the
EMT — are measured in parallel, i.e. at the same time. Each trace was measured using
LeCroy Waverunner 610Zi oscilloscope with a 2.5 GS/s sampling rate, i.e. with about
600 measurement points per clock cycle.

Ruscure

Riscure §
Current

Fig. 3. Measurement setup for collecting power and electromagnetic traces at the same time.

The FPGA was not decapsulated and we decided not make any electromagnetic car-
tography of the chip surface.

For our measurements we placed the electromagnetic probe over the middle of the
FPGA close to the package surface. The position of EM-probe over the FPGA surface
was the same during all measurements. We decided to do our measurements in this
way for the following reasons:



- The inner diameter of the shielding of the Riscure probe we used is about 6mm,
i.e. it covers almost the complete 7mm x7mm IC of the FPGA
- We wanted to avoid noise stemming from bond wires
- We wanted to have identical conditions for all designs.
Each of the measured ECC designs has its own individual structure (see section 3)
resulting in its individual power consumption and electromagnetic radiation. The
measured PTs and EMTSs are given and discussed in the next section.

4.2 Individualized Power and Electromagnetic Traces

We measured power traces using the Riscure current probe. All designs have the
same input data: the elliptic curve point P;=(Xy,y:) and scalar k;. The length of the
scalar k; is 232 bit and its processing takes about 13000 clock cycles. Each clock

cycle is 250 ns long. The exact values are in hexadecimal:
x1=181856adc1e7df1378491fa7362d02e8acf1b9425¢b2b061ff0e9e8246
y1=89fed47h796480499chaa8608eb39457¢49d5bf345a0757e4662582de6
k;=93919255fd4359f4c2b67dead56ef70a545a9c44d46f7f409f96ch52cc

All PTs were measured for processing of the k;-P; operation. Fig. 4 shows a part of
the measured traces for all three individualized designs: Fig. 4-a) shows the PTs and
Fig. 4-b) shows the EMTs.

All traces were recorded and then synchronized using the Riscure software. The
voltage value on the y-axis in Fig. 4-a) is between -1V and +0,7V and in Fig. 4-b)
between -2V and +2V. The shown part of the trace corresponds the first 7 clock cy-
cles of the processing of the 4-th bit of the cryptographic key. The processing of one
key bit takes always 57 clock cycles in our implementations. The numbers on the x
axis in Fig. 4 are not points in time but the numbers of measured samples. This repre-
sentation is required by the Riscure Software.
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Fig. 4. Measurement results: the same part of the traces of the kP operation of all three ECC
designs: a) — power traces b) — electromagnetic traces: the yellow line depicts the traces of
designl; the violet line shows design2; the blue line shows traces of design3.



The measurement results confirm our idea i.e. the shapes of the power and electro-
magnetic traces are significantly different for all three designs (see Fig. 4).

5 Evaluation of our approach

In order to quantify the effect of our idea and to examine, if the proposed kind of the
ECC design individualization can be a new means counter the SCA attacks we did the
following:

1. For each of the three designs we measured the power trace of the k;-P; operation
twice. We synchronized the traces of the repeated measurements and calculated
their difference curve individually for each design using the Riscure software. Fig.
5 shows the calculated difference on the example of design2.
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Fig. 5. Calculated difference of traces of the repeatedly measured k;-P, operation. Measure-
ments done on FPGA Spartan-6 with design2.

The start and the end of the kP operation are marked in Fig. 5. These points could
be found only using the original traces, because the values of the difference of both
traces are comparable with the noise before the start or after the end of the kP op-
eration.

2. To show, if the side-channel leakage in a certain kP design is significant, the PTs
with different inputs, i.e. with different EC points and/or key candidates, can be
measured and their difference can be calculated. The difference curve shows the
influence of inputs on the shape of PTs and represents the side channel leakage.
Fig. 6 shows the difference of a PT of k;-P; and a PT of k,-P; operation, i.e. the dif-
ference of these two kP traces with different keys. All 232 bits of the scalar k; are
set to the binary ‘1°: k,=111...1.

Fig. 6. Calculated difference of traces of the k;-P; and k,-P; operation. Measurements done on
FPGA Spartan-6 with design2.

The start of the kP operation, the data processing and the end of the operation are
clearly to be seen in Fig. 6: the difference of the PTs is significantly higher than
the noise. This side channel leakage can for example be used to extract the scalar
k1. We use this leakage for a comparative analysis directly, without first calculating



correlation coefficients detecting pretty similar parts of two traces and without re-
peated measurements to reduce the noise as in [19].

We performed the attack as follows:

Step 1: we set the second most significant bit of k, to 0. All other bits are set to 1.
Our (binary) key-candidate is: k;=10111...1. We measured the trace of ks-P,, then
synchronized it using the Riscure software with the trace of k;-P, and subtracted both
traces. We have seen that a small part of the difference curve is now comparable to
the noise. This fact tells us, that the two most significant bits of our key-candidate are
correct.

Step 2: we set the third most significant bit of k; to 0. Our next (binary) key-
candidate is: k;=10011...1. We measured the trace of the k4P, operation, synchro-
nized it with the trace of the kq-P, operation and subtracted both traces. We have seen
that the part of the difference curve is comparable with the noise and is not two times
but 3 times longer in comparison to the difference curve of step 1. This fact tells us,
that in this step we extracted not only the next one, but the next two bits of the key
correctly, i.e. already the 4 most significant bits of our key-candidate are correct.

We repeated this approach many times. Fig. 7 shows the difference curve of two
traces, when the most left quarter of the key-candidate is already correct.
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Fig. 7. Calculated difference of the traces of k;-P; and the key_candidate-P,, the quarter with
the most significant bits of the key_candidate is the same as the quarter with the most signifi-
cant bits of k; and the rest differs. Measurements done on a Spartan-6 FPGA running design2.

This type of attack can be prevented if for each kP operation the attacked FPGA is
programmed with a new individualized design. Fig. 8 illustrates this.

Fig. 8. Calculated difference of traces of the same operation — k;-P; — executed by different
designs: design2 and design3. Measurements done on a Spartan-6 FPGA running design2 and
design3.

The comparison of Fig. 6 (different inputs, the same designs) with Fig. 8 (the same
inputs, different designs) shows that the influence of individualized designs on the
shape of PTs is comparable to the influence of inputs.



6 Conclusions

In this paper we introduced the idea to individualize the implementation of crypto
operations as a suitable means to prevent or at least to increase the effort to run suc-
cessfully attacks that exploit identical devices. The background of the idea is straight
forward. Side channel attacks and fault attacks are exploiting the fact that sufficient
identical devices are available for preparing an attack. If the devices differ such kind
of preparation is no longer feasible. The idea of individualizing the designs can be
applied to each design, if its functionality can be implemented in different ways. We
selected elliptic curve cryptography, i.e. the implementation of the required field mul-
tipliers as sample application. The advantage of this type of operation is that a pletho-
ra of different multiplication methods that provide the same operation are available.
By unifying the interfaces we are capable of combining different multiplication meth-
ods. These multiplication methods can be selected at will or randomly. The differ-
ences in the observable behavior of the resulting multipliers stems from the different
complexity of the multiplication methods that influences the resources needed to im-
plement the multipliers as well as the related power consumption and electromagnetic
radiation. We implemented three designs using different combinations of three MMs.
Our visualization and measurement results show significant variations in resources,
power traces and electromagnetic traces.

In our next research steps we will adapt our approach in such a way that it can be
applied to ECC implementations as ASICs. We have a first idea how to do that and
our first rough estimate of the area overhead that is about 15 per cent, and allows to
use about 1000 individualized designs of partial multipliers in a single ASIC.
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