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The ever growing demand on higher communication throughput in the Internet of Things era poses a great threat to information security. Data encryption
or authentication algorithms mean higher latency and bigger energy consumption. Hardware acceleration and Elliptic Curve Cryptography (ECC) allow to
meet the tight constraints of secure communication, but the hardware needs to
be resistant against Side Channel Analysis (SCA) attacks.
In our previous works (Kabin, Dyka, Kreiser & Langendoerfer (2017); Aftowicz, Kabin, Klann, Varabei, Dyka & Langendoerfer (2020)), we have shown that
it is possible to extract the secret scalar k (further key) used during an elliptic
curve point multiplication (denoted as kP operation) by statistically analysing
side channel effects, or by applying machine learning methods. We analysed the
current through the chip measured during the kP execution and the electromagnetic emanation of the chip. We attacked our implementation of a modification
of the Montgomery ladder. The Montgomery kP algorithm processes the scalar
k bit-wise, i.e. one after the other in a loop, from the most significant bit of
the scalar k to its least significant bit. The assumption was that the profile of
the measured trace, in the part corresponding to the processing of a key bit
’1’ differs (at least slightly) from the profile of the parts corresponding to the
processing of a key bit ’0’. We applied the clustering method k-means to extract
the scalar k. While successful against a straight forward implementation, the attack failed against a more sophisticated design with pseudo-random addressing
of registers. It revealed only 88% of all key bits, leaving space for improvement.
The length of the scalar k processed in the attacked designs was less than
300 bits. In this work we measured traces of many kP executions. Taking into
account the countermeasures against vertical attacks proposed by Coron (1999),
we are aware that the coordinates of the processed elliptic curve points, as well

as the scalars used in the measured kP executions, can be randomized. We
gave the clustering algorithm more data to train on, based on the assumption
that the key bit ‘0’ profiles can be distinguished from the key bit ‘1’ profiles,
i.e. we performed our horizontal attack using an extended number of kP traces.
Opposite to the vertical attacks, we did not concentrate on the analysis of the
clock cycles that correspond to the key dependent storing of data into registers.
Due to this fact, we call our experiments extended horizontal attack. The results
of the attack proved again that machine learning algorithms need a substantial
amount of data to show its full potential. More traces resulted in a higher
success rate of the attack
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