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Abstract

The downscaling of VLSI technologies has exacerbated the susceptibility of integrated
circuits (ICs) to radiation-induced Single-Event Transients (SETs). This work presents
UPSET, a comprehensive and technology-independent EDA framework for probabilis-
tic SET analysis using Static Timing Analysis (STA). Unlike traditional simulation-based
methods that suffer from prohibitive runtimes, UPSET leverages graph-based propagation
with advanced logical, electrical, and timing-window masking models to evaluate circuit
sensitivity efficiently. Key contributions include a novel “Electrical Masking Window”
(EMW) criterion that effectively filters non-full-rail pulses early in reconvergent logic and
a TimeStamp-based propagation mode that accurately handles complex signal reconver-
gence with Boolean evaluation. The experimental results over some featured benchmarks
demonstrate a speedup of more than 25,000 x compared with SPICE while maintaining a
tight 4.56% error bound in pulse width estimation. Moreover, experimental validation on
50 benchmarks across varying complexities showcases that EMW enhancement reduces
the pessimism to circuit sensitivity by up to 25% on average, providing tighter upper
bounds while maintaining scalability to million-gate designs. By integrating seamlessly
with standard industrial formats (LEF, DEF, LIB, or SPEF), UPSET enables scalable, accurate
soft SET sensitivity assessment for modern digital designs, establishing a robust foundation
for automated radiation hardening flows.

Keywords: Single-Event Transients; Fault Analysis; Static Timing Analysis; Circuit
Reliability; Electronic Design Automation

1. Introduction

Soft errors, triggered by high-energy particles, significantly impact the reliability of
electronic systems in space applications. According to [1], over 40% of anomalies in space
electronics are due to radiation-induced effects, with more than 80% of them attributed to
soft errors. These errors, also known as Single-Event Upsets (SEUs), result from unintended
bit flips in memory and sequential logic. They occur when a particle strikes a sensitive
transistor in a storage element or when a Single-Event Transient (SET) is captured by a
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storage element. As process technology advances, SETs in combinational logic have become
a major factor in the soft error rate of Integrated Circuits (ICs) [2—4], as shown in Figure 1.
If SETs possess a sufficient amplitude and duration, then they can propagate through the
circuit and be captured by memory or sequential logic, leading to soft errors. Therefore,
addressing SET effects is essential in the design of an electronic system for space missions.
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Figure 1. Chip-level SER trends with technology scaling [4].

Characterizing SET effects in digital circuits is challenging due to the physical prop-
erties of SETs and their dependence on various parameters. Accurate results require
considering both SET generation and propagation, as well as addressing the three masking
mechanisms: logical, electrical, and temporal. Currently, the most advanced methods
for analyzing soft errors involve exhaustive fault injection simulations using commercial
digital design tools like SPICE or HDL-based simulators, such as ModelSim or the Cadence
Incisive Functional Safety Simulator (IFSS). However, SPICE simulators are impractical for
large designs due to the exponential state space leading to absurdly long runtimes, and
even HDL simulations can be slow for circuits with millions of gates. Additionally, tools
like ModelSim and the IFSS cannot consider the electrical properties of the circuit gates and
directly evaluate the circuit’s reliability or soft error rate.

Various methods for efficient and accurate SET evaluation in digital circuits are pro-
posed in the literature, falling into two main categories: (1) fully analytical approaches
and (2) hybrid methods combining simulations and analytical techniques. The former
rely on mathematical or algorithmic models, such as Binary or Algebraic Decision Dia-
grams (BDDs and ADDs, respectively) [5,6], Boolean satisfiability theory [7-9], and Error
Propagation Probability (EPP) [10-13]. Analytical approaches typically outpace simulation
fault injections and excel in evaluating logical masking, but they often overlook physical
and electrical effects, reducing the accuracy compared with simulation-based approaches.
Alternatively, hybrid approaches have gained traction [14-17] by combining SPICE simu-
lations for SET generation with analytical propagation assessments. Nevertheless, these
approaches are susceptible to inaccuracies due to simplified SET injection models.

Recent advances in machine learning have introduced data-driven approaches for
circuit-level SET analysis. Regression algorithms and neural networks have been trained
on SPICE-generated datasets to predict SET current pulses and propagate them efficiently
through circuits [18-22], reducing simulation times from hours to seconds while maintain-
ing acceptable accuracy. Additionally, machine learning has been applied to predict the Soft
Error Rate (SER) as SETs propagate through the design using Multilayer Perceptrons (MLPs)
and recurrent neural networks (RNNs) [23,24]. However, all these machine learning ap-
proaches fundamentally require exhaustive SPICE-level characterization of SET generation
and propagation across the technology under testing, making them technology-dependent.
Without re-characterization, these models cannot reliably predict SET behavior on new
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process nodes, limiting their applicability across technology transitions. Consequently,
machine learning models remain valuable for accelerated circuit-level simulation within a
characterized technology but are impractical for design-time vulnerability assessment in
new or emerging technologies without prerequisite SPICE characterization.

This work presents UPSET, first presented in [25], a framework for analyzing SETs in
VLSI circuits using Static Timing Analysis (STA) and fundamental circuit theory to generate
and propagate SETs. UPSET offers a technology-independent rapid SET analysis method
with acceptable accuracy for large designs. Its technology-independent nature allows
UPSET to be applied to any modern CMOS technology using only the readily available
digital Physical Design Kit (PDK) information without requiring additional transistor-level
models or characterization. To the best of our knowledge, only one previous work [26]
has incorporated STA principles during SET analysis, but it relied on custom library
characterization by performing 3D TCAD simulations, limiting its accuracy to a specific
technology. In this work, we present a detailed description of UPSET in addition to
introducing new features, like Electrical Window Masking and a probabilistic approach for
supporting Timing Window Masking, increasing its accuracy and reducing its pessimism,
with its impact demonstrated in our experimental results. Finally, a binary version of UPSET
was released in [27], enabling other researchers to use it and integrate it into their flows.

This paper is structured as follows. Section 2 details the SET generation method-
ology using a macro-modeling approach with passive elements and SPICE simulation.
Section 3 presents the SET pulse propagation framework, including pulse decomposition,
topological STA-based propagation, comprehensive masking mechanisms (logical, elec-
trical, and timing), and reconvergence handling through two supported modes: “Vanilla”
and TimeStamp-based STA-modes. Section 4 validates UPSET against SPICE across some
benchmarks, demonstrating acceptable accuracy-speed trade-offs. Section 5 introduces
the probabilistic SET analysis for logical masking using static probabilities, with dedi-
cated propagation models for both non-reconvergence and reconvergence cases. Section 6
describes the top-level UPSET workflow integrating industrial EDA formats. Section 7
defines the ASET, LASET and APW circuit sensitivity metrics, while Section 8 discusses
some preliminary suggestions for using the above metrics to achieve radiation hardness.
Finally, Section 9 presents the experimental results, and Section 10 draws conclusions and
Section 11 presents future work directions.

2. SET Generation

This section exhibits how the particle strike effect is modeled in the literature and
how we leverage basic circuit principles and SPICE-level transient analysis to efficiently
generate particle strike-induced voltage pulses.

2.1. Particle Strike Modeling

The literature outlines two main methods for modeling SET-induced current pulses—
macro-modeling and micro-modeling [4]—as shown in Figure 2. In macro-modeling, the
current source is an independent module connected to the output and ground of the target
gate. Conversely, in micro-modeling, the current source is integrated into the transistor-
level depiction of the gate. Since this study focuses on circuit-level analysis, we adopted
the macro-modeling approach, avoiding the need for detailed transistor models.

The most widely used macro-model for simulating the SET-induced current is
the double exponential (DEXP) current source model, which is expressed by the

following equation:

Qtotal —% -4
Iser(t) = -1 x(e T —e ), 1)
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where Q4,1 denotes the total collected charge, 7y represents the collection time constant of
the junction, and 7 is the ion track establishment time constant. In practice, Tf defines the
fall time of the current pulse, while 7; is the rise time.

Drain Target Load
gate gate

SET current
source

Re Ry Bulk SET current

source

Rs

Source

Figure 2. SET current models: micro-model (left) and macro-model (right) [4].

2.2. Limitation of the Double Exponential (DEXP) Current Source Model

The DEXP current source model, while computationally efficient and widely adopted
in the literature [28-32], exhibits known limitations that merit discussion. The DEXP model,
defined by Equation (1), cannot accurately reproduce current pulses occurring under high
charge (LET) injection scenarios. In the case of a high LET particle strike, the generated
current exceeds the driving current of the restoring transistor, and thus the form of the
current pulse may diverge from the DEXP one. As shown in Figure 3, the generated current
pulse will have a short spike followed by a long plateau zone. The amplitude of the plateau
is equal to the driving current of the restoring transistor, while the duration of the plateau
increases with the particle LET. Additionally, the DEXP model exhibits an overdrive effect
at high LET values, producing unrealistic SET voltage pulses that overestimate the transient
amplitudes and durations. These limitations become increasingly pronounced in advanced
technology nodes, where high-energy particles can deposit charges exceeding the critical
charge threshold many times over.
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Figure 3. Typical shape modeling of a generated SET current pulse under (a) low LET values and
(b) high LET values.

To address these shortcomings, the bias-dependent (BIAS) current source model has
been proposed in the literature [33-35], which extends the DEXP formulations by incorpo-
rating voltage-dependent current sources in addition to the double-exponential component.
The BIAS model resolves the overdrive effect and demonstrates good agreement with
TCAD simulations across a broader range of LET values. However, integrating the BIAS
model into UPSET’s SET generation engine is beyond the scope of this work, and for the
rest of the paper, we will utilize the DEXP current source model.
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2.3. SET Generation at a Target Node

Generating the SET voltage pulse waveform at the receivers can be accomplished
via simulation; however, transistor-level simulations are time-consuming. Therefore, a
simplified model is needed. In this work, we model the entire driver-interconnect-receivers
stage using only passive elements, such as resistors and capacitors. Specifically, the driver
gate is represented by an equivalent resistance (R¢;), calculated using Ohm’s law with a
characterization current from the look-up tables (LUTs) in the digital PDK. For simplicity,
we consider only positive pulses, assuming the driver gate output is steady at 0 V, with
Req connected to the ground. For negative SET pulses, the R,; would be connected to
V4. The SET current source is then connected to the driver gate’s output, followed by the
interconnect, whose parasitics are provided using the IEEE Standard Parasitics Exchange
Format (SPEF) [36]. Finally, the receivers are modeled as fixed-value capacitors. The overall
stage representation is illustrated in the equivalent analog model of Figure 4.

Target

Gate SPEF Net L0ad Gate

Target Gate Load Gate

11

Figure 4. Equivalent analog model used during SET generation.

Equivalent
Analog Model

To maximize efficiency, we developed a SPICE simulator integrated into the UPSET
workflow, with customized features specific to the application. It performs rapid transient
analyses for the equivalent analog model solely with passive elements, storing only essential
information for later stages. The simulation speed is boosted by heuristics like look-ahead
variable time stepping and autostop functions. This macro-modeling strategy significantly
accelerates the simulation process, improving the overall capacity.

3. SET Pulse Propagation

After successful SET generation, an SET pulse forms at the associated receiver gate
inputs. As it propagates through subsequent logic, its shape changes due to the electrical
properties of the traversed gates and interconnect. Despite the complexity of contemporary
VLSI circuits, UPSET ensures fast SET propagation by leveraging STA principles.

3.1. SET Pulse Decomposition

STA models signal propagation from all timing path starting points, i.e., the primary
inputs (PIs) and output pins of sequential elements, through combinational logic to the
endpoints, i.e., the primary outputs (POs) and input pins of sequential elements. To apply
STA principles in UPSET, the SET pulse is decomposed into two timing signals: the rise and
fall edges (Figure 5). A timing path comprises timing arcs. Essentially, a timing arc defines
a signal and its timing annotation among two related pins. Each timing arc is characterized
by its transition time or slew (,/¢) and delay (f4 /1)) [37]. The rise (fall) slew ¢, (t5)
is usually described as the amount of time for a signal to transition from the Vigo, (Vogo,)
voltage to the Voo, (V1g9,) voltage for a given V;;; supply voltage, while delays (¢ and
tipr) represent input-output signal delays for low-to-high and high-to-low transitions.

Timing paths have two types of delays: gate and interconnect. In particular, the gate
delay measures the signal transition response for a gate from V59, of the input to Vs, of the
output, while the interconnect delay measures the signal response from the gate’s output
to the inputs of the next gates. The total delay of a timing path (T}) is the accumulation of
the causal gate and interconnect delays.
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Figure 5. SET pulse decomposition performed in UPSET for integration with STA engine.

In summary, the generated SET current pulse is transformed into a voltage one, and
then each edge is integrated into the STA engine by computing its slew and delay times
based on the three aforementioned voltage points accordingly.

3.2. Topological STA-like Propagation

Following the initial decomposition of the SET pulse into rise and fall edges, each edge
propagates through the forward logic cone. Similar to modern STA engines, UPSET uses a
topological, graph-based approach for SET propagation, traversing gates based on their
logical depth. As the edges pass through each combinational gate, their slew and delay are
affected by the gate’s electrical properties from the timing library. The delay calculation
stage typically involves a driver gate, an arbitrary interconnection model, and multiple
receiver gates. This work employs the well-adopted Non-Linear Delay Model (NLDM)
library standard, which captures the driver gate’s response, providing transition time and
delay LUTs based on the input transition time and output load. The NLDM also engulfs
state-dependent driver gate input states. Standard library characterization supplies this
information, while parasitics are imported via SPEF files for interconnect delay calculation
by STA tools, employing various techniques [38]. These processes are incorporated into
UPSET by modifying the STA engine from [39,40].

As the SET traverses a combinational gate, its output shape depends on the input pulse
direction, the gate’s polarity (positive unate, negative unate, or binate), and the Boolean
state of the side inputs. As for unate gates, if the side inputs are not at a controlling logic
value, then the SET pulse will be propagated to the gate’s output pin. The direction of the
output SET pulse depends on the direction of the input SET pulse and the unateness of
the gate, as shown in Figure 6. It is worth noting that for binate gates, the output pulse
direction hinges on the side input values. In scenarios where they are unspecified, UPSET
conducts a worst-case analysis, producing two distinct SET cases, as shown in Figure 7.

IN— N I\

_ Iy v

(a) SET through positive unate arc (b) SET through negative unate arc

Figure 6. SET propagation cases for unate gates through (a) positive and (b) negative unate arcs.
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Figure 7. SET propagation through a binate arc results in two independent SET pulses at the output.

3.3. Masking Mechanisms

The propagation of an SET pulse may stop due to the effect of the three masking
mechanisms: (1) logical, (2) electrical, and (3) timing window.

3.3.1. Logical Masking

Logical masking occurs when an SET pulse arrives at an input of a gate and its
propagation stops because one of the side inputs is at a controlling logic value, or the
values of the side inputs do not allow the input SET pulse to propagate to the output. That
way, the SET pulse is filtered, and the output of the gate will remain at its nominal value
(Figure 8).

[0

Figure 8. Logical masking at AND?2 gate as the side input is set to its controlling logic value.

For logical masking to be incorporated, the Boolean state of the circuit must be speci-
fied. In vector-based SET analysis, this can be accomplished by specifying values for the
related side inputs, a cumbersome procedure that sometimes may also be deemed not
feasible for large-scale circuits. Thus, UPSET adopts a probabilistic SET analysis approach,
and more details on the handling of logical masking can be found in Section 5.

3.3.2. Electrical Masking
SET Pulse Reconstruction and Pulse Width Computation

SET propagation to the forward logic cone may also stop due to successive attenuation
of the pulse from circuit parasitics. If the SET pulse amplitude drops below the successive
gate’s threshold voltage V), then the SET is electrically masked (Figure 9). However,
the NLDM can properly handle only a full-swing signal with reasonable precision loss
compared with SPICE simulations.

Figure 9. Intuitive showcase of SET pulse attenuation and voltage drop leading to electrical masking.
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Thus, to determine whether the SET is electrically masked, we merged the rise and fall
full-swing edges based on their propagated delays and the expected SET polarity, shaping
an SET pulse with the following width:

Tt{a” . T(;ise , positive SET pulse

PW = ; fall
T - T, , negative SET pulse

(2)

If the pulse width of the reconstructed SET pulse traversing through a gate or intercon-
nect falls to zero or below, then the SET pulse is considered electrically masked. As depicted
in Figure 10, when PW < 0, it indicates overlapping rise and fall edge delays, meaning the
SET degraded into an instantaneous glitch or its amplitude is insufficient to exceed V),
causing electrical masking. Consequently, our STA method accounts indirectly for voltage
amplitude drops. In cases where a zero-width threshold is insufficient, a user-defined
threshold is also supported.

Vdd . PW<0 [ JESSS i

L . .
fall slew rise slew

Figure 10. Heuristic approach to handling electrical masking.

Electrical Masking Window (EMW)

However, the method of electrical masking based on the pulse width of Equation (2)
has been proven to be a quite inaccurate model through experimental analysis [41]. This
approach assumes that the pulse attenuation effect due to subsequent logic occurs only in
the time domain without modeling voltage drops effectively. In other words, the method
described previously presumes that the relative timing of the gate’s response for SETs
between its opening and closing edges is dominated only by the gate delay (411 /n1)),
while the slews (¢, /) have minimal effect in the NLDM'’s full-rail signals” STA. In practice,
it is observed that such a circumstance is not the sole cause for electrical masking.

A representative example is a buffer chain implemented in IHP’s 130 nm technology
library, where a charged particle strikes the first one. The resulting SET propagation,
obtained from SPICE simulation, is shown in Figure 11. In this plot, the red waveform
(1) corresponds to the initially generated SET pulse, while waveforms 2-8 denote the
voltages at the outputs of the subsequent buffers. The upper dashed line marks the nominal
supply voltage Vpp, and the lower dashed line indicates the voltage threshold for delay
calculation (Vy). As the pulse travels along the chain, its amplitude gradually decays, and
by the eighth stage (purple waveform: 8), it no longer crosses over the V), showcasing the
electrical masking effect for the related SET.
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08
Time (ns)

Figure 11. Bufferchain SET propagation in SPICE.

Table 1 reports the SET characteristics computed by UPSET at the output of each buffer
stage for the same injected pulse. Because the pulse propagation was performed with
NLDM-based static timing analysis, which considers all the signals to be full-rail, UPSET
did not track the instantaneous voltage level; it only updated the rise and fall arrival times,
transition times, and the resulting pulse width at each node. From these values, UPSET
concluded that the pulse at pin U8/Q still had a width of 0.16 ns and therefore is not
electrically masked, even though SPICE clearly shows that the corresponding waveform (8)
already dropped below the effective switching threshold. The width started shrinking from
pin U4/ Q, where SPICE first exhibited a non-full-rail response, but this width attenuation
alone was not sufficient for STA to flag masking, since all signals were implicitly assumed
to be full-swing. This discrepancy highlights the need for an additional model that can
infer voltage drop and attenuation effects from timing information, thereby improving the
fidelity of SET analysis.

Table 1. Buffer chain SET propagation in UPSET.

Gate Pin Rise Arrival (ns) Rise Slew (ns) Fall Arrival (ns) Fall Slew (ns) Pulse Width (ns)
u1/Q 0.112 0.014 0.335 0.108 0.223
(Generation)

U2/Q 0.186 0.031 0.444 0.026 0.258
U3/Q 0.273 0.065 0.556 0.049 0.283
U4/Q 0.449 0.144 0.702 0.093 0.254
U5/Q 0.652 0.152 0.881 0.098 0.229
Uu6/Q 0.852 0.143 1.056 0.083 0.205
Uu7/Q 1.038 0.127 1.218 0.088 0.180
Uus8/Q 1.214 0.122 1.378 0.078 0.164
U9/Q 1.378 0.116 1.526 0.076 0.148
U10/Q 1.535 0.107 1.667 0.068 0.132

ouT 1.537 0.103 1.666 0.078 0.129

This work introduces a new STA-oriented mechanism for capturing the electrical

masking of SET pulses. Instead of relying on explicit voltage waveforms, the method
exploits only the available timing descriptors of each edge, i.e., their arrival and transition
times. By jointly analyzing the timing of the incident pulse at the gate input and the
corresponding pulse observed at the output, the mechanism infers whether a significant
amplitude degradation has occurred, leveraging the inherent correlation between input
excitation and output response.
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An SET pulse can be viewed as a pair of timing edges, namely the opening and closing
ones, which correspond to the rising and falling edges for a positive pulse, respectively, and
the opposite for a negative pulse. The proposed masking criterion examines the relative
timing of the input closing and output opening edges, as illustrated in Figure 12. Using
the corresponding arrival times, the Electrical Masking Window (EMW) is defined as the
difference in arrivals between these edges, as formalized in Equation (3).

EMW — T;iosing . Topening 3)

out

The EMW concept captures the fact that when the closing edge of the input pulse
reaches the gate nearly at the same time as the opening edge of the output pulse, the
resulting output response is likely to remain below Vpp. In the proposed approach, an SET
is therefore flagged as electrically masked when

EMW <0 or PW <0 = Pulseis considered electrically masked (from Equations (2) and (3)) 4)

This additional condition reflects that if the input closing edge coincides with or
precedes the output opening edge, then the output only marginally crosses the delay
threshold before the nodes start to return to their nominal values. As a result, the pulse
lacks sufficient energy to drive downstream gates and is effectively filtered.

1
opening closing opening closing
Tin Tin Tout T(mt

1
!
1
1
1
1

e

Figure 12. Input closing edge and output opening edge showcase.

Figure 13 illustrates the new operation of the proposed masking rule using an STA-
style waveform generated by UPSET. On the left, the opening edge of the output pulse
occurs earlier than the closing edge of the incident pulse at the input, resulting in a positive
EMW; thus, the SET is propagated to the forward logic cone, as the proposed electrical
masking criterion is not met. In contrast, on the right-hand side, the input closing edge
precedes the output opening edge, yielding a negative EMW, and therefore the SET pulse
deemed electrically masked.

D
B Input i ! B Input
Output Output
+ + > ¢ 0 —_>
opening ' ' nclosing closing ' ' nopening
Tout Tin Tin Tout
(a) Not Electrically Masked (b) Electrically Masked

Figure 13. Proposed electrical masking mechanism demonstration of non-electrically masked pulse (a)
and an electrically masked one (b).

Table 2 reports the UPSET results for the same buffer chain once the EMW criterion is
enabled. Unlike the baseline propagation, the enhanced flow correctly identifies that the
SET is electrically suppressed at node U9/ Q. At this point, the falling edge at U8/Q (which
drives gate U9) and the rising edge at the output of U9 both occur at 1.378 ns, yielding an
EMW equal to zero. According to the EMW masking rule, the pulse is therefore classified
as filtered at U9/ Q, and no further propagation is performed.
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Table 2. Buffer chain SET propagation in UPSET with Electrical Masking Window (EMW).

Gate Pin  Rise Arrival (ns) Rise Slew (ns) Fall Arrival (ns) Fall Slew (ns) Pulse Width (ns) EMW (ns)
U2/A 0.112 0.014 0.335 0.108 0.223 0.210
U2/Q 0.186 0.031 0.444 0.026 0.258 0.149
U3/Q 0.273 0.065 0.556 0.049 0.283 0.171
Uu4/Q 0.449 0.144 0.702 0.093 0.254 0.107
U5/Q 0.652 0.152 0.881 0.098 0.229 0.051
U6/Q 0.852 0.143 1.056 0.083 0.205 0.029
U7/Q 1.038 0.127 1.218 0.088 0.180 0.018
Us/Q 1.214 0.122 1.378 0.078 0.164 0.004
U9/Q 1.378 0.116 1.526 0.076 0.148 0.000
U10/Q - - - - - -

ouT - - - - - -

In the SPICE waveform of Figure 11, the SET is already fully attenuated at gate US,
whereas the EMW-based analysis reports masking one buffer stage later at U9. This slight
discrepancy originates from the intrinsic conservatism of STA, which targets a worst-case
view of pulse propagation. At node U8, the computed EMW was 0.004 ns (4 ps), indicating
that the output opening edge and the input closing edge were separated by only a few
picoseconds. For the examined 130 nm process, such a small offset is practically negligible,
and the pulse could reasonably be treated as masked there as well. To better align the EMW-
based decision with SPICE, the strict EMW < 0 condition in Equation (4) can therefore
be relaxed to a small positive margin, whose exact value should be selected according to
the electrical characteristics of the target technology. For this reason, in UPSET, the EMW
threshold is also defined as a user-configurable parameter.

Although the EMW criterion offers a computationally efficient, STA-compatible alter-
native to explicit pulse width tracking for electrical masking assessment, several important
limitations must be acknowledged. The core threshold condition (EMW < 0) serves as an
intuitive upper bound heuristic rather than a rigorously derived physical limit, predicated
on the assumption that overlapping input and output transition windows correlate with
voltage attenuation below the delay measurement threshold (typically 50% Vpp). However,
this assumption depends critically on non-linear signal propagation characteristics that
vary significantly across technology nodes and operating conditions. Furthermore, EMW
robustness with respect to Process, Voltage, and Temperature (PVT) variations remains
uncharacterized. Process corner variations affect slew rates and gate delays that can di-
rectly influence EMW computation; supply voltage deviations alter switching thresholds
and noise margins; and finally, temperature fluctuations impact carrier mobility and the
threshold voltage, jointly affecting both input slew propagation and output transition
timing. Consequently, recommended EMW margin values, comprehensive PVT sensitivity
characterization, and technology-specific calibration guidelines are essential for production
deployment across diverse foundry processes. Establishing quantitative correlations be-
tween EMW values and SPICE-level voltage degradation across multiple technology nodes
and environmental conditions represents priority future work (see Section 11), enabling the
definition of robust, reproducible threshold ranges with quantified uncertainty bands for
high-reliability applications.

3.3.3. Timing Window Masking

Logical and electrical masking may not filter an SET pulse, which may be able to reach
a sequential element. Timing Window Masking occurs when an SET pulse reaches the
input of a sequential element but outside of the latching ([SETUP, HOLD]) window during
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which the sequential element captures the input data, and thus this SET is masked due to
its timing (Figure 14).

' tsu ' thd '
——»
SET

Cc

| D CHANGING

T
1
STABLE I D CHANGING

Figure 14. SET pulse being masked since it arrives outside the sequential elements latching window.

Timing Window Masking occurs due to the temporal randomness of the particle
strike over the design’s operational clock period. The time of the causal strike and the
realization of an SET pulse and its propagation (arrival time) at sequential elements define
such temporal randomness. Thus, an error is observed when the arrival time of SETs at the
sequential endpoints has to be within the latching window. In Section 5.4, more details on
the supported model of the Timing Window Masking are provided, as timing masking and
its randomness are integrated into the probabilistic analysis of UPSET.

3.4. Handling of SET Pulse Reconvergence

In realistic circuits, SETs rarely propagate along a single linear path and instead
frequently reconverge at downstream gates, where multiple glitch waveforms meet on
different inputs of the same cell. To handle such reconvergence cases, UPSET offers two
distinct STA-style propagation modes: a “Vanilla” mode and an enhanced TimeStamp-
based mode. The key distinction lies in how each mode combines the incoming pulses
and evaluates the gate’s Boolean function when constructing the resulting output SET
pulse. As illustrated in Figure 15 for an AND2 example, the “Vanilla” mode effectively
applies a worst-case combination over the related SET edges, whereas the TimeStamp-based
variant performs a time-segmented logical evaluation of the input signals. The following
subsections describe these two modes in more detail.

MAX Analysis TimeStamp-based Analysis

)
}
)

320t 30201,
(a) “Vanilla” STA mode (b) TimeStamp STA mode

Figure 15. Difference between STA modes of (a) “Vanilla” MAX analysis and (b) TimeStamp-based
analysis for an SET reconvergence case at the inputs of an AND2 gate.

3.4.1. “Vanilla” STA Mode

In the “Vanilla” STA mode, SET reconvergence is treated in a purely STA-like, worst-
case manner. The gate output pulse is formed by selecting, among all incoming SETs of the
same polarity, the earliest opening edge and the latest closing edge, effectively performing
a MAX-like analysis without explicitly evaluating the gate’s Boolean function, as illustrated
in Figure 15. At a reconvergence node, each input SET therefore contributes only one
possible output pulse whose direction is dictated by the corresponding timing arc (positive
unate, negative unate, or binate). The detailed procedure for annotating the output SET
pulse, including polarity selection and edge merging, is summarized in Algorithm 1.
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Algorithm 1 “Vanilla” gate delay annotation of SET pulse for reconvergence case [42].

Input: STA-directed acyclic graph G for annotation, node Nyy; € G for output pin
Output: Timing Annotation of SET pulse for node Nyt € G

1: Nipputs < get_timing_graph SET_input_nodes(G, Nout);  /* getinput SET nodes of N € G */
2: libeey < get_library_cell(G, Noyt); /* get related library cell and its timing info */
3: pingyr < get_related_standard_cell_pin(G, Nyut, libyy;);  /* get related library output pin */
4: Nyt (polarityspr) < @;
5: Ni?ﬁ)ﬁts < Nin € Ninputs * Nin (annotated) is true; /* get inputs with annotated SETs */
. () SET
6: forall N; ' € Ninputs do
7 pin;:l) + get_related_standard_cell_pin(G, Ni(:l), libeery); /* get related library input pin(®) */

8: tb(,l,)c +— get_library_cell_timing_arc(pinl(;), Pintout, 1ibeerr);

9: if (tt(li)c(unatenss) is positive_unate) then

10: polaritygftT — Ni(rlz) (polaritySET); /* propagate one SET pulse of the same polarity */
11:  elseif (t,y,)c(unatenss) is negative_unate) then

12: poluritygftT — !Nl-(;) (polaritySET); /* propagate one SET pulse of the reverse polarity */
13:  else /* (t,(ll,)c(unatenss) is binate) */

14: polari tygEtT < binate; /* propagate two SET pulses, one for each polarity */
15:  end if

16:  if ((Nout(polarity®ET) # binate) or (Nt (polaritySET) # polaritySET)) then

17: Nout (polarity>ET) < polaritySET;

18:  endif

SET
out 7

19:  glitchoyt(POS) < annotate_SET_glitch(Ni(:l) (glitch), polaritySET);

out

20:  glitchyy: (NEG) < annotate_SET_glitch(Ni(,i) (glitch), polaritySET);

/* annotates SET pulse based ONLY on expected polarity, otherwise glitchyy is set as empty */

/* widest SET pulse of positive polarity = (opening_edge “"!/ ™" closing_edge If”ffﬁs'/ ) x/
21:  if (glitchyy,: (POS) # @) then
22: Nout (glitch(P0S)) < get_widest_POS_pulse(Nyy(glitch(P0S)), glitchyyu:(POS));
23:  endif

/* widest SET pulse of negative polarity = (opening_edge j}%’f’gsr/ min | closing_edge 14stest/maxy x /
24:  if (glitchyy: (NEG) # @) then
25: Nout{glitch(NEG)) < get_widest_NEG_pulse(Nyy:{(glitch(NEG)), glitchyy: (NEG));
26:  endif
27: end for

28: return Ny, (annotated) < true;

Algorithm 1 presents the “Vanilla” STA mode and the timing annotations of the output
SET pulse at a reconvergent gate in three main stages. First, it scans all input pins that carry
an SET and derives the polarity for the output pin by using the library timing arcs and the
causal SET input influence toward the output. For unate arcs (positive and negative), it
ensures that only one effective polarity is active per candidate case. Meanwhile, for binate
gates, two separate cases are considered—one where the gate behaves as positive unate and
one where it behaves as negative unate—so that both possible SET polarities are propagated,
and a worst-case view is obtained. Second, for each input and for the expected polarity in
the current case, the algorithm propagates a single candidate glitch through the gate using
standard STA delay and slew calculations. Finally, among all positive direction candidates,
it constructs a pulse with the maximum width based on the earliest opening rise and latest
closing fall edges, while the width for the negative SETs is described in the same manner
by the earliest opening fall and latest closing rise related edges. Thereby, the “Vanilla” STA
mode produces the worst-case output SET pulses used for further propagation.
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It is apparent that Algorithm 1 performs no explicit Boolean evaluation and it relies
solely on standard STA timing annotation along the library arcs, taking into account each
arc’s unateness and the polarity of the traversing SET pulse. The main conceptual difference
from conventional STA is that classic STA engines track individual signals (edges), whereas
the “Vanilla” mode treats an SET as a pair of correlated edges, i.e., an opening and a closing
one, meaning that an SET is modeled as one correlated event of signals, as also defined in
Section 3.1. Although this representation already improves traditional STA by explicitly
modeling pulse behavior, the “Vanilla” mode still inherits a key limitation, as it fails to
account for the gate’s logic function during reconvergence and therefore cannot correctly
capture the logical masking of SETs.

3.4.2. TimeStamp-Based STA Mode

Even though the “Vanilla” STA mode is quite fast, the produced SET pulses are not
as accurate as those produced by SPICE simulations, especially for reconvergence points.
Thus, the TimeStamp-based mode was introduced as a more accurate model [25,42].

In this mode, the Boolean evaluation is performed at gate level, taking into account the
arrival time of the input SET pulses as well as the Boolean function of the examining gate.
Input pulse edges are ordered by their propagated delays, defining the “timestamps” and
the intervals for Boolean evaluation. For each interval, the previous and next Boolean states
are compared to identify any transitioning of the SET signal to the output. Figure 16, with
a reconvergence case of XOR?2, illustrates the extraction of the timestamp intervals based
on the annotated SET arrival time at the input side while also displaying the expected gate
response at the output.

TimeStamp 1 : 2 0 3 : 4 ' 5

intervals 1 1 1 1

Figure 16. Timestamp interval showcase for an XOR2 gate, where there is reconvergence at both
inputs A and B, producing only a single SET pulse train to the output Z.

Another key difference between the TimeStamp-based and “Vanilla” modes is that
the “Vanilla” mode produces, at most, two pulse cases per gate, while the timestamp-based
mode can produce an exponentially increasing number of pulse train combinations as
the logic depth increases. As the logic cone grows, reconvergence nodes progressively
influence one another, theoretically leading to more distinct pulse pairing for Boolean
evaluation. To manage such cases in the TimeStamp-based mode, pulse trains of the same
direction are merged into one. In case of overlapping SETs of the same direction among
different evaluated trains, the output SET is shaped by the earliest and latest edges of the
overlapping ones.

The TimeStamp-based SET reconvergence annotation, presented in Algorithm 2, com-
putes the SET response of a gate by explicitly tracking how its Boolean function evaluates
over time, rather than collapsing all input glitches into a single worst-case pulse. Starting
from the annotated input SETs at a reconvergent node, it first enumerates all feasible com-
binations of input pulse cases and collects the timestamps of their rising and falling edges.
These timestamps are then sorted to define a sequence of non-overlapping time intervals
over which the input logic values alter. The intervals are defined by the arrival time of
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the related edges describing the input signal transition. For each interval, the algorithm
determines the current Boolean state at the inputs by identifying the active SET edges on
the gate inputs, and then it applies Boolean and unateness evaluation (via Algorithm 3) to
decide whether a positive, negative, or no output SET transition is expected. Throughout
the Boolean and unateness evaluation for the output pin and the side input values, the
related timing arcs and their unateness are accounted for, where the latter may be explicitly
updated due to the Boolean state of the inputs that carry the SETs. For the current input
pulse-case combination (case(?)) and the specific time between two intervals [tstamp(!),
tstamp(t+t1)), the inputs carrying SETs are considered to have constant Boolean values
following the evaluation at tstamp(*), while the value of the side input is dictated by the
specified vector analysis for the circuit’s nominal state selecting either a vector-based or
probabilistic approach. When a transition is expected for the output pin, a corresponding
SET edge (rise or fall) is annotated at the output using standard STA delay and slew cal-
culations, and these edges are stitched together across successive intervals to form trains
of positive and negative output pulses. The process of computing the expected signal
transition on the output is the one that actually integrates logical masking and complex
reconvergence effects that the “Vanilla” mode misses.

At the end of the process, the trains of the same polarity are concatenated, obtaining
the Boolean and timing upper bound of the SET waveform at the gate output while
also limiting the exponential complexity of Boolean networks, causing the increasing
number of pulse train combinations. This issue is clearly demonstrated in Figure 17 with
the arbitrary reconvergence propagation example, where after concatenation, only two
SET train waveforms are propagated instead of seven. Essentially, each input pulse-case
combination (case(P)) can generate its own pulse, dictated by the gate’s input vector and
the associated unateness. The vectors’ evaluation is only applied locally for each gate in
order to select the causal timing arcs, and then the pulse merging prevents unnecessary
propagation of pulse branches by eliminating the issues derived from a path sensitization
and justification approach. Thus, the timing intervals’ concatenation of SET trains with the
same polarity improves significantly compared with the exploration space of a path-based
approach like timing analysis.

~
Boolean & Timing TrainPOS _I-\_I-\_
evaluation timing int Is'
st gt . NEC i iming intervals
L I* combination of SETppyys . Train concatenation of SET trains
J having the same polarity
r
Boolean & Timing Train?OS /
D evaluation
|| 224 combination ot SETippue TrainNEC / f r ]
S
_ J
Boolean & Timing Train®OS /
> evaluation >
37 combination of SE Ty TrainMEC / al \ / ¢ ]
|
) J
- A
Bonlef‘m1 & Timing Train®0S / A o SET Train
> evaluation g N ¥\ Propagation
4™ combination of SETinputs TrainVEG / | |
. s

Figure 17. Arbitrary reconvergence showcase of Algorithm 2 with 4 different input pulse-case
combinations (case(P)), demonstrating the concatenation of SET trains.
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Algorithm 2 TimeStamp gate delay annotation of SET pulse for reconvergence case [42].

Input: STA-directed acyclic graph G for annotation, node Nyy; € G for output pin
Output: Timing Annotation of SET pulse for node Nyt € G

1: Nipputs < get_timing_graph SET_input_nodes(G, Nout);  /* getinput SET nodes of N € G */
2: libeey < get_library_cell(G, Noyt); /* get related library cell and its timing info */
3: pingyr < get_related_standard_cell_pin(G, Nyut, libyy;);  /* get related library output pin */
4 Nout(polaritySET) —©;
5: inputs < Nin € Ninputs * Nin (annotated) is false; /* get side inputs */
6: len};:vzts < Niy € Ninputs © Niy (annotated) is true; /* get inputs with annotated SETs */
7: PulselSnECTases < compute_ input_SET_pulse_case_combinations_for_annotation(Ngﬁlzts)'
. SET
8: for all case(P) € Pulse;” .. do
9: Time-Stampsgopteq create_and_sort_input_SET_time_stamp_edges(Cuse<p))'
10: (F,(,E,L, uﬁ;’;‘;“'””)) < get_PCE_for_init_nominal_op(libe, pitiout, Nm’f;lts, Nmpz,:ts’ case<”>);
11: glztch((m)t(POS) —Q; glztchgui(NEG) —@; N+ O
12:  forall tstamp( ) e Time-Stampsgypeq Of case(?) do
13: Pins(sth « get_current_SET_edges (libgy, tstamp(!)); /* current!) input pin/edge(s) */
14: (F(S,?, Ta(,f():s) — evaluate_SET_boolean_and_arcs_update(); /* Algorithm 3 */
15: polaritygftT —Q; /* initialise as empty, indicating there is NO edge for propagation */
16: if (3 tgr)c(unatzmess) € Téfgs : tg,lr)c(unataness) is positive_unate) then
. . SET .
17: polarlt]/gft{i) — get_SET_polar1ty(Ninpu£sp()t, i) ); /* propagate one edge of same polarity */
18: else if (3 tg,lr)c(unataness) € ngs : tg,lr)c(unataness) is negative_unate) then
19: polarltySElg ) € !get_SET_polarity(quEngf()t, i) ); /* propagate one edge of reverse polarity */
20: else if (3 tarc(unataness) S T,Z(fgs : t,glr)c(unataness) is binate) then
21: polarltySETE ) < binate; /* propagate two edges, one for each polarity */
22: end if
23: if (polaritygl’ftT is @) then
24: continue; /*V ta,,)c(unataness) € T;:gs : tg?c(unataness) is ‘don’t care’= logicalsking */
25: end if
/* annotates SETpgs pulse based ONLY on expected polurityil’ff( i otherwise g/ ltch( )r stays as empty */
edge . .
26: if ((glztchout(Posop‘gmng) is @) and (3 polurztySE% propagating ‘rise_edge>tT?)) then
: (P) (ppgedse SET(p)
27: glltchout(POSOpemng) + annotate_SET_glitch_ edge(Nmputs(t i polarltyout( >)
edge
28: else if ((glztchgu)t(POSdiing) is @) and (3 polarztyosftz) propagating ¢fall_edge®tT?)) then
. (p) (ppgrdse : SET(p) SET .
29: glltChOMt(POSclosing) — annotate_SET_glltch_edge(Nmputs(t iy polarztyout(i)),
30: N, ,;(glitch(POS)) + attach_POS_pulse_ traln(glztchgui(POS));
31: glltch((m)t (POS) < @; /* shaped SETpqs pulse, re-init for current Tinte-Stamps interval of case(?) */
32: end if
/* annotates SETyge pulse based ONLY on expected polurityil’ff( i otherwise g/ ltch( )r stays as empty */
edge . . .
33: if ((glztchout(NEcop‘gmng) is @) and (3 polurztygft%) propagating ‘fall_edge>tT?)) then
. (P) (yyredse : SET(p)
34: glltchout(NEGopemng) — annotate_SET_glltch_edge(Nmputs(t i polarltyout( >)
edge . . .
35: else if ((glztchgu)t(NEGdfsmg) is @) and (3 polarztyosftz) propagating ‘rise_edge®tT?)) then
. (P) (Ngcdse : SET(p) SET .
36: glltChOMf(NEGclosing) — aImotate_SET_glltch_edge(Nmputs(t iy polarztyout(i)),
37: N, ,;(glitch(NEG)) < attach_NEG_pulse_ traln(glztchgui(NEG));
38: gl ltchgu)t (NEG) < @; /* shaped SETygg pulse, re-init for current Tinte-Stamps interval of case(?) */
39: end if
40:  end for
41: Ny (glitch(POS,NEG)) < concatenate_SET_trains(N, ,(glitch(POS, NEG)));
42: end for

43: return N, (annotated) < true;
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Algorithm 3 evaluate_SET_boolean_and_arcs_update: Positional Cube Notation (PCN)
Boolean evaluation of standard cell output pin for SET inputs at a given timestamp, updat-
ing Boolean function for the SET state and timing arcs” unateness for the side inputs [42].

Input: Library standard cell lib.,;;, output library pin ping,; of lib.,;, Vectorpcy u%}f[" of initial

nominal operation, Vectorpcy ug E[’Tm:;g tz of annotated SET inputs at given timestamp(t)

()

Output: Boolean function F,,/ and timing arcs Tg(:gs for side inputs of pin,,; at given timestamp(t)

1: Fon < get_library_cell_boolean_function(pitious, libeey); /* Boolean function in Liberty */
t tstam t

2: Fo(n) < get_PCN_cofactor(Fon, Ugpy ::lgtz,) /*Ey) = Foul, tstamp(1) */
tstamp(t) tstamp(t) .

3 Ugige inputs S Unom = UgET gpaper

/* compute unateness of side- mputs for pin,,; and identify whether they affect SET propagation */
4: for all literal(i) € u yfstamp(t : {literal (i) # @ N literal(i) # Ugector } dO

side znputs

5; t},,)c < get_library_cell_timing_arc(literal(i), pinout, libeey);
6: on ‘liteml(i) + get_PCN_cofactor(F, o(n)/ literal (i));
7: Fo(rtl)‘li%l(i) + get_PCN_cofactor(F, 0(,, , literal(i));

t

. t
8: if (F0<‘rl) ‘literul( i) - Fon |lrteml( ) n Fon |lzteml( i) < F0<‘rl) |literul(i)) then

9: tL(ZI,)C (unateness) < ‘don’t care’; /* Fo,, liiteral (i) = Fo(,i) ‘Ii%z(i) = tff,{ & side-input are irrelevant */
10: else if (F, 071 |Izteral(1) c Fon |Izteml( )) then
11: t,ﬁ,)c (unateness) — negatlve unate; /* side-input propagates SET iff polarity is reverse */
12: else if (F on |lzteral( ) < FO" |11teml( )) then
13: tﬁ,)c (unateness) < positive_unate; /* side-input propagates SET iff polarity is the same */
14:  else.
15: t,ﬁi)c (unateness) < binate; /* side-input propagates SET of both polarities */
16:  endif
17: Ta(ﬁgs(l) — t,g’r)c(unateness); /* update side-input(i) unateness towards pin,,; at tstamp(t) */
18: end for

19: return (Fo(,?, Tlﬁst) for Boolean SET state at given timestamp(t);

There are two fundamental Boolean evaluation processes in Algorithm 2. First, it
computes the nominal Boolean function at the output for the current input pulse-case com-
bination (case(P)) before the iteration of the sorted SET timestamps. Essentially, following
the example of Figure 16, the evaluation of nominal state refers to the timestamp interval
“1” and considers pins with annotated SETs at their inactive state just before any glitch
arrives. Second, for each timestamp (tstamp(!)), it is evaluated if the related input changes
due to propagation of the SET edges affect the output state, utilizing Algorithm 3.

Algorithm 3 first identifies, for every input pin, whether the signal is currently on its
opening edge, on its closing edge, or at a steady logic level, based on the timestamps of the
decomposed SET pulse. Using this snapshot, it evaluates the gate’s Boolean function; static
side inputs are fixed to their nominal values, while inputs on an opening (closing) edge are
treated as temporarily switching from 0—1 (1—0). Combined with the unateness of each
timing arc, this tells whether the gate output should experience a low—to-high, high-to-low,
or no transition in that interval. If a transition is required, then the corresponding output
edge (rise or fall) is generated by querying the appropriate timing arc in the library, which
provides the output arrival time and slew for the current input edge and load. Essentially,
it operates as if it is implementing the propagation of constant values in an STA engine,
where the constant input values have been altered with the SET input values for the
examined timestamp. Algorithm 3 utilizes the Positional Cube Notation (PCN) for its
Boolean representation and in principle follows Boolean Definitions 1 and 2.
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Definition 1 (Monotonic Boolean Function [43]). A function f : B" — B is monotonically
increasing in variable x; iff

ffi < fxi

Similarly, it is monotonically decreasing in variable x; iff

ffi > fxi

Otherwise, if neither of the above is true, then f is non-monotonic in variable x;.

Definition 2 (Unate Boolean Function [43]). A function f : B" — B is unate in variable x;
iff it is either monotonically increasing or monotonically decreasing in x;. The function f is unate
(without further specifications) if it is unate in all of its variables.

Here, the monotonic increase is equivalent to being positive unate in x;, and a mono-
tonic decrease is equivalent to being negative unate. In other words, a function f is positive
unate in variable x; if the literal x; appears in the function’s ON set (f) and the literal &;
does not appear in the function’s OFF set (f'). A function is binate in x; when it is neither
positive nor negative unate for that literal. Finally, the aforementioned Definitions 1 and 2
are extended further in Algorithm 3, following the same principles in order to define all
viable cases and to identify unateness or “do not care” for all remaining pins toward the
Boolean function of the output pin.

3.4.3. Summary of “Vanilla” vs. TimeStamp-Based STA Modes

A reconvergence point is quite common in contemporary electronics and complex
Boolean networks. Algorithms 1 and 2 showcase the key differences among the two
proposed STA-oriented modes in UPSET: “Vanilla” and TimeStamp-based. Each mode
has its own distinct approach to handling a gate where two or more SET pulses reach its
input pins from separate paths. The “Vanilla” mode resembles worst-case timing analysis,
where the output SET pulse is shaped by the earliest and latest edges among the related
input SET pulses. On the contrary, the TimeStamp-based mode accounts for the Boolean
evaluation per timing edge interval of the related input SET pulses. Table 3 demonstrates
the practical differences between the “Vanilla” and TimeStamp-based STA modes through
six reconvergence scenarios at an AND2 gate, showing the input SET pulses (A, B) and the
resulting output SET annotation. These six scenarios demonstrate all possible combinations
of SET pulse directions and arrival times.

The main difference between the “Vanilla” and TimeStamp-based modes is that the
former fails to properly model the logical masking effect at the reconvergence points of
Table 3. For instance, in Case 1, an SET pulse at the output is incorrectly propagated in
“Vanilla” mode, while the SET is logically masked in the timestamp-based mode. For
the other cases, the “Vanilla” mode creates an overstretched SET pulse compared with
the expected one, except in Case 4, where both modes shape almost identical SET pulses.
Overall, the TimeStamp-based mode effectively models logical masking and handles all
cases in Table 3, whereas the “Vanilla” mode either fails to model logical masking effects or
tends to overestimate them.
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Table 3. Comparison of “Vanilla” and TimeStamp-based STA modes for a reconvergence at AND?2.

Reconvergence Case “Vanilla” SET Annotation

TimeStamp-Based SET
Annotation

—” Ta
Case 2: Intersection of SETs — D——;m

Case 3: Union of Non-Overlapping SETs 1 D_,L -

Case 4: Union of Overlapping SETs _l_l_l_lj_l_l’

= AN
o I p— ) positive case et o=

Case 5: One of the Non-Overlapping SET Passes :——D___IA_L
: T

Case 6: One of the Overlapping SET Passes

___I_h|; e
—u—}—J_" e
I Y
v

4. SET Analysis Correlation vs. SPICE

In this section, UPSET is compared to the SPICE golden reference across various
benchmarks, assessing the pulse width at timing endpoints for different particle profiles
and the overall runtime. The experiments used IHP’s 130 nm process, running on a
CentOS7 server with a 12 core Intel® Xeon CPU E5-2620 @2.10 GHz and 126 GB of memory.

As noted in Section 2, simulations of the driver-interconnect-receiver stage used only
passive electrical elements, significantly speeding up the process but introducing some
error in our approach. After investigation, the main source of errors was the tﬁull delay
for the falling SET edge. Thus, to ensure UPSET remained an upper bound to SPICE,
we applied Maximum Likelihood Estimation (MLE) as explained in [44] for the specific
technology used. Essentially, after a successful SET generation, a mean derate factor
adjusts the fall delay at the generation load gates” input pins. The average pulse width
error at the endpoints after MLE derating was 5.48% for the “Vanilla” mode and 4.56%
for the TimeStamp-based STA mode. Moreover, as shown in Table 4, UPSET was about
x 25,222 faster compared with SET generation and propagation performed solely in SPICE.
Finally, as expected, the TimeStamp-based mode offered higher accuracy with a minimal
runtime impact.
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Table 4. SPICE vs. UPSET, rating pulse width and runtime.
Pulse Width at Endpoints (ns) Runtime (s)
Benchmarks UPSET
SPICE SPICE UPSET
“Vanilla” TimeStamp

C17 sinel 0.344 0.389 0.389 3.230 <0.001
i 0.393 0.464 0.464 3.230 <0.001

& 0.429 0.514 0.514 3.220 <0.001
0.505 0.613 0.613 3.320 <0.001

Gate chain 0.556 0.594 0.594 2.500 <0.001
0.587 0.605 0.605 3.690 <0.001

Buffer chain 5.180 4.765 4.765 632.000 0.050

%300 stages 5.230 4.739 4.739 625.000 0.050

& 5.264 4.752 4.752 616.000 0.050

0.000 0.000 0.000 2.270 <0.001

SET filter logic 0.000 0.772 % 0.000 2.520 <0.001
0.000 0.756 * 0.000 2.540 <0.001

* Since the “Vanilla” STA mode did not perform Boolean evaluation, the SET pulse appeared at the output of the
SET filtering logic.

5. Probabilistic SET Analysis

Supporting logical masking during SET propagation, in most fault injection tools,
typically requires the user to specify a circuit’s nominal state by defining the values for
the related side inputs. This process is highly painstaking, as it demands evaluating all
possible input vector combinations for each injected SET, leading to exponential state space
growth and prohibitive analysis times, especially for large-scale designs. To overcome
this limitation, UPSET adopts a probabilistic approach instead of performing vector-based
SET analysis.

5.1. Static Probability (SP) Annotation

In UPSET, the nominal logic behavior of the circuit is captured through static signal
probabilities rather than explicit input vectors. These probabilities summarize the like-
lihood that each net is at logic-1 (or logic-0) and thus provide a compact description of
the circuit state. They can be imported directly from a Switching Activity Interchange
Format (SAIF) file, which stores per-net static probabilities and toggle rates, or derived
by assigning probabilities only at the circuit starting points, i.e., primary inputs (PIs) and
sequential element outputs, and propagating them through the combinational logic using
the 0-Algorithm, as proposed in [45]. Parker and McCluskey’s 0-Algorithm provides a
simple way to propagate static signal probabilities from the primary inputs to all internal
nodes of a combinational network under the assumption of input independence. For each
logic gate, closed-form expressions are used to compute the output logic-1 probability from
the input probabilities. By iterating these local transformations in topological order, the
algorithm efficiently derived static probabilities for every gate output without exploring
explicit input vectors.

As mentioned before, the 0-Algorithm, despite being extremely fast, assumes signal
independence and overlooks correlations arising from fan-out reconvergence points in
the Boolean network. The importance of handling such correlations is also highlighted
in [46], where the authors note that neglecting them can introduce substantial errors
(>30%). The most accurate approach is to express each gate’s Boolean function in terms
of the circuit’s start points, eliminating correlations through Boolean logic expansion and
elimination. Methods like Binary Decision Diagrams (BDDs) or Positional Cube Notations
(PCNs) can represent these expanded Boolean functions. However, these representations
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grow exponentially with the number of start points, making them infeasible for large
circuits [47]. Several works in the literature [46,48-50] investigate the ability to handle
the signal correlations efficiently to some extent. However, further investigation of these
methods as well as the integration in UPSET of a static probabilities annotation algorithm
able to handle the correlations existing in realistic designs remains future work beyond the
scope of this publication.

Throughout the remainder of this work, the static probability that a gate pin G;
is at logic-1 is denoted as SP(G;). By assigning such probabilities to all pins, this
allows each SET to be associated with a probability of occurrence, termed the SET
probability Psgr, at the same time.

5.2. Initial SET Probability at Generation Point

When generating an SET pulse of a specific polarity at the target gate’s output, the
correct Boolean state is required. For instance, a positive SET requires the gate’s output to
be at logic-0; otherwise, the SET is not observable.

Therefore, the initial SET probability at gate pin G; after SET generation depends on
the static probability of its nominal state, SP(G;), and this is expressed as follows:

o 1 — SP(G;) , positive SET generation
PYH(Gi) = oo °

)
SP(G;) , negative SET generation
Essentially, when a particle strike injects enough current to generate an SET, it alters
the nominal state to the complementary polarity at the affected pin and its interconnect.

5.3. SET Probabilities Propagation Model and Logical Masking
5.3.1. Non-Reconvergence Case

Once an SET is generated at a gate’s output, it propagates through the forward logic
cone. As it passes through subsequent gates, its SET probability must be updated to reflect
the likelihood of its appearance at the gate’s output. The SET propagates to a gate’s output
only if the side input values do not filter it out. Hence, the SET probability at the output
pin Gyt is computed as follows:

Pser(Gout) = Pser(Ga) X ), Pige(m), (6)
meM(Gg)

with G, being the input pin, where the SET pulse arrives with a probability Psgr(G,). The
sum accounts for all side input combinations M(G,) that allow the SET to propagate, with
Py;40(m) representing the static probability of each enabling combination. An example of
a positive SET reaching an AND2 gate is shown in Figure 18. When the SET probability
falls below a threshold probability of Pry = 0.5%, the SET is logically masked, halting
further propagation.

PSET(Gila) = 0.5 [\
AN
b— PSET(Gilout) = PSET(Gila) * P1(Gilb)
Figure 18. Output SET probability for an SET reaching an AND?2 gate.

5.3.2. Reconvergence Case

As discussed in Section 3.4, reconvergence points exist in realistic circuits. In this case,
the computation of the SET probability at the output of the gate depends on the STA mode
for the SET propagation, similar to the shape of the output SET pulse.
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SET Probability Computation in “Vanilla” STA Mode

As mentioned in Section 3.4.1, the “Vanilla” STA mode is the fastest mode but also the
most pessimistic compared with the TimeStamp-based mode. Thus, since the produced
output SET pulse is the worst-case pulse, its SET probability must also be the worst case.

In general, in this mode, two output SET pulses can be produced, i.e., a positive
one and a negative one. Each input SET pulse is considered separately, producing one
or two pulses at the output based on the gate unateness. As for the shape of a positive
SET pulse, MAX analysis is performed among the intermediate positive SET pulses, and
it is constructed by the earliest rise and latest fall edge (as described in Section 3.4.1). As
for the corresponding SET probability, once more, MAX analysis is performed among
the probabilities of the input SET pulses, producing an intermediate positive SET pulse.
Based on this SET pulse, the side input values propagating this SET pulse to the output are
extracted, and the final output SET probability for the positive SET pulse is

PAr (out) = Psgr(I) x Y Pyge(m), 7)
meM(I)

where Psgr = max{P&¥.(i1), ..., P3r_(i,)} is the probability of the SET pulse I, which is the
one with the maximum probability among those input SET pulses producing an SET pulse
with a direction dir at the output of the gate, depending on its unateness. Similar to the
non-reconvergence case, Y_,,c v(1) Pside() is the accumulated probability of all side input
value combinations propagating to the output from the input SET pulse I.

An example is illustrated in Figure 19 to clarify the aforementioned computation
method, demonstrating the reconvergence of two SET pulses with different directions at an
XOR?2 gate. The SET probabilities for the pulses are Pspr(a) = 0.5 and Psgpr = 0.75. Each
input SET pulse is handled separately:

¢  Positive SET pulse at input pin a: Since the SET reaches a binate gate, it produces a
positive intermediate SET pulse through the positive unate arc (1) and a negative one
through the negative unate arc (2).

*  Negative SET pulse at input pin b: Since the SET reaches a binate gate, it produces a
positive intermediate SET pulse through the negative unate arc (3) and a negative one
through the positive unate arc (4).

Finally, at the output of the XOR2 gate, two SET pulses will be produced:

* A positive one after performing MAX analysis among intermediate pulses (1) and (3),
with an SET probability: PLO? (out) = max{Psgr(a), Pser(b)} = 0.75;

* A negative one after performing MAX analysis among intermediate pulses (2) and (4)
with an SET probability: PNEC (out) = max{Psgr(a), Pspr(b)} = 0.75.

PsgT(a)=0.5 —/_\"—\- - —/_\— PsgT(out | pos) = 0.75
N
PSET(b) = 0.75_\—/_ 22T {\—/_ PsgT(out | neg) = 0.75

Figure 19. Reconvergence of two SET pulses with different directions at an XOR?2 gate.

SET Probability Computation in Timestamp-Based STA Mode

In contrast to the “Vanilla” STA mode, where MAX analysis is performed for the
computation of the output SET probability, in the TimeStamp-based mode, the output
SET probability depends on the timing properties of the input SETs, as shown in Table 3.
Table 5 provides the formulas for calculating the output SET probability Pspr(Gout) for
each possible case. These equations compute the output SET probability while considering

https://doi.org/10.3390/ electronics15040818


https://doi.org/10.3390/electronics15040818

Electronics 2026, 15, 818 23 of 42

only the input SET pulses and not the side input values. Thus, to compute the final output
SET probability, the latter is multiplied with the probability of the side input combinations,
allowing the produced SET pulse to appear at the gate’s output, similar to Equation (6).

Table 5. Reconvergence output SET probability equations for all possible cases, as shown in Table 3.

Output SET Pulse Case Example Output SET Probability Pspr(Grec)

Case 1: Logical Masking ﬂDi" 0

— TTa
Case 2: Intersection of SETs — :)—’_\— Pser(Ga) % Pser(Gp)
Case 3 and 4: Union of — :>_\_I_\_I_
LT max{Psgr(Ga), Pser(Gp) }

Input SETs

Cases 5 and 6: One of the — ) “,—| Pegr(SETomop) *
Input SETs Passes to i SET prop
the Output LemTTTTTTS

* The probability of the input SET that propagates to the output.

However, during SET injection, the circuit’s nominal state is altered, allowing a signal
to take one of the four values (four-value Algebra): logic-0 (0), logic-1 (1), positive SET (1e),
or negative SET (0e). The provided equations in Table 5 ignore the SET signal correlations
while providing, in most cases, a worst-case upper bound of the aforementioned four-value
scheme with minimal runtime impact.

5.4. Probabilistic Timing Window Masking

The final phase of SET propagation involves considering the temporal masking mech-
anism with the latching timing window, similar to STA setup and hold checks. The latching
window defines the time during which input data to a sequential element must remain
stable around the active clock edge. To account for the probabilistic nature of UPSET analy-
sis, the latching probability of an SET Py c.qase7(E;) at an endpoint E; (PO or sequential
element) is given the following equation, similar to [16,51,52]:

p WSETP_ Wiatching ®)
clock

This probability depends on the probability (Pser(E;)) and pulse width (PWsgr) of the

SET reaching the endpoint E;, as well as the latching window Wigscping = (Esetup + thotd)

of data at E; and the clock period P,j,. The Equation (8) describes the probability for

which it is certain that the SET is properly latched. In the literature, there is a more

PratcheaseT (Ei) = Pser (E;) X

detailed formulation for this equation, integrating the occurrence of uncertain or silent
SET errors and whether they are also latched. Although, for simplicity purposes, such
analysis is considered part of future work and beyond the scope of the current publication.
Nonetheless, in principle, the proposed UPSET flow considers the fundamental mechanism
of temporal masking, and it is only a matter of tool integration to enhance Equation (8).

6. Top-Level SET Analysis Flow

UPSET performs comprehensive SET analysis for circuits with thousands to millions
of gates, matching the capacity of modern EDA tools. Designed as a complete EDA suite for
SET analysis, it integrates seamlessly with industrial tools by supporting formats such as
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Library Exchange Format (LEF), Liberty Format (LIB), Verilog Netlist, and Design Exchange
Format (DEF), making it suitable for contemporary IC place-and-route workflows. The
automated SET analysis, shown in Figure 20, allows the user to perform an exhaustive SET
analysis, where all the circuit gates are marked as targets for the defined profiles, achieving
a complete sensitivity analysis of the circuit.

Particle Profiles

P1: tr 1, Qcol
P2: tr, 1, Qcol

Pn: trs i Qcol

""""" argets iy
4@ (Swnchlng ActIVIty1 g I{Pfrasnl_ci ,l
Bt L T T
v ~___-§?1f___, (LY, ‘~._sge_’l
---------------

1
1
[ A ]
1 1 Sta!lc SET Statlc 1 f
Do ~ Tool q '—)L.. SDC. Probabllme Scenarios| Timing ens::to bro saE.;to 1
'9 3 = 1 Defmmon Analysis U pagati :
J

.......
ET Scenario.

S1 (p1 +Uq)
S2 (p1 +U2)

User Input
=

UPSET
g
o
o
=3

SET Sensitivity|
Metrics Report

Exports

oM (Pn + Uy

Figure 20. UPSET top-level SET analysis flow.

7. Circuit Sensitivity Metrics

After completing an SET analysis, UPSET calculates the circuit’s sensitivity for the
examined SET scenarios by defining the total accumulated SETs (ASET). The latter is

defined as follows:
endp‘)ints SETsrmnrios

ASET = Z 2 PSET(e/S)/ (9)

with Psgr(e, s) denoting the probability of an SET pulse associated with scenario s reaching
the endpoint e. In UPSET’s probabilistic analysis, the total ASET represents the sum of all
injected SETs reaching design endpoints, with the confidence of each SET being determined
by its probability at the endpoint.

However, ASET fails to account for temporal masking, where an SET is captured by
a sequential element, potentially causing a bit flip (SEU). To address this, UPSET, in this
version, introduces latched ASET (LASET), which represents the number of SETs captured
by circuit endpoints, based on a reference clock.

endpoints SET,
LASET = )

e S

cenarios

PLatchedSET(e/S) (10)

The LASET formula (Equation (10)) follows the same structure as that for ASET
(Equation (9)) but accumulates Py ;045 instead of Pger.

In addition to the accumulated (latched) SETs, the accumulated pulse width (APW)
per endpoint is also calculated. The APW quantifies the total SET exposure at each circuit
endpoint ¢ by summing the pulse widths of all individual SET pulses across s analyzed
strike scenarios, as given by

endpomts SEchmzrw
APW= Y % PW(es) (11

e s
This metric captures the cumulative transient activity rather than individual pulse
characteristics, providing a comprehensive measure of susceptibility to multiple particle
strikes, and it is particularly valuable for comparing circuit vulnerability under varying
strike conditions.
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8. Bringing SET Analysis to Hardening Design Decisions

The UPSET methodology provides comprehensive SET analysis at the VLSI scale.
However, translating the computed sensitivity metrics into concrete radiation-hardening
actions requires additional design considerations. The three primary sensitivity metrics,
ie, ASET, LASET, and APW, encode valuable information about circuit vulnerability that
can inform hardening strategies.

ASET measures the cumulative probability of SETs reaching circuit endpoints, en-
abling relative ranking of endpoints’ vulnerability across the design. LASET refines this
assessment by isolating latched SETs, i.e., transients that successfully propagate to sequen-
tial elements and cause stored-state corruption. APW quantifies the temporal survival
window of SET pulses as they propagate through logic gates, revealing which endpoints
benefit from electrical and logical masking versus those requiring active mitigation.

Once vulnerable endpoints are identified through these metrics, designers can ap-
ply hardening actions directly at the endpoint (e.g., guard gate filter insertion or triple
modular redundancy (TMR)) or target the backward logic cone feeding the endpoints
(e.g., reconvergent point hardening, gate sizing, or buffer insertion). The choice between
endpoint-level and logic cone hardening depends on the specific vulnerability profile. For
instance, the LASET-to-ASET ratios could indicate natural temporal masking efficiency,
while the ASET and APW per endpoint could indicate backward logic cones with strong
logical and electrical masking capabilities, respectively.

A systematic methodology for mapping these metrics to specific hardening techniques
and optimizing hardening resource allocation across large designs is an important next
step, which is beyond the current scope of this work. Such a design automation flow will
be addressed in future research.

9. Experimental Results

Concluding our SET analysis methodology, in this section, we present the experimental
results after performing an exhaustive SET analysis in UPSET by employing post place-
and-route SET generation and propagation. Regarding the SET generation and the particle
profiles, only a single one from [25] was used with the worst characteristics, i.e., a total
collected charge (Qotqr) 0f 132 fC, collection time constant (7y) of 10 ps, and establishment
time constant (7;) of 100 ps. There were not many significant experimental deviations
in [25] among the four different proposed profiles. Thus, for the purposes of the current
experimental methodology, only the use of the particle with the largest load was deemed
sufficient. To perform probabilistic SET analysis, we set a static probability of 50% to all
starting points, and the rest of the circuit was annotated as mentioned in Section 5.

Finally, we utilized IHP’s 130 nm technology library and a CentOS7 server with a
12 core Intel® Xeon CPU E5-2620 @2.10 GHz and 126 GB of memory. In this section, a set
of 50 benchmarks is examined among four different academic open-source design families
(ISCASS85, ITC99, OpenCores, and ISPD2012), and their characteristics are presented in
Table 6. Any deviations in the gate count from the open-source RTL were caused by the
synthesis process and the tool’s default mapping and optimization processes. Moreover, in
the RTL, some Verilog HDL gate primitives had too many inputs, whereas in the utilized
technology library, the common Boolean standard cells (e.g., AND and NOR) had up to
4 input pins, and more complex standard cells (like multiplexers) had up to 11 input pins.
One exception, where the gate count was almost identical to the original RTL design, was
the ISCAS85 benchmarks, for which a manual exact mapping with minimal area overhead
was performed while also considering the limitations of the input pin count.
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Table 6. HDL benchmark families and design statistics after synthesis was used for the experimental analysis.

Design Family Design 121;(;}:5 No. of PIs  No. of Gen. Targets Eri\cll;.o(i)lits Max Logic Depth AVG Logic Depth AVG Reachable Endpoints CLK Period (ns)
c17 6 6 6 2 7 2 1 2
c432 168 37 168 7 41 14 5 2
c499 210 42 210 32 25 11 16 2
c880 383 61 383 26 49 13 2 2
c1355 554 42 554 32 51 22 19 2
ISCASS85 c1908 932 34 932 25 83 28 13 2
c2670 1278 234 1278 140 67 13 3 2
c3540 1703 51 1703 22 95 21 7 2
c5315 2330 179 2330 123 99 16 7 2
c6288 2416 33 2416 32 249 78 16 2
c7552 3569 208 3569 108 87 20 4 2
bo1 28 4 24 7 11 4 2 2
b02 19 3 15 5 11 3 2 2
b03 75 6 45 34 23 5 6 2
b04 224 13 168 74 19 4 6 2
b05 305 3 271 70 35 9 11 2
b06 32 4 24 14 11 3 3 2
b07 164 3 141 49 17 5 6 2
b08 75 11 54 25 13 4 4 2
b09 86 3 58 29 13 4 6 2
b10 107 13 90 23 15 4 3 2
ITC99 bil 212 9 187 36 37 8 8 2
b12 553 7 439 125 29 7 8 2
b13 152 12 109 55 13 3 3 2
b14 2039 34 1911 269 101 34 37 2
b15 3306 38 3089 485 113 22 38 2
b17 10,284 39 9549 1408 109 22 37 2
b18 24,159 38 22,879 2777 111 22 44 2
b19 47,770 47 45,110 5540 121 22 40 2
b20 4614 34 4344 452 115 36 42 2
b21 4824 34 4584 452 109 35 40 2
b22 7104 34 6758 635 133 40 44 2
lpffir 171 17 155 96 37 5 7 1
pid 2235 53 1926 456 83 11 11 3
aes128 3232 260 2564 799 47 12 29 4
OpenCores aes192 4208 324 3410 927 71 17 32 5
apbtoaes128 4558 41 3660 948 55 15 47 4
ldpcdecode 35,764 2051 34,955 4097 41 15 498 5
jpegencode 524,948 28 484,814 39,622 155 13 8 6
vga_lcd 170,329 85 136,171 17,178 51 20 15 10
ISPD2012 b19_ispd 224,957 22 211,769 6619 179 34 24 6
leon3mp 726,414 254 508,736 108,918 119 38 327 10
netcard 1,018,700 1836 823,038 97,841 85 31 101 10
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For every experiment and configuration of the UPSET propagation engine, we col-
lected the sensitivity metrics described in Section 7 at the endpoints:

e ASET: Accumulated SETs, defined as the sum over all scenarios and endpoints of the
probability that an SET reaches that endpoints.

e  LASET: Latched ASET, restricted to pulses that arrive at sequential endpoints inside
the latching window, thus quantifying the susceptibility to SET-induced SEUs.

e APW: Accumulated pulse width, i.e., the sum of the pulse widths at the endpoints.

*  EM: Electrically masked, i.e., the total number of SET pulses that are electrically
masked during propagation.

Also, both STA modes were evaluated during the experimental analysis:

*  “Vanilla” mode, which merges all edges that occurred at a reconvergence into a single
pulse using the earliest opening and latest closing edges (MAX or worst-case analysis).

e TimeStamp mode, which performs Boolean evaluation per timing edge interval
(timestamp) of each gate and reconstructs the output pulse only over those time
intervals where the logic actually allows propagation.

Electrical masking was determined either by the original pulse width threshold
(PW < 0: Equation (2)) or in conjunction with the proposed Electrical Masking Win-
dow (EMW) criterion (Equation (4)), which declares an SET pulse as masked when the
input closing edge arrives no later than the output opening edge (EMW < 0: Equation (3)).

Due to space limitations, the detailed per-benchmark results are provided in
Appendix A.

9.1. Effect of EMW in “Vanilla” Mode

Table A1 compares the ASET, LASET and APW in “Vanilla” STA mode when the EMW
masking criterion is disabled (“no EMW”) and enabled (“EMW”). For most benchmarks,
enabling EMW reduced all three sensitivity metrics. More specifically, the EMW criterion
resulted, on average, in an ASET reduction of 17.44%, LASET reduction of 16.69%, and
APW reduction of 19.26%. This global behavior is expected, since EMW identifies many
pulses as electrically masked even though their reconstructed pulse width is still positive.
In “Vanilla” mode, the MAX analysis at reconvergences tends to keep a non-zero pulse
width, inserting more pessimism, as any early opening or late closing edge along different
paths may excessively broaden the output SET pulse. Consequently, the original pulse
width approach is not sufficient for modeling the electrical masking effect properly.

Table A2 quantifies this phenomenon. For several designs, especially for most of the
smaller ones, PW-based masking was essentially zero, whereas EMW reported substantial
masking. For instance, in ¢1355 and b13, EMpyy = 0, but EMpw . ppw > 0, showing that
narrow pulses were still being filtered electrically, even though their width did not collapse
to zero. In larger ITC99 designs, such as b20, the PW criterion counted only 4068 masked
pulses, whereas the EMW one reported 11,087 masked pulses (>2.7x more). Finally, for
the OpenCores jpegencode design, the PW criterion masked 659,599 events, while the
EMW one masked 798,909 (+21%), indicating that a significant fraction of the pulses was
converted to low-amplitude signals at the output of some stages and correctly filtered only
when EMW was applied.

A few corner cases behaved differently. In some small or shallow circuits (e.g., c17
and c880) EMW left the ASET, LASET, and APW almost unchanged, because most pulses
either remained as full-rail or the pulses were filtered by their PW dropping to zero, and
thus the additional electrical window did not further prune propagation. Conversely, in a
handful of designs, EMW slightly increased the metrics. For example, in c1908, the APW
obtained with EMW enabled was marginally higher than that with the PW-only criterion,
even though the ASET and LASET remained practically constant. In ¢2670, all three metrics
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were slightly larger when EMW was active than when only PW was used. Finally, in the
ITC99 design b07, EMW yielded a higher LASET value while the ASET and APW were
slightly reduced. These effects appeared in only a few designs, and the relative increase
was small (to the order of 1%).

Overall, the per-design data in Tables A1 and A2 confirm that the PW criterion is
too conservative. Many pulses that would become non-full-rail in a SPICE-like model
remained with positive widths in the STA, especially in “Vanilla” mode, which tended to
produce wider pulses at the reconvergences that were therefore not removed without EMW,
while the few adverse corner cases had a negligible impact on the global sensitivity trends.

9.2. Effect of EMW in TimeStamp Mode

Table A3 reports the ASET, LASET, and APW for TimeStamp propagation when
EMW was disabled (“no EMW”) and enabled (“EMW”). Similar to the “Vanilla” mode,
enabling EMW reduced the sensitivity metrics across most designs. On average, over all
benchmarks, EMW reduced the ASET by 21.88%, LASET by 21.68%, and APW by 24.90%
in TimeStamp mode.

Several important differences relative to the “Vanilla” mode emerged. First, logical
masking at reconvergences was stronger because the TimeStamp mode evaluated the gate
output only during intervals where the combinations of all inputs would actually toggle
the output, and thus many SETs that were artificially propagated by MAX analysis in
“Vanilla” mode never appeared at the output. This was also the case for different EMW
configurations, and this is discussed in more detail later.

Second, PW masking is now meaningful even without EMW. Table A4 shows that
in timestamp mode, the PW criterion was no longer negligible. Pulses are often split
into narrow pulses at reconvergences that can already shrink to zero width due to logic-
controlled overlaps of timing edges. Consequently, the EMpy and EMgpw columns track
each other more closely than in “Vanilla” mode.

Third, EMW adds extra electrical filtering beyond PW, but the relationship depends
on the propagation depth. The EMW counts in Table A4 are typically higher than the
PW counts from smaller designs (ISCAS and some of ITC99), reflecting cases where,
even after precise logical masking, a remaining pulse becomes non-full-rail due to the
input closing and output opening edges coinciding. However, in larger designs (larger
ITC99 designs, OpenCores, and ISPD2012), EMW reported fewer masked events than PW.
This occurred because EMW masks pulse earlier in the logic cone, preventing them from
producing additional narrow pulses downstream that would later be filtered. As a result,
fewer filtering opportunities were encountered overall, even though the electrical masking
sensitivity was higher. For example, design b19 showed 387,108 PW-masked events versus
223,577 EMW-masked ones, indicating early EMW maskings and a reduction in the total
pulses that reach later stages.

The corner cases regarding sensitivity metrics in TimeStamp mode mirrored those in
“Vanilla” mode but were less pronounced. Designs c432, c880, and b01 were the exceptions,
where EMW yielded slightly higher metrics than the PW-only criterion. Specifically, in c432,
the APW increased slightly with EMW while the ASET and LASET remained stable. In
c880, all three metrics were marginally higher with EMW enabled, while in 01, the APW
showed a small increase while the ASET and LASET were nearly unchanged. These isolated
cases highlight that EMW'’s additional sensitivity occasionally altered the endpoint pulse
distribution in unexpected ways. The reason behind this behavior is EMW terminating
some narrow pulses earlier than PW would, preventing them from reaching downstream
gates, where they might otherwise partially overlap and attenuate at reconvergences.
When these early narrow pulses were filtered, the remaining pulses propagated further
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and arrived at endpoints with slightly larger effective widths or better latching alignment,
leading to the small observed increases. These effects were limited to a few shallow or
sparsely reconvergent designs and did not affect the aggregate trend.

Overall, TimeStamp mode with EMW produced the lowest ASET, LASET, and
APW values across most benchmarks while benefiting from stronger logical pruning
at reconvergences.

9.3. Runtime Analysis

The computational efficiency of the proposed methodologies was finally evaluated by
measuring the absolute runtimes for SET generation and propagation across all benchmarks.
Table A5 reports these runtimes for both the “Vanilla” and Timestamp propagation modes
with and without the EMW criterion. The SET generation time was independent of the
propagation mode and therefore identical across the columns, while the propagation times
revealed the trade-offs between modeling accuracy and runtime. To better understand the
distribution of computational effort, the analysis is visualized in two charts, with the one
in Figure 21 breaking down the total runtime into generation and propagation phases and
the one in Figure 22 comparing the propagation runtimes across the four configurations.
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Figure 21. Runtime distribution between the SET generation and propagation steps of UPSET for the
timestamp-based STA mode with the EMW masking criterion activated.

The chart in Figure 21 displays the relative contribution of SET generation and propaga-
tion to the total execution time for the TimeStamp mode with EMW-activated configuration,
which was selected for this analysis as it represents the most accurate mode of UPSET
SET analysis, as observed in Section 9.2, combining precise logical reconvergence handling
with enhanced electrical masking. In nearly all benchmarks, SET generation dominated
the runtime, accounting for anywhere from 70% to over 95% of the total analysis duration.
This behavior was expected even when the generation step involved the featuring “fast”
SPICE electrical simulation, a process that remains more expensive compared with the
STA-based SET propagation. However, design c6288 stands out as a significant corner
case, where propagation consumes roughly 70% of the total runtime. This anomaly is
explained by the specific topology of c6288, namely a 16 x 16 multiplier, which implies
massive reconvergence and a high maximum and average logic depth of 249 and 78, re-
spectively. Unlike the other designs, which have a more typical logic depth and pulses
that traverse a more shallow cone, in c6288, a single generated SET can propagate through
dozens of logic stages, branching into multiple paths that later reconverge. This forces the
propagation engine to traverse a vast number of nodes and perform STA-based analysis
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deep into the logic cone, drastically increasing the propagation time for both the “Vanilla”
and TimeStamp modes.

The chart in Figure 22 and Table A5 compare the pure propagation runtimes of
the four analysis configurations for the “Vanilla” and TimeStamp modes, each with and
without EMW.

Effect of Propagation Mode: When comparing the “Vanilla” (no EMW) and TimeS-
tamp (no EMW) modes, one might expect the TimeStamp mode to be slower due to the
overhead of Boolean evaluation at every timestamp. However, for most designs, the TimeS-
tamp mode achieved comparable or even lower runtimes. The reason for this is that the
precise Boolean evaluation effectively prunes invalid pulses at reconvergent points (logical
masking) that the “Vanilla” mode would pessimistically propagate. By masking these
pulses early, TimeStamp mode avoids traversing the downstream logic cones, thereby
saving significant computational effort.

Effect of the EMW Criterion: Adding the EMW criterion consistently reduced the
runtimes for both propagation modes. As shown in the “TimeStamp + EMW” series (green
bars), this configuration yielded the lowest absolute propagation time. The EMW criterion
effectively identified non-full-rail pulses and masked them electrically at earlier stages
than the original PW criterion. Early masking means fewer pulses propagate to deeper
logic levels, reducing the total number of gate evaluations required. However, corner cases
existed where EMW activation increased the propagation time relative to the PW-only
criterion. In these designs, masking pulses early in the logic cone reduced the number of
pulses reaching downstream reconvergence points. Without EMW, multiple pulses arrive
simultaneously at reconvergences and often mutually cancel each other through logical
masking. With EMW, fewer pulses (sometimes only one) reached these points, and thus
fewer logical cancellations occurred, and more pulses survived to propagate further.
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Figure 22. SET propagation runtime correlation among the examined configurations.

Consequently, the “TimeStamp + EMW” configuration, despite being the most algo-
rithmically complex one, often resulted in the fastest execution time. For instance, in design
b19, “TimeStamp + EMW” propagation completed in 68.4 s, compared with 171.8 s when
EMW was deactivated and over 1200 s for the “Vanilla” mode. This demonstrates a favor-
able trade-off where improved physical accuracy (EMW) and logical precision (Boolean
evaluation of timestamp analysis) synergetically reduced the workload by filtering out
unrealistic pulses early in the analysis.
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10. Conclusions

UPSET delivers a comprehensive, probabilistic framework for Single-Event Transient
(SET) analysis in VLSI circuits, leveraging Static Timing Analysis (STA) to model the Logi-
cal, Electrical, and Timing Window Masking mechanisms without additional technology
characterization. Experimental correlation, compared with SPICE for some featuring bench-
marks, demonstrated over a speedup of 25,000 x versus the SPICE simulations, with the
TimeStamp-based mode achieving 4.56% average pulse width error. The Electrical Mask-
ing Window (EMW) enhancement reduced the pessimism in sensitivity metrics like the
ASET, LASET, and APW by up to 25% on average, providing tighter upper bounds while
maintaining scalability to million-gate designs.

11. Future Work

UPSET’s continued development will extend its capabilities across multiple comple-
mentary research directions. A primary focus will be enhancing accuracy in advanced
technology nodes through integration of Composite Current Source (CCS) timing models
and extended analysis of the interconnection effects, enabling more precise capture of
complex waveforms and distributed parasitics in sub-20 nm technologies. Concurrently,
systematic cross-technology validation, spanning from 130 nm to 2 nm nodes, will demon-
strate UPSET’s true technology independence, requiring only standard PDK files without
custom characterization.

Beyond technology scaling, algorithmic refinements will address limitations in the
probabilistic analysis framework. Investigation of correlation-aware probability propaga-
tion methodologies will reduce pessimism in circuits with reconvergence, while refinement
of the Timing Window Masking model will enable characterization of uncertain latching be-
havior and silent error phenomena. These enhancements will yield more realistic sensitivity
estimates that account for environmental and process variability.

Future work will also target the SET generation engine itself. While the current imple-
mentation was on the double exponential (DEXP) current source model for charge injection,
we plan to integrate the bias-dependent (BIAS) current source model to better capture
high-LET phenomena and mitigate DEXP’s known overdrive limitations. A comprehen-
sive evaluation of UPSET’s SET generation accuracy using both DEXP and BIAS against
SPICE-level transistor simulations across multiple technologies and charge conditions will
be performed to quantify modeling trade-offs and define the recommended usage regimes
for each model.

Furthermore, while the proposed EMW provides a computationally efficient, STA-
compatible alternative to pulse width-based masking, we acknowledge that the physical
linkage between the EMW metric and transistor-level voltage attenuation needs further
characterization. Currently, the threshold condition (EMW < 0) is as an intuitive up-
per bound heuristic, and relaxing this condition is subject to the nonlinearities of signal
propagation that each technology node presents. Moreover, the sensitivity of the EMW
criterion to process, voltage, and temperature (PVT) variations remains a critical area for
future investigation. Nevertheless, establishing a rigorous quantitative correlation between
specific EMW values and SPICE-level voltage degradation is essential. Hence, future work
will also focus on performing extensive Monte Carlo simulations across diverse technology
nodes to define the recommended margin ranges, thereby enhancing the reproducibility
and robustness of the EMW model for high-reliability applications. To further complement
these automated and adaptive calibration strategies, incorporating both SPICE characteri-
zation and predictive ML-driven approaches will be investigated to provide users with a
more accurate yet streamlined SET analysis flow.
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Finally, UPSET will evolve toward a comprehensive design automation platform.
Integration with a closed-loop optimization framework will automate the selecting and
applying of gate-level mitigation (guard gate filters, TMR, and strategic gate upsizing)
guided by per-endpoint and internal node sensitivity metrics, enabling RTL-to-GDSII hard-
ening synthesis. Complementary development of machine learning-based SET generation
models trained on exhaustive SET characterization will capture nonlinear charge collection
effects and state-dependent pulses shaped in advanced technologies, further improving
analysis accuracy.

Together, these interconnected research directions will establish UPSET as a foun-
dational platform for radiation-resilient VLSI design across space, avionics, and high-
reliability domains, speeding up the manufacturing process.
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Abbreviations

The following abbreviations are used in this manuscript:

ADD
APW
ASET
BDD
CMOS
DEF
DEXP
EDA
EM
EMW
EPP
HDL
1C
LASET
LEF
LIB
LUT
MLE
NLDM
PCN
PDK
PW

PI

PO
Req
RTL
SAIF
SDC
SEU
SER
SET
SPEF
SP
STA
TCAD
VDD
VLSI

Algebraic Decision Diagram
Accumulated PW

Accumulated SETs

Binary Decision Diagram
Complementary Metal-Oxide-Semiconductor
Design Exchange Format

Double Exponential (current source model)
Electronic Design Automation
Electrically <asked (SET pulse)
Electrical Masking Window

Error Propagation Probability
Hardware Description Language
Integrated circuit

Latched ASET

Library Exchange Format

Liberty Format

Look-up table

Maximum Likelihood Estimation
Non-Linear Delay Model

Positional Cube Notation

Physical Design Kit

Pulse width

Primary input

Primary output

Equivalent resistance
Register-Transfer Level

Switching Activity Interchange Format
Synopsys Design Constraint
Single-Event Upset

Soft Error Rate

Single-Event Transient

Standard Parasitics Exchange Format
Static probability

Static Timing Analysis

Technology Computer-Aided Design
Supply voltage level (drain voltage)
Very Large Scale Integration
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Appendix A. Extended Tables for Derived Experimental Results

This appendix presents the complete per-benchmark results obtained by the experi-
mental evaluation of UPSET.

Table A1l. UPSET analysis for “Vanilla” STA mode, showcasing EMW impact by demonstrat-
ing sensitivity metrics when EMW criterion is incactive (“no EMW” columns) versus active
(“EMW” columns).

ASET LASET APW (ns)
Design
no EMW EMW no EMW EMW no EMW EMW
cl7 1.125 1.125 1.125 1.125 1.831 1.831
c432 23.208 22.532 23.208 22.532 184.539 156.168
c499 31.090 30.434 31.090 30.434 469.896 412.927
c880 85.732 85.619 85.732 85.619 239.626 238.869
c1355 47.050 46.626 47.050 46.626 66.422 64.801
c1908 69.605 69.525 69.605 69.525 250.465 251.592
c2670 169.676 170.263 169.676 170.263 417.342 420.762
c3540 83.988 78.950 83.988 78.950 715.238 683.056
c5315 322.784 250.562 322.784 250.562 1186.262 1020.135
c6288 720.127 701.733 720.127 701.733 7691.785 7654.173
c7552 295.441 228.576 295.441 228.576 1012.311 849.060
bo1 12.046 12.046 0.749 0.749 15.275 15.275
b02 8.031 8.031 0.326 0.326 8.380 8.380
b03 43.064 38.204 3.152 3.016 93.604 90.223
b04 148.035 107.116 3.772 2.729 260.205 195.484
b05 154.663 144.207 46.400 44513 545.099 494 .482
b06 15.572 15.572 1.023 1.023 20.983 20.983
b07 141.854 120.013 2.940 2.990 212.072 177.789
b08 29.468 25.868 1417 1.409 44.647 40.635
b09 53.933 47.485 3.731 3.548 73.526 69.664
b10 39.768 37.259 2.562 2.461 85.816 78.851
bi1 95.156 88.048 14.345 12.872 595.416 556.177
b12 266.490 253.559 32.851 31.730 811.852 784.799
b13 56.481 56.481 2.392 2.392 76.824 76.824
b14 1278.279 1050.260 139.837 125.792 9014.084 7587.147
b15 1532.182 1370.508 205.305 187.773 6652.168 5508.656
b17 4861.154 4227416 694.936 585.525 20,003.724 16,819.708
b18 10,537.873 8838.907 1526.536 1240.633 50,085.263 39,996.784
b19 21,114.039 16,685.313 3514.904 2459.267 128,004.659  88,306.703
b20 3034.409 2285.868 418.431 318.267 22,957.572 16,972.641
b21 3177.430 2467.791 405.513 283.024 21,495.163 15,070.704
b22 4494.758 3355.771 625.630 438.712 33,132.602 23,522.324
lpffir 40.584 39.348 40.584 39.348 291.339 285.532
pid 845.457 587.099 214.295 96.041 4111.521 2835.056
aes128 3853.654 1709.797 420.909 214.529 42,178.984 27,280.852
aes192 4296.941 2400.769 329.031 189.161 45,005.973 27,118.813
apbtoaes128 5421.070 3420.385 499.516 302.457 48,648.198 28,931.923
ldpcdecode  4894.886 2089.367 612.684 124.355 183,989.724  35,630.324

jpegencode 66,714.661  55,608.824 4133.135 1823.923 410,986.090  204,691.520

vga_lcd 47,087.369  38,396.785 1514.684 1063.774 79,369.198  57,473.345
b19_ispd 19,963.015  16,866.794 870.399 640.180 114,718.623  77,404.633
leon3mp 170,333.923  132,564.437 4364.090 3169.024 384,350.006 272,139.429
netcard 227,413.398 162,041.870  12,198.325 7319.018 1,191,027.738 636,090.330
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Table A2. Electrically masked SET pulses for “Vanilla” STA mode by considering only the PW
criterion or considering it in conjunction with the EMW one.

Design EMpw EMpw +EMwW
cl7 0 0
c432 0 31
c499 84 102
c880 0 1
c1355 0 62
c1908 30 463
c2670 0 44
c3540 239 735
cb315 0 892
c6288 10 381
c7552 30 1339
bo1 0 0
b02 0 0
b03 1 16
b04 3 103
b05 51 137
b06 1 1
b07 5 74
b08 0 6
b09 1 32
b10 2 18
b1l 24 78
b12 79 190
b13 0 0
b14 1254 4952
b15 2022 4291
b17 6852 15,145
b18 17,034 42,633
b19 40,362 93,597
b20 4068 11,087
b21 5167 10,541
b22 7408 17,540
lpffir 0 23
pid 181 511
aes128 846 5047
aes192 950 6638
apbtoaes128 4272 13,528
ldpcdecode 17,018 53,564
jpegencode 659,599 798,909
vga_lcd 19,227 11,763
b19_ispd 74,760 100,821
leon3mp 110,315 113,246
netcard 110,524 127,063
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Table A3. UPSET Analysis for TimeStamp STA mode, showcasing EMW impact by demon-
strating sensitivity metrics when EMW criterion is inactive (“no EMW” columns) versus active
(“EMW” columns).

ASET LASET APW (ns)
Design
no EMW EMW no EMW EMW no EMW EMW
cl7 1.125 1.125 1.125 1.125 1.831 1.831
c432 21.615 19.629 21.615 19.629 103.731 104.677
c499 28.090 27.152 28.090 27.152 29.181 26.832
c880 63.580 66.213 63.580 66.213 104.761 112.389
c1355 47.050 46.622 47.050 46.622 66.311 64.690
c1908 67.800 32.427 67.800 32.427 71.355 39.059
c2670 153.670 136.127 153.670 136.127 177.360 156.540
c3540 63.936 45.072 63.936 45.072 157.644 142.030
c5315 317.945 206.265 317.945 206.265 791.415 534.331
c6288 151.055 122.252 151.055 122.252 379.348 343.587
c7552 275.162 95.001 275.162 95.001 303.951 156.879
bo1 11.776 11.553 0.672 0.651 13.812 13.955
b02 7.945 7.933 0.310 0.309 8.204 8.204
b03 42.882 36.229 2.282 1.916 52.955 44.502
b04 146.743 104.339 3.607 2.414 227.474 151.263
b05 153.950 138.998 44771 41.926 440.202 392.432
b06 15.397 15.387 1.080 1.075 21.480 21.437
b07 141.132 118.694 2.553 2.447 199.785 154.537
b08 29.541 25.646 1.329 1.306 41.889 37.924
b09 53.933 46.847 3.590 3.430 69.320 65.737
b10 39.556 36.557 2.395 2.296 78.158 70.386
bi1 88.959 76.388 8.860 7.605 321.386 279.255
b12 255.238 231.920 20.633 20.193 605.005 572.095
b13 56.050 55.918 2.279 2.278 69.137 68.195
b14 1207.620 936.401 84.630 79.324 5354.416 4349.483
b15 1501.133 1316.357 146.986 140.424 3791.834 3293.101
b17 4716.462 3988.271 516.987 452.307 12,692.829 10,359.544
b18 10,085.343 8181.858 1014.498 833.688 29,419.255 22,440.712
b19 20,026.297 15,659.904 2173.688 1738.595 65,322.074  44,554.049
b20 2808.839 1925.697 214.912 145.882 12,621.558 8288.904
b21 3016.363 2213.094 227.482 175.084 12,246.772 8711.791
b22 4220.283 2933.471 302.532 212.230 17,720.275 11,934.446
lpffir 34.373 4.391 34.373 4.391 75.559 16.536
pid 826.807 563.458 202.578 87.555 2748.847 1628.274
aes128 3066.120 1087.723 102.961 37.665 9509.041 4000.723
aes192 3408.101 1656.279 107.018 49.132 10,781.548 5014.690
apbtoaes128 4791.379 2752.451 209.679 96.242 20,745.197 8327.418
ldpcdecode  4447.757 1863.558 364.536 82.590 54,089.263 13,504.696

jpegencode 65,799.154  54,075.603 3622.501 1563.509 265,341.455  115,859.052

vga_lcd 46,604.012  38,282.660 1419.642 1053.576 71,248.490  56,232.145
b19_ispd 19,145.578  16,391.502 488.015 401.119 73,453.261  55,785.831
leon3mp 162,570.336  125,075.752 3549.666 2762.497 277,410.049  242,470.902
netcard 224,037.683  160,666.732 9248.984 7211.881 913,851.482  625,435.631
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Table A4. Electrically masked SET pulses for TimeStamp-based STA mode by considering only the
PW criterion or considering it in conjunction with the EMW one.

Design EMpw EMpw +EMwW
cl7 0 0
c432 923 597
c499 591 555
c880 866 797
c1355 284 431
c1908 814 982
c2670 2222 2739
c3540 5141 4294
c5315 1805 3397
c6288 28,350 28,316
c7552 3871 7401
bo1 6 11
b02 2 3
b03 86 220
b04 95 186
b05 673 752
b06 1 2
b07 114 211
b08 8 16
b09 4 31
b10 16 44
b1l 992 1038
b12 437 663
b13 47 62

b14 30,896 20,022
b15 11,698 10,025
b17 35,454 32,048
b18 241,337 151,990
b19 387,108 223,577
b20 90,250 40,800
b21 93,659 40,523
b22 151,988 70,731
lpffir 2301 1891
pid 11,517 10,744
aes128 43,216 23,531
aes192 43,806 22,042
apbtoaes128 55,071 33,584
ldpcdecode 432,811 110,862
jpegencode 5,890,729 3,810,164
vga_lcd 28,925 9434
b19_ispd 539,911 398,072
leon3mp 171,097 154,739
netcard 175,785 99,259
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Table A5. UPSET exhaustive analysis runtime for “Vanilla” and TimeStamp STA modes with EMW
criterion inactive (“no EMW” columns) and active (“EMW” columns).

“Vanilla” Propagation Runtime TimeStamp Propagation Runtime
Design Generation Runtime (s)
no EMW (s) EMW (s) no EMW (s) EMW (s)
cl7 0.014 0.001 0.001 0.001 0.001
c432 0.781 0.321 0.27 0.294 0.219
c499 0.8255 0.205 0.241 0.081 0.064
c880 1.198 0.322 0.318 0.235 0.186
c1355 2.097 0.544 0.478 0.417 0.387
c1908 3.471 2.433 2.246 1.874 0.319
c2670 3.8835 1.77 1.781 1.44 1.035
c3540 5.61 10.879 10.266 3.319 1.183
c5315 7.5995 2.844 2.893 3.349 1.362
c6288 8.884 1454.087 1432.296 22.584 19.89
c7552 12.631 5.768 5177 5.323 2.085
b01 0.113 0.476 0.012 0.009 0.011
b02 0.0775 0.008 0.006 0.007 0.007
b03 0.3165 0.055 0.062 0.05 0.045
b04 1.7775 0.06 0.059 0.061 0.055
b05 1.296 0.28 0.246 0.236 0.197
b06 0.132 0.01 0.01 0.01 0.011
b07 0.927 0.097 0.068 0.083 0.046
b08 0.275 0.021 0.019 0.019 0.02
b09 0.3175 0.035 0.033 0.03 0.028
b10 0.4205 0.047 0.042 0.041 0.043
bil 0.888 0.311 0.259 0.191 0.161
b12 6.6745 0.389 0.352 0.354 0.295
b13 0.87 0.027 0.029 0.025 0.031
b14 27.81 13.834 8.849 12.15 6.124
b15 74.2745 9.958 6.488 6.823 4.099
b17 231.8105 29.473 19.557 22.039 13.682
b18 512.502 326.568 186.098 118.5 45.928
b19 1139.3985 1273.283 399.139 171.858 68.446
b20 56.223 51.35 26.624 39.903 13.895
b21 58.224 48.397 24.964 38.204 13.933
b22 80.177 93.607 50.669 71.451 25.676
lpffir 0.431 0.229 0.22 0.1 0.093
pid 13.7125 2.586 2141 2.341 1.775
aes128 11.219 17.928 8.481 7.482 3.061
aes192 15.269 20.544 9.215 10.231 4.204
apbtoaes128 16.3075 32.021 15.532 21.248 7.397
ldpcdecode 1660.743 453.448 104.701 146.9 24.195
jpegencode 24,903.6155 1264.533 803.272 851.795 485.106
vga_lcd 2912.4255 72.711 36.135 67.005 35.538
b19_ispd 5767.327 3806.359 2755.052 797.762 394.393
leon3mp 38,160.4075 6332.733 3196.756 4196.002 2074.43
netcard 72,696.68 3785.213 850.306 3698.525 721.904
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Table A6. Improvement of TimeStamp over “Vanilla” STA mode, comparing UPSET sensitivity
metrics and SET propagation runtimes when EMW criterion was active for both modes.

Design ASET LASET APW Prl‘{’Pag.at“’“
untime
c17 0.00% 0.00% 0.00% 0.00%
c432 —12.88% —12.88% —32.97% —18.89%
c499 —10.78% —10.78% —93.50% —73.44%
c880 —22.67% —22.67% —52.95% —41.51%
c1355 —0.01% —0.01% —0.17% —19.04%
c1908 —53.36% —53.36% —84.48% —85.80%
c2670 —20.05% —20.05% —62.80% —41.89%
c3540 —42.91% —42.91% —79.21% —88.48%
c5315 —17.68% —17.68% —47.62% —52.92%
c6288 —82.58% —82.58% —95.51% —98.61%
c7552 —58.44% —58.44% —81.52% —59.73%
bO1 —4.10% —13.05% —8.64% —8.33%
b02 —1.22% —5.14% —2.10% 16.67%
b03 —5.17% —36.47% —50.68% —27.42%
b04 —2.59% —11.52% —22.62% —6.78%
b05 —3.61% —5.81% —20.64% —19.92%
b06 —1.19% 5.11% 2.17% 10.00%
b07 —1.10% —18.17% —13.08% —32.35%
b08 —0.86% —7.34% —6.67% 5.26%
b09 —1.34% —3.32% —5.64% —15.15%
b10 —1.88% —6.70% —10.73% 2.38%
b1l —13.24% —40.91% —49.79% —37.84%
b12 —8.53% —36.36% —27.10% —16.19%
b13 —1.00% —4.77% —11.23% 6.90%
b14 —10.84% —36.94% —42.67% —30.79%
b15 —3.95% —25.22% —40.22% —36.82%
b17 —5.66% —22.75% —38.41% —30.04%
b18 —7.43% —32.80% —43.89% —75.32%
b19 —6.15% —29.30% —49.55% —82.85%
b20 —15.76% —54.16% —51.16% —47.81%
b21 —10.32% —38.14% —42.19% —44.19%
b22 —12.58% —51.62% —49.26% —49.33%
lpffir —88.84% —88.84% —94.21% —57.73%
pid —4.03% —8.84% —42.57% —17.09%
aes128 —36.38% —82.44% —85.34% —63.91%
aes192 —31.01% —74.03% —81.51% —54.38%
apbtoaes128 —19.53% —68.18% —71.22% —52.38%
ldpc_decoder —10.81% —33.59% —62.10% —76.89%
jpegencode —2.76% —14.28% —43.40% —39.61%
vga_lcd —0.30% —0.96% —2.16% —1.65%
b19_ispd —2.82% —37.34% —27.93% —85.68%
leon3mp —5.65% —12.83% —10.90% —35.11%
netcard —0.85% —1.46% —1.68% —15.10%
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