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Abstract

The significance of information and communication technologies (ICT) for the Paris

Climate Agreement is continuously increasing because of its growing energy con-

sumption. Here we examine the question for the smartphone and extend the investi-

gation to more aspects of sustainability. Critical issues are identified for ten UN

Sustainable Development Goals. Measurements of smartphone energy consumption

show that a significant savings potential can be unlocked by reducing the data out-

flow and the large amount of personal data stored in data centers. Main discrepan-

cies are also traced to the oligopolistic market structure of operating systems (OSs),

messenger services, and social media apps. Technical means for a sustainable smart-

phone use are suggested as alternative OSs, social media channels of the Fediverse,

as well as free and open-source software. Finally, societal conditions are emphasized

to make the market for OSs and apps more diverse so that a sustainable smartphone

use can generally prevail.
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1 | INTRODUCTION

There is overwhelming consensus in the scientific community that the

human use of natural resources on planet Earth is threatening

the foundations of life and urgently needs to be directed onto sustain-

able paths (Ripple et al., 2017). A crucial aspect of the threat concerns

the greenhouse gas (GHG) emissions of CO2 and CH4 caused by

energy production, compared with the Sixth Assessment Report of

(IPPC, 2021, 2022). To comply with an average temperature increase

of the Earth's atmosphere of maximally 1.5�C, a critical examination

of all energy consumption is required as well as major investments

and legal regulations to improve energy efficiency and CO2 reduction

(Aslan et al., 2018; Pihkola et al., 2018; Scheffran et al., 2020).

A large growth in the last decades has been associated with the

development and expansion of the internet (Andrae & Edler, 2015;

Bieser et al., 2023; Freitag et al., 2021; Lange et al., 2023; Shift

Project, 2019), that is, component manufacturing, commissioning and

maintenance of data centers (EC CGCNCT, Environment Agency

Austria, Borderstep Institute, & Umweltbundesamt, 2020), network

infrastructure, and end devices (Pihkola et al., 2018). For example, the

electricity demand of EU member states' data centers alone increased

from 53.9 terawatt-hour per year (TWh/a) in 2010 to 76.8 TWh/a in

2018, representing nearly 3% of the EU28's electricity demand

(EC CGCNCT et al., 2020). Overall, the internet now claims 10% of

global electricity production and is projected to increase to 20% in

2030 (Andrae & Edler, 2015). Among internet-using devices, the

importance of mobile devices has steadily increased. Thus, the num-

ber of smartphone subscriptions worldwide amounted to 6.6 billion

by the end of 2022 and is projected to more than double from 3.6 bil-

lion in 2016 to 7.5 billion in 2026 (Ericsson, 2022) (a smartphone here

is understood to be an electronic device that operates as a mobile

phone with internet functionality).

The challenges can be classified within the framework of UN Sus-

tainable Development Goals (SDGs), with the aforementioned aspects
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of the energy supply being judged primarily against SDG#7 “Afford-
able and clean energy” and SDG#13 “Climate Action.” In the follow-

ing, we will focus on the use of smartphones—and not on their

production. The latter is responsible for much of the energy consump-

tion over the lifetime of a smartphone (Jattke et al., 2020), and in

other respects the manufacturing process collides with various SDGs,

such as #8, which demands decent work (Lüthje & Hürtgen, 2013).

Notably, methods for improving the sustainability of the manufactur-

ing process were already developed by the pioneering activities of the

Fairphone company (Haucke, 2018; Jindra et al., 2019).

However, there is a severe need to innovate the daily use of

smartphones. It is the main component of a personal information and

communication technology (ICT) sphere, which is likely to become

increasingly resource-demanding due to the expansion of the

internet-of-things (IoT), including medical systems, wearables

(Birkholz, 2023; Birkholz et al., 2016; Green, 2021; Nguyen

et al., 2022; TaheriNejad et al., 2022), connected cars, (Marosi

et al., 2018) and other digitization trends (El-Mougy et al., 2019;

Paulick et al., 2022). It thus seems reasonable to develop techniques

and methods today that will allow users to manage their ICT devices

in a sustainable way in the future. Therefore, our study focuses on this

question.

In order to examine the extent to which the SDGs are met or vio-

lated by smartphone use, we consider the associated effects at the

three affected tiers: the end devices, data centers, and network infra-

structure (Bieser et al., 2023; Shift Project, 2019). To this end, we first

present the data on power consumption of centralized and decentra-

lized internet components as known from the literature and obtained

by own measurements. For this purpose, various smartphone

programs (apps) and measurements of battery levels were applied.

We then estimate the share of energy consumption used for technical

and behavioral monitoring of users by data-collecting internet

companies.

We discuss this data, as well as operating systems (OSs) and com-

monly used apps in the context of the UN Sustainable Development

Goals, compared with Figure 1. The paper concludes with suggestions

on how smartphone users can configure their system to become

“more sustainable.” This includes the use of selected apps and alterna-

tive OSs, as well as the configuration of system settings. Setting the

course also in the political sphere, as outlined in the last section,

appears to be urgently necessary to curb the global energy demand of

a rapidly growing ICT sector in accordance with UN SDGs.

2 | ENERGY CONSUMPTION AND GHG
EMISSIONS

The ICT sector contributed an estimated 1.5%–4% (Bieser

et al., 2023; Freitag et al., 2021) to global GHG emissions of

41 GtCO2-eq in 2021 (Ritchie et al., 2020), for which 3% would corre-

spond to an absolute amount of 1.2 GtCO2-eq (equivalent gigatons of

CO2 emissions from fossil fuels and land use change). In total globally

generated electric power, the share was 5%–9% in 2018, correspond-

ing to an absolute amount of 1300–2340 TWh/a (100% = 26,-

000 TWh [Ritchie et al., 2022]). All studies dealing with the energy

consumption of the ICT sector assume a growing energy demand until

2030, with estimated increases ranging from 50% to 100% (Belkhir &

Elmeligi, 2018; Freitag et al., 2021).

F IGURE 1 Logos of the UN Sustainable Development Goals and highlighting the ones where smartphones have a critical impact.
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Such an increase would be incompatible with the requirements of

the Paris Climate Agreement of 2015, in which a reduction in GHG

emissions to 3.78 GtCO2-eq in 2050 and 23.6 GtCO2-eq in 2030 is

envisaged to limit global warming to 1.5�C (Freitag et al., 2021). In the

studies mentioned, there is a consensus that “drastic measures are

required to significantly reduce the energy demand of ICT” (Freitag

et al., 2021) causing a lower carbon footprint (Malmodin &

Lunden, 2018).

Smartphones now have a very high global penetration rate, and

current estimates suggest that of the 8 billion people living on Earth,

around 7 billion are in possession of a smartphone. In 2021, around

1.4 billion new systems were sold. Based on our own measurements

(see Supporting information Data S1 and S2), we estimate the average

energy consumption of a smartphone to lie between 1 and 5 kWh/a,

with large variations depending on model, mobile OS, and user habits.

This results in a total energy demand for the level of local smartphone

operation on the order of about 7 TWh/a. If a global CO2 emission

factor of 0.63 kg CO2-eq/kWh is assumed (Freitag et al., 2021), this

results in total emissions on the order of 4.4 MtCO2-eq/a. Other

sources assume an emission of 47 kg CO2 during the entire service

life of a single smartphone, with the main share being attributable to

production (Bieser et al., 2022).

Measured against the corresponding levels for data centers and

network operation, these figures appear comparatively low. For exam-

ple, the worldwide energy consumption of data centers in 2018 was

estimated to 205 TWh (Dienste, 2021), which would correspond to a

GHG emission of 129 MtCO2-eq. Nevertheless, it has been shown

that consumption at both tiers of data centers and network traffic is

largely determined by user behavior and settings of the smartphone

OS, that is, on tier three of end user devices (Papadopoulos

et al., 2019; Uijttewaal et al., 2021).

In connection with the energy requirements of the ICT sector, it

has frequently been argued that the dissemination of corresponding

systems will pave the way to significant saving potentials that will

more than offset the emerging demand. However, the increasing elec-

tricity consumption over the last three decades suggests that the Jev-

ons paradox (Polimeni, 2008) is particularly effective for the ICT

sector. Today, the paradox is generally captured under the term of

rebound effects (Ruzzenenti et al., 2019). In addition, we seem to

observe the Jevons effect to act in the ICT sector in an exemplary

way, since all the gains in effectiveness in computing power have

never led to a decline in power consumption in the recent years

(Mills, 2019).

Summarizing, the power consumption of global smartphone use

shows a conflicting trend to the required reduction of GHG emissions.

There is a clear contradiction with SDG#7, which calls for “ensuring
access to affordable, reliable, sustainable, and timely energy for all”,
since the increasing allocation of resources to this sector will limit its

availability to others. The efficiency gains repeatedly predicted with

the dissemination of ICT in recent decades have not materialized, nei-

ther in the global energy balance nor in that of the ICT sector itself.

There is thus a pressing need to understand the causes of rising

energy consumption and to develop measures that will stop it from

escalating further and even reduce it.

3 | State-of-the-Art HARDWARE AND OS

The mobile OS of a smartphone and how it supports the hardware

have a significant effect on energy consumption. For instance, almost

all mobile OSs currently allow for smart battery charging that is, aging

protections and warnings when a threshold of low and high charge is

reached, see Supporting Information Figure S1. In the following, we

will therefore take a closer look at the hardware and OSs of smart-

phones and their interaction.

3.1 | Hardware sustainability factors

Figure 2 displays the interior view of a typical current smartphone

device. It shows that the battery, currently lithium-ion or lithium poly-

mer types, represents a major component of the overall system, taking

up most of the hardware space. Its capacity, usage, and charging char-

acteristics play a big role on the power consumption (Takeno

et al., 2005). Charging from near zero up to 100% is not always the

best option in terms of sustainability due to the wearing out of

the equilibrium between the lithium cobalt oxide and the graphite

layer (Kim et al., 2019; Palacin, 2018). Elevated and low temperatures

during charge and discharge, as well as the charging current affects

the battery's lifetime and pose a safety risk (Bandhauer et al., 2011;

Rauhala, 2020; Vetter et al., 2005).

Other hardware properties and settings which affect the power

consumption are the screen type for example, liquid-crystal displays

or organic light-emitting diodes, its dimension, pixel resolution, and

density as well as the back illumination brightness (Carroll &

Heiser, 2010).

It is typically the task of each vendor to optimize the relation

between form factor and hardware components. In recent years,

smartphones became increasingly similar, whereas just marginally

increasing the size of the screen. Furthermore, sensors embedded into

the smartphone that report periodically status information to the

system-on-chip (SoC) also affect battery lifetime. Therefore, a

software-controlled battery management system is crucial (Pasricha

et al., 2020). For example, the light sensor when hovering over the

phone would be responsible for adjusting the back-illumination bright-

ness. Enhancing the battery lifetime can be performed by tailoring

power management algorithms of the SoC. In addition, user interac-

tions require a large amount of power like connecting the phone to

wireless networks (mobile networks, Wi-Fi, and Bluetooth), turning

the screen on or off, as well as notifications that unlock the screen,

touches, and swipes.

3.2 | The unsustainable landscape of mobile
operating systems

Today there are two dominating OS platforms for smart-phones,

Android, and iOS. Both are effectively closed source, both are owned

by large companies, namely Alphabet/Google and Apple and both col-

lect enormous amounts of personal data about their users

6184 KÖGLER ET AL.
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(Cooke, 2020; Kollnig et al., 2022; Leith, 2021, 2023). Implemented

into Google's Android and Apple's iOS are system trackers, which the

user has to accept in order to use the phone via agreeing to the End

User License Agreement at the first booting up (Agrawal et al., 2022).

In 2020, the global market share of mobile platforms was about 73%

Google's Android and 26% iOS, which leaves only a small share to

alternative OSs (Garg & Baliyan, 2021). Both major platforms thus

constitute an oligopoly in the global market.

In particular, in the case of Google's Android, there exists a con-

fusing mix of open-source and proprietary software shares, which is

not transparent to the majority of users. This is because, as a pure

Linux OS, Android is based on the Android Open Source Project

(ASOP), developed as free and open-source software (FOSS) by a

worldwide community of volunteer and dedicated programmers. Goo-

gle's Android™, which dominates the global market, on the other

hand, includes as an essential component a group of proprietary soft-

ware modules collectively known as Google Mobile Services (GMS).

They encompass application programmable interfaces (API) and key

programs such as PlayStore to gain access to more GMS apps, Google

Maps, and YouTube, among many others. By integrating more pro-

grams into GMS, Alphabet/Google has transformed Android into an

increasingly closed OS in recent years, originally designed according

to FOSS principles (Amadeo, 2018).

Alternatively, there are Android OSs available that can run with-

out GMS. An important prerequisite for this was created by the

microG project, which replaced the programs and APIs integrated in

GMS by FOSS modules (Laksono, 2020). OSes based on this are, for

example, /e/OS and LineageOS-microG (Ponakala, 2017). Also in

China, most smartphones are running on AOSP-based OS versions.

For instance, Huawei as the second largest handset maker after Sam-

sung needed to develop its own system after the Trump administra-

tion ban. Huawai's OS is called HarmonyOS and has gained about 4%

global market share by the end of 2023.

Other non-AOSP and pure mobile Linux OSs are Ubuntu-Touch

(continued by UBport) and since 2012, SailfishOS, which continues

Maemo and MeeGo, originally implemented by Nokia and Intel back

in 2010 (Tzvetanov & Karabiyik, 2020). Those alternatives are mature

and stable and thus can fully replace Google's Android, especially

since they allow to run Android apps in a subsystem (Grolleau, 2021).

Figure 3 shows the family of mobile OSs for smart-phones in the

global market.

In summary, the structure of the mobile OS market is in conflict

with SDG#10, which defines the goal of “reducing inequality within

and between countries.” The two dominating companies, Alphabet/

Google and Apple, shield key areas of their services in order to

monopolize markets and to generate huge profits. The latter

amounted to about 60 and 100 billion US $ in 2022

(Lohmeier, 2023; Statista Research Department, 2023) and exceeded

the state revenues of various countries (Wikipedia, 2023), where

finances are urgently needed to meet other SDGs, such as organizing

education for all, fighting hunger or improving health care. The pro-

nounced concentration of economic power in private hands must

also be seen as a threat to SDG#16 (Moscariello et al., 2024), which

aims to “Promote peaceful and inclusive societies for sustainable

F IGURE 2 Schematic interior of a
recent smartphone and the ones where
smartphones have a critical impact in bold
letters (reproduced with permission from
Martin Hajek, artstation.com).
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development, … and build effective, accountable, and inclusive insti-

tutions at all levels.”

4 | USER SURVEILLANCE

Internet users are systematically monitored when they call up numer-

ous pages on the web. The techniques required for this were devel-

oped in the early 2000s as so-called cookies, when internet use was

still tied to personal computers (Binns, 2022). With the advent of cell

phones, these techniques also diffused into mobile internet use and

became continuously more advanced and highly sophisticated. The

main purpose of tapping user data is to enable the advertising industry

to precisely identify potential customers and target them

(Zuboff, 2019). The focus is on virtually all personal data like age,

gender, education (SDG#4), occupation, income, credit card sales,

assets or debt level, living situation, daily routine, hobbies, leisure

activities, sexual orientation, preferences, circle of friends and rela-

tives, sporting activities, fitness, diet, health status, illnesses, medica-

tion or drug consumption, and so on, which allow an estimate of

success when advertising a particular product. In a recent study, the

cookie load of the top one million websites was determined to

encompass >22 million cookies per single visit to all these sites,

belonging to more than 1200 different companies (Cucchietti

et al., 2022).

In addition to cookies, various other techniques have been devel-

oped that allow comprehensive tracking of users for virtually all online

and many offline activities (Urban et al., 2020). Whereas cookies pri-

marily make use of the IP address of the device calling up a website to

identify the user, current methods use additional identifiers. Cross-site

F IGURE 3 Evolution of smartphone
operation systems; based on and further
developed from Grolleau, (2021).
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tracking like cookie-synchronization is made possible simply by string-

ing together several identifiers (Karaj et al., 2018; Libert, 2018;

Papadopoulos et al., 2019). Moreover, new tracking methods are con-

stantly being developed (Meineck, 2023), with one well-established

example is being browser fingerprinting, which enables user identifica-

tion based on technical parameters, such as screen size, browser type,

version number, and so on. (may be checked on www.amiunique.org).

Another approach relies on Facebook's engagement buttons allowing

the company to monitor about 52% of all websites visited (Aguiar

et al., 2022).

The main application of personality profiles is currently in the

auctioning of advertising space on websites. The user's data were

transmitted to an auction platform when a web page is called up. The

latter triggers an automatic auction of the advertising spaces available

on the page among a group of ad providers. Each bid is based on the

appropriateness of the advertised product to the user's presumed

interest, which is calculated from his personality profile. The auctions

happen in the first few 100 ms in which the page is built up on the

user's screen.

However, personality profiles determined were not only used to

advertise commercial products, but also to influence political elec-

tions, such as the UK's vote to leave the European Union in 2016 or

the election of the US president in the same year. In both cases, the

personality classes of the OCEAN model (McCrae & John, 1992)

derived from Facebook data were used to target millions of users

(Bachrach et al., 2012; Kosinski et al., 2013; Wylie, 2019). In G7 coun-

tries, organizational measures have meanwhile been introduced to

counteract undemocratic election interferences. In other countries,

however, such techniques are sometimes used excessively, as in the

2018 and 2022 Brazilian presidential elections, where slanderous dis-

information campaigns against the political opponent were conducted

by the previous incumbent via the social media platform WhatsApp

(Boadle, 2018; Evangelista & Bruno, 2019). These campaigns did even

not stop at death threats against female journalists (Amnesty

International, 2018; Di Meco, 2023).

Only little information is available on the amount of personal user

data stored in data centers, and we have to rely on individual samples.

We are assisted by the European General Data Protection Regulation

(GDPR), according to which companies are obliged to provide infor-

mation to users about whom they store personal data (Art. 15 GDPR).

Some data-storing companies, for instance Google/Alphabet, have

created access for users to automatically retrieve some of the data

stored about them, but in most cases, the assistance of non-

governmental organizations (NGOs) and initiatives is required to

enforce regulations (Datarequests, 2023; Noyb, 2023).

In a recently published request for disclosure, the volume of data

that were accumulated for a single user on his Google account

became known (Schallenberger, 2022). Over the course of 9 years,

the company had collected and stored 10 gigabytes (GB) of data, with

geolocation alone comprising a good 535 thousand data points, corre-

sponding to one location information every 10 min. However, this is

not all the data stored by Google, but only an excerpt that the com-

pany was willing to transmit due to an algorithm it has set up itself.

Spying on virtually all smartphone users and broad-based user

profiling is not in line with SDG#12 to ensure sustainable consump-

tion and production patterns. Indeed, SDG#12 aims to reduce

resource consumption, whereas ever more technically optimized

advertising causes overconsumption of natural resources. Moreover,

the progressing accumulation of sensitive personal data at private

companies does not comply with SDG#16 to “build accountable and

inclusive institutions at all levels.” Rather, the large tracking compa-

nies generally evade their duty of disclosure and accountability to

users.

5 | ENERGY CONSUMPTION

In order to analyze the energy consumption of smartphone use, we

have to consider its effect on three different tiers (Bieser et al., 2023).

Due to strong variations in user behavior and the lack of transparency

in the internet industry, energy consumption can in part only be esti-

mated. The analysis of existing data in combination with our own

measurements, nevertheless leads to valuable conclusions for a sus-

tainable smartphone use.

5.1 | Energy consumption of smartphones

The main energy consumers on a smartphone can be determined

straightforward from the battery function. As an illustration, we show

screenshots of three devices in Figure 4, running with both dominant

OSs (Android with GMS and Apples' iOS, Figure 4a,b) and exemplarily

SailfishOS as FOSS alternative (Figure 4c). As can be seen from the

figure, the consumption is generally given in percentage, related to

the discharge of the battery. Figure 4a,b demonstrate the oligopolistic

utilization of modern smartphones with a selection of the few billion-

user apps (Facebook, GoogleLocations, Instagram, LinkedIn, TikTok,

Twitter, WhatsApp, and YouTube) within the top five of the list

(Rosen et al., 2015). It has to be stated that percentage values are

rather unspecific indicators, but apps that provide a precise power

consumption in energy units are hard to find.

Because of the wide variation in circulating devices and in user

behavior, there are only a few studies on the breakdown of energy

consumption of individual smartphone processes like (Gupta, 2016;

Pasricha et al., 2020; Perrucci et al., 2011) and some of their results

have been collected in Table 1. In addition, we performed further

measurements on a Sony Xperia 10 III with a 4500 mAh battery, on

which the Stock-Android (GMS) was replaced with the current version

of SailfishOS, including an activated android (AOSP) subsystem (addi-

tional Sailfish X license). This device can be considered as a typical,

but tracker-free smartphone due to its state-of-the-art performance.

The open-source app SystemDataScope (rinigus, 2022) was applied

for the measurements and the data obtained have also been included

in Table 1. It is evident from the table that not only screen usage,

especially with white background, but also communication in mobile

and WLAN networks consumes significant portions of energy. In

KÖGLER ET AL. 6187
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addition, video calling severely contributes to a rapid temperature

increase and discharge of the battery.

We also measured the total energy consumption of individual

smartphones, which are presented in detail in the Supporting informa-

tion Data S1 and S2. However, a precise determination of the energy

required globally for smartphones use is difficult to derive, because of

the wide dispersion of user interests and individual energy consump-

tion. From various measurements and literature sources we estimate,

however, that a single smartphone requires between 1 and 5 kWh of

electrical energy per year. With a total number of 6.6 billion subscrip-

tions active, this results in an amount of about 7–33 GWh/a of elec-

trical energy that was consumed by smartphones in 2022.

5.2 | Energy consumption of data centers and
mobile data transfers

The carbon footprint and energy consumption of data centers and

mobile networks associated with smartphone usage in Europe has

recently been estimated by CE Delft (Uijttewaal et al., 2021). The

main focus of the study was on advertising and tracking services

(ATS), to which the 546 million European cellular subscriptions in

2020 were subjected (World Bank, 2023).

Starting point for the calculations was the work of

Vallina-Rodriguez et al., (2016), who examined third-party tracking

and advertising in 1732 mobile apps. In the 200 apps with the highest

data turnover, an average share of 17% was determined for AT activi-

ties; but even for 70% of all apps, this share still exceeded 10%. In

addition, mobile data transfer volumes were included in the calcula-

tion, which amounted to 11.3 GB/month for Western Europe in 2020

(135.6 GB/a). Based on previous studies by CE Delft to determine

energy efficiencies for the different nG networks, n = 2.5 (Scholten

et al., 2020), the specific total energy of smartphone data transfer

could be determined. This resulted in a value of 1.49 ± 0.44 kWh/GB,

giving a total amount of 189 TWh for the transferred data volume.

This results in an energy consumption of 19 and 32 TWh/a for

advertising and tracking activities on smartphones in Europe, if ATS

shares of 10% and 17% are assumed, as determined before (Vallina-

Rodriguez et al., 2016). These values are on the order of 10%–20% of

the energy generated in 2020 by photovoltaics in Europe, amounting

to 170 TWh (Hanna Ritchie et al., 2022), and appears an enormous

waste of energy, since about 60% of users reject the playout of ATS

on their smartphones (Uijttewaal et al., 2021).

On a global scale, mobile network data transfer have been

increased from about 120 exabyte annually (EB/a) in 2017

to 1680 EB/a in 2023, according to Ericsson, and will still increase to

F IGURE 4 Screenshots of Android (a) and Apple's iOS (b) displays showing battery usage in system settings—typical consumers are system
apps (Google Play services, geolocation, etc.) and third-party apps such as (WhatsApp, Instagram, Facebook, and TikTok); (c) SailfishOS System
Monitor app as comparison of the dominating OS to a FOSS example with very detailed information.
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5,400 EB/a by 2028 (Ericsson, 2022). This represents an increase of

one and a half orders of magnitude in 10 years, or an average com-

pound annual growth rate (CAGR) of 46%. The increase in the coming

years is accompanied by a rollout of 5G networks.

In connection with the introduction of 5G technology, reference

is frequently made to the supposedly lower energy consumption com-

pared to 3G or 4G networks, and a good overview of such studies can

be found in Williams et al., (2022). For example, one study suggests

that data transfer can be quadrupled by the upgrade while energy

consumption remains the same (Ericsson, 2022). Other authors doubt

that the energy saving effect can actually compensate for the annual

growth rate of mobile data transfer (Morley et al., 2018; Pihkola

et al., 2018).

As Williams et al., (2022) point out, studies on mobile data traffic

usually fail to consider aspects such as overall operational energy, the

impact of embodied energy and changes in user behavior. For embod-

ied energy in particular (Humar et al., 2011), they note that the new

installation of network infrastructure with energy costs for the manu-

facture of devices and the disposal of old devices is hardly considered

and systematically underestimated.

We may conclude that the overall smartphone multitude is

responsible for only a small share of the ICT sector's energy consump-

tion. The significantly higher share is attributable to mobile data trans-

mission and storage in data centers. The question of sustainability of

smartphone use thus cannot be limited to the device level, but has to

integrate the other tiers. A significant amount of renewable energy is

directed to advertising and tracking application that would have been

more wisely used to strive for climate action in terms of SDG#13.

6 | USER BEHAVIOR AND MONOPOLISTIC
MARKET STRUCTURE

The design of apps triggers large energy consumption, which is

accompanied by the acquisition and storage of personality profiles

and ATS activities. In the end, the users pay the energy bill through

the products for which the ads were played on their smartphones.

This is a rather unsustainable business model, as it has led to

increased energy consumption in smartphone use over the last two

decades and has seduced users to unsustainable consumption.

The changes in user behavior due to technological advances also

appear interesting from a technical point of view. For example, in total

data transfer, the volume of transmitted videos has increased steadily

and is now responsible for the largest share. This is mainly due to

video streaming from stationary TV devices, but the share of mobile

devices is steadily increasing and is also estimated to account for 80%

of the total transfer volume in 2028 (Ericsson, 2022). In general, it can

be seen that with the availability of bandwidth, applications have been

rolled out that were hardly thought of when the more energy-efficient

technology was introduced, but which have come to dominate usage

over time. The situation is not coincidentally reminiscent of the Jev-

ons paradox, but confirms to analyze and understand the develop-

ments in the ICT sector in a comparable theoretical framework.

For smartphone usage, it is evident that the high proportion of

video applications is attributable to the dominant apps YouTube and

TikTok. Both act as exchange platforms and social media, but econom-

ically, their operation is based on the advertising revenues generated.

The methods of video platforms do not live up to SDG #12, which

calls for “sustainable consumption and production.” In particular, for

TikTok analysts note that the endless looping of videos implements an

algorithm that tries to get people addicted rather than giving them

what they really want (Bain, 2023). As of March 2023, it is reported

that the hashtag #TikTokmademebuyit has been accessed more than

40 billion times, in many cases by disappointed users who did not

need the purchased product at all.

The question to which extent the use of smartphones promotes

or obstructs the implementation of sustainability goals cannot bypass

a consideration of the market structure. As outlined above, the market

for mobile OSs breaks down into an oligopoly of two providers. Both

providers, Google and Apple, keep masses of users in their OS ecosys-

tems on a scale that far exceeds the number of inhabitants of individ-

ual states. A similar monopole structure exists for the most frequently

F IGURE 5 (a) Earning before interests and taxes and (b) revenues in billions US $ of the three major internet companies in the smartphone
sector, Alphabet/Google, Apple, Meta/Facebook, and exemplarily a comparison of revenues to countries like Brazil, Sweden, and Turkey.
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used messenger systems and social media platforms with WhatsApp,

Instagram, and Facebook, and which are supplied by Meta as a single

company.

The profits and revenues generated by these companies as pub-

lished for 2020–2022 are shown in Figure 5. The national budgets of

three politically important countries are also displayed for comparison

and can be seen to be on the same order of magnitude as the reve-

nues of Apple, Google, and Meta. The data suggest that the activity of

internet companies are diverting societal wealth increasingly unjust—

away from societies and toward a few billionaires and monopoly com-

panies. It should be borne in mind that the tax rates effective for

Apple, Google, and Meta in Europe are generally well below those

for domestic companies (De Mooij et al., 2021).

In withdrawing financial resources from billions of smartphone

users to a few companies, there is a clear discrepancy with SDG #10,

which calls for less inequality within and between countries. As a con-

sequence, there results another incompatibility with the UN SDGs,

namely SDG #1, which addresses the fight against poverty. In fact,

the profits accumulated by a few companies are no longer available to

the great mass of users and are lacking in the fight against poverty

and homelessness or for financing school buildings and qualified

teachers in many countries, to mention only a few pressing issues.

7 | MEASURES TO IMPLEMENT A
SUSTAINABLE SMARTPHONE USE

Smartphones may be considered as a major component of the rapidly

growing IoT, and as such, they can serve as example for the methods

to be developed for shaping the future IoT more energy-efficient and

less data-transmitting. This transformation will have to be enforced by

users, researchers and policymakers alike, and we list in the following

some consequences that can be derived from the above analysis.

7.1 | Continued use

A crucial step toward improving the sustainability balance is to use

the smartphone for as long as possible. Consumers should try to keep

their system continuously updated to prolong its lifespan in order to

contribute to activities in reducing electronic waste (Borland

et al., 2019; Testa et al., 2024). In a more general sense, this point

stands for not looking for visionary increases in efficiency from ICT

developments, but instead focusing more on sufficiency to implement

the SDGs (EEB, 2022).

A new acquisition is often motivated by the damage or technical

failure of components like the display or battery. From a technical per-

spective, they would be easy to repair, but most manufacturers have

built high barriers for self-repair into their devices, so consumers are

tempted to purchase a new smartphone (Jattke et al., 2020). In turn, a

political movement has formed demanding the right for repairable

hardware, so that politicians have taken up these demands, and, for

instance, a proposal on “rules promoting the repair of goods” has

been drafted in the EU (European Commission, 2023). In fact, in the

sense of SDGs #12 (“Responsible consumption and production”) and
#13 (“Climate action”) it appears urgently necessary that the right to

repair be made binding.

If a new purchase is unavoidable, a repairable smartphone should

be chosen, where at least the battery and the display can be easily

replaced by the user. Ideally, a new system should also be equipped

with an alternative OS (see Section 7.4).

7.2 | Smart app settings

To protect the longevity of the battery and to reduce energy con-

sumption for data processing, energy-saving measures can be taken

via app settings, which may also secure the privacy of users and their

contacts. In the settings menu of a device, users can monitor the bat-

tery status and which applications use energy most, see Figure 4.

From the view of ecological sustainability, it is less important how

much energy is used locally on the phone, instead applications regu-

larly updating in the background or tracking locations are transferring

data, compare Section 5.2. Using the phone sustainable means to

improve the phone's longevity and reduce data transfer to a minimum.

7.2.1 | Battery longevity

Users can restrict battery charging from 20%–80% to promote battery

health, see Figure S1. Depending on the percentage of battery usage

per app, one may also adapt the corresponding app settings, see

Table 1. Measuring the battery capacity in percentage is not an accu-

rate metric; the unit watt hour is the more consistent to compare the

total amount a battery can store and a precise way to reveal

the energy consumption by apps. In addition, battery capacities and

other specifications can be examined on various web pages. At certain

circumstances the phone's battery dynamics could lead to unexpected

shutdowns under high load, especially with worn batteries due to

internal resistance and discharge current, which could happen also

without prior information of the user, see the detailed analyzes in Lee

et al., (2020); Takara, (2023).

7.2.2 | Updates and synchronization

Background updates can be turned off in most applications. In addi-

tion, tracking services and mobile data can be disabled in all applica-

tions not used on the road.

7.2.3 | Data privacy

In location and system services, location tracking should be turned

off. In addition, sharing the contact list is optional for most applica-

tions but activated by default. Privacy-aware users should deactivate

digital voice assistants like Siri, Amazon Alexa or Google Assistant,

given reports about leaked speech recordings (Su, 2019). Users can
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turn off tracking important places in system services to prevent apps

from requesting tracking or tracking usage behavior, see Figures S2

and S3. One should also be aware of the device's advertising identi-

fier, which can be used for offline data sharing and tracking user

behavior across different applications (Altpeter, 2022).

A system-wide solution to prevent unwanted tracking is to use

the internet's domain name system (DNS). The process of translating

a URL into an IP address can be exploited by using dedicated DNS

servers that maintain lists of compromising sites. For each request of

a web page, the DNS server may block a translation for undesired

pages and thus tracking cannot be played out. Although this method

is subject to permanent contest, it has proven to be comparatively

effective (Kuketz, 2021).

7.3 | Smart app selection

Apps like Blockada for iOS or TrackerControl for android are available

in app stores. These apps allow users to monitor and significantly

restrict unwanted data transfers.

As exemplified in Figure 4, a large part of the data traffic is attrib-

utable to the use of the so-called social media of the major providers

Meta/Facebook, Google/YouTube, TikTok, or Twitter/X. These media

have been widely criticized for their barely moderated dissemination

of hate speech (Hickey et al., 2023; Pluta et al., 2023), cyberbullying

(Kansok-Dusche et al., 2022), especially against women and women's

rights activists (Amnesty International, 2018; Di Meco, 2023), manipu-

lative influence on democratic elections (Wylie, 2019), and endanger-

ing the healthy psychological development of children and young

people (Twenge et al., 2018; Twenge et al., 2022). This wide range of

misconduct stands in stark contrast to SDGs#3 (“Good Health and

Well Being”), #5 (“Gender Equality”), #16 (“Peace, Justice and Strong

Institutions”), and #17 (“Partnership for the Goals”).
Fortunately, the FOSS community has also developed alternatives

for social media apps, most of which belong to the so-called Fedi-

verse, which stands for “federated universe” (La Cava et al., 2021).

They are based on the ActivityPub protocol, a standard formulated by

the World Wide Web Consortium (W3C) for decentralized sharing of

content on the internet (Word Wide Web Consortium, 2018).

Figure 6 shows the Fediverse platforms with the largest user numbers

and their interconnects. Their usage provides the opportunity to pur-

sue a whole set of SDGs simultaneously.

7.4 | Alternative operating systems and
custom ROMs

Sustainable operation can be improved by installing an alternative OS

like a mobile Linux OS or a custom ROM for an android derivate, see

Figure 3 (Maksutov et al., 2018). They are free of system trackers,

F IGURE 6 Platforms of the
Fediverse, which refers to a network
of federated, mutually independent
social networks, microblogging
services, and websites for online
publication or data hosting. One may
create a user account on any
platform and use it to exchange with
users on all the others without

creating an account there (from Imke
Senst & Mike Kuketz, CCBY-4.0).
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fully functional and stable, as well as mature for daily customer and

corporate use, compared with the case study of the European-

developed SailfishOS as example (Grolleau, 2021). A selection with

further information of “unGoogled” and tracking-free OS is shown in

Table 2. Other alternatives, which are based on the AOSP are Linea-

geOS and the fork/e/OS. Non-AOSP mobile OSs purely based on

Linux are for example Ubuntu-Touch (continued by UBport) and

SailfishOS.

A convincing example of the extended performance of the purely

Linux-based SailfishOS is shown in Figure 7, which displays the course

of battery voltage and (dis)charge currents over the period of 1 day

(for additional transients see ESM). All processes on the system trig-

gered by the user can be assigned to individual spikes in the transient.

Thus, the user can to optimize his behavior with respect to energy

consumption and to make it as sustainable as possible. Such a feature

is not included in the OS of market-dominating suppliers, which would

make transparent the numerous data outflows and could not remain

hidden. Further power savings are possible in SailfishOS by simply

turning off the android sub-system and the use of native apps instead.

An OS change is de facto feasible for android-based smartphones

only, but no established custom ROM is available for iPhones

(Cooke, 2020). In case of android systems, however, even trustworthy

app stores are at disposal like F-Droid (Grano et al., 2017). It has to be

noted, however, that the user needs to unlock the phone's bootloader,

which requires dedicated knowledge of the boot process (Maksutov

et al., 2018) and may cause the warranty to expire (Wieser &

Tröger, 2018). Only in case of /e/OS official installations are available

that do not affect the system's warranty. In any case, a change to an

alternative OS makes sense in order to retain a good user experience,

data security, privacy and thus having the full device control and—

most importantly—to operate more sustainable (Berker, 2023).

7.5 | Research tasks

Research can make important contributions to the development of

open-source software, which includes the creation and optimization

of source code as well as the continuous verification of the security of

custom ROMs/mobile Linux-OSs and apps against cyber-attacks (Raut

et al., 2021). In the future, it will also be necessary to examine not

only the software but also the hardware to determine the extent to

which it is used to systematically tap user data. Here, research may

contribute to the development of open-source hardware with which

illegal data leaks can be systematically avoided (Heikkinen

et al., 2020).

Edge technologies, that is software running on the end user's

peripheral devices, should also be developed to implement functions

locally that previously used data exchange with data centers. This

reduces energy consumption at the level of data exchange and

ensures that personal data remains with the user (Garcia Lopez

et al., 2015). A good example was the shrinking of speech recognition

in Android OS from Google's servers to the user, which became possi-

ble after AI techniques with large computing technology were devel-

oped centrally and then transferred in condensed form to smartphone

systems (Cormie, 2019).

We also see an important task in making user tracking more

transparent so that internet users get a clear picture which of their

personal data are being tapped, stored elsewhere and used for what

purposes (Altpeter, 2022).

In addition, more attention must be paid to the health conse-

quences of excessive smartphone use and corrective measures must

be developed. This concerns psychological aspects such as the

increase in depression among young girls (Twenge et al., 2022) or

physical aspects such as the increase in eye diseases and overweight

among adolescents (Chen et al., 2021; Tayhan Kartal & Yabancı

Ayhan, 2021). Such symptoms were first observed in Korean studies

(Moon et al., 2016) but appear relevant for various other countries

with high levels of smartphone use among children, adolescents, and

students (Lema & Anbesu, 2022; Wróbel-Dudzińska et al., 2023).

From a legal and sociopolitical perspective, we consider it neces-

sary to clarify the concept of property in connection with the internet

economy. The constitutions of most countries recognize the right of

ownership in principle, but formulate the reservation that it should be

in balance or in equilibrium with the common good (Graziadei &

F IGURE 7 Battery charge and discharge logging 24 h (a) current
and (b) voltage profile using SystemDataScope FOSS app (data
extraction via RRDtool) using a SailfishOS (v.4.5.0.21) Sony Xperia
10 III device, containing a 4500 mAh battery with Android subsystem
(v.11, API level 30) activated. Labels and arrows were added to the
measurement curves for explanation.

KÖGLER ET AL. 6195

 10991719, 2024, 6, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/sd.2995 by K

arina Z
ernick , W

iley O
nline L

ibrary on [09/12/2024]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



Smith, 2017). In our view, the concentration of previously unimagin-

able large financial resources in private hands as described above and

illustrated by Figure 5 lies beyond a just societal balance.

Last but not least, science and research should lead the way in

the use of FOSS apps, custom ROMs, and Fediverse platforms

(Brembs et al., 2023), and try to decarbonize research institutes, uni-

versities and scientific societies by setting examples in the implemen-

tation of measures (Kuppel et al., 2023).

7.6 | Political measures

On the part of policymakers, measures must be taken to extend the

service life of smartphones. These can be achieved, for example,

through standardization as has already been demonstrated in the case

of charging connectors in the EU. For the standardization based on

the USB-C plug, which will become mandatory from 2024 on, a reduc-

tion in electronic waste of nearly 1000 t can be expected (EC, 2022),

whereas environmental groups see much larger potentials

(ECOS, 2020). Similar specifications should be made for smartphone

batteries to enable easier replacement and self-repair by the user. In

addition, specifications should be made for the long-term stability of

electrical parameters, which would reduce the volume of battery

waste in accordance with SDG#12.

Research funding programs for the advancement of FOSS, cus-

tom ROMs, and the Fediverse should be set up and developed. In

part, such funding programs are already available, but the funding vol-

umes should be adapted to the budgets available to proprietary soft-

ware. This would be inline with FOSS intention to promote social

cohesion in agreement with SDG#16 and #17.

Of central importance for a more sustainable use of smartphones

will be the replacement of OSs and apps from oligopoly offers. To this

end, the following specific measures appear suitable.

1. Introduction of open app stores.

2. Promotion of edge computing to enable data processing and stor-

age on users' local devices.

3. Enforcing alternative social media based on the Fediverse.

In implementing these measures, political institutions can act in

their role as consumers and support the use of FOSS, custom ROMs,

and the Fediverse themselves.

In the context of SDG #10, we also consider it appropriate to

expropriate the socially unacceptably high profits of large internet

companies and return them to society. These resources should be

used to solve important tasks in the areas of education and combating

hunger and poverty. Such redistribution schemes have already been

proposed to compensate for the damage caused by climate change

(Dehm, 2023; Neckel, 2023) and would also relax geopolitical conflict

potentials in the North–South context (Grasso & Heede, 2023;

Scheffran, 2023). As outlined above, the concept of private property

seems no longer applicable to the enormous profits of large internet

companies. This is because the high value creation on the order of

hundreds of billions of euros is based on the preliminary work of tens

of thousands of scientists and engineers, all of whom have contrib-

uted to this economic success. The wealth they have generated there-

fore belongs to society as a whole. In the European Union, for

example, such a repatriation of profits can be derived from Article

17 of the Charta of Fundamental Rights, which provides for expropri-

ation “in the public interest and in the cases and under the conditions

provided for by law” (European Union, 2009). The task of politicians

and lawyers will be the formulation of corresponding laws and regula-

tions, even expropriations, that have to be drafted for the implemen-

tation of such measures. In addition to expropriation, there is also the

possibility of splitting up dominant enterprises under antitrust laws.

The division of the US telephone company AT&T, from which a group

of seven successor companies in 1982 was spun off in order to reduce

the negative effects on consumer protection associated with the com-

pany's market power, can serve as a historical model case

(Usman, 2021).

8 | CONCLUSIONS

The smartphone was originally introduced as a mobile telephone. The

latter in fact represents an outstanding innovation of the 20th cen-

tury, allowing almost the entire world population to communicate

with other people quickly and reliably as never before in history. This

represents a real progress in the sense of SDG #9 “industry, innova-
tion and infrastructure.”

However, in an interplay between technology development, ser-

vice providers, and consumers, the smartphone has been equipped

with more and more functionalities, mainly related to the spread of

the internet, which have marginalized its mobile phone function.

Overall, the introduction of new technologies has reduced the energy

consumption of mobile data transmission per bit, but at the same time

has fueled new user behaviors. Smartphone usage may be regarded as

a prototypical example of the Jevons effect, showing how efficiency

gains have not only saved resources like energy, but also introduced

new technologies (3G, SMS, BT, GPS, WiFi, 4G, MMS, NFC, BLE, 5G,

AR, AI, VR, …) that created new demands.

Meanwhile, the energy consumption of smartphones and the net-

work infrastructure pose a severe threat to SDG#7. This energy con-

sumption, and especially its ongoing increase, is counterproductive to

SDG#13, and “… the international community is falling far short of the

Paris goals, with no credible pathway to 1.5�C in place” (UNEP, 2022).

Although an almost infinite variety of apps is offered in app

stores, core areas of the smartphone market are highly monopolized,

as in the sectors of OSs and social media. The market power of large

internet corporations often exceeds the ability of governments to pro-

tect their consumers, who are misled into unsustainable behavior, so

that mass smartphone use has come into conflict with UN SDGs #7,

#10, #12, and #13. We propose to consider the expropriation of large

internet companies before their financial and political power sur-

mounts those of national states, which—as democratic representa-

tions of their people—should be responsible for their regulation.
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Since the introduction of Internet2.0 technologies, the smart-

phone has been used by the dominant companies to grab as much

information about users as possible and sell it for advertising, which

violate the GDPR and the ePrivacy Directive (Paci et al., 2023). These

intercepts are systematically hidden from users and represent a large

part of the data transfer of today's smartphones. Moreover, scandals

like Cambridge Analytica or the failure to obtain cookie consent by

Meta/Facebook and fines through authorities like the Federal Trade

Commission or the European Commission set against the practices of

the Big Tech had little consequences and even no effect to their stock

prices (Ibrahim et al., 2024; Pybus & Coté, 2024). Another possible

measure is the breakup of dominant companies under the antitrust

law, as practiced in 1982 in the case of the telecommunications com-

pany AT&T in the USA.

Fortunately, alternative OSs, social media and apps are available

to allow for a sustainable consumer behavior.

In the coming years, science will have to investigate the sustain-

ability and unsustainability of smartphone use beyond the question

of climate change mitigation (SDG#13)—as we have attempted to

begin with in this work. Because of the high interdisciplinarity of

the task, different disciplines such as computer and energy science,

economics, law, ethics, health psychology, social sciences, and

others will have to be involved (Armand, 2012). In addition, science

can also support climate protection and the achievement of UN

SDGs, by disengaging from oligopolistic market structures of smart-

phone use and the internet in general through the application of

sustainable ICT systems.
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