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Machine learning becomes popular way of data analysis nowadays. It pro-
vides many useful tools that may be applied to Side Channel Analysis by finding
relationships in datasets without prior knowledge of the key. The first attempt
to apply unsupervised cluster classification algorithms for an attack on an ECC
implementation was described in [Heyszl, Ibing, Mangard, Santis & Sigl (2013)].

The K-means [Bock (2008)] algorithm is capable to cluster linearly separable
data sets and is often used due to its simplicity. In this work we use the k-means
algorithm to conduct several types of horizontal attacks against our two kP
designs with and without countermeasures. We provide a comparison of these
attacks with a traditional approach based on a Pearson correlation coefficient
analysis and the difference of the mean [Kabin, Dyka, Kreiser & Langendörfer
(2018)] attack. In the end we evaluate a success rate of the attack for each
investigated case.
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