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Semiconductor devices utilizing cryptographic ciphers must be resistant
against physical attacks. One class of physical attacks – known as fault injec-
tions (FIs) – aims to manipulate stored/processed data while the device executes
an operation with a secret/private key. Successful manipulation, e.g. changing
the output of single logic cells, can cause a leakage of secret data or allow to
extract it through fault analysis. One method of FI attacks exploits the sensi-
tivity of semiconductor devices to light. These attacks are implemented using
a LASER.

The most frequently attacked block of cryptographic devices is memory, e.g.
registers. A common method of improving resistance against FI attacks is to
apply redundancy. Radiation hardened designs developed for space application
are proven to be less susceptible to short electromagnetic waves compared to
standard designs. Thus, they seem to be an attractive option for improving
resistance against physical attacks. Junction Isolated Common Gate (JICG) is
one of the radiation-hardening techniques that is based on transistor redundancy
[4]. In the past, JICG shift registers were successfully manipulated through the
front-side of a chip [3]. However, metal fillers placed on top of the transistors
decrease the effectiveness of such attacks [2]. In this work, we conducted optical
FI attacks against JICG shift registers through the back-side and assessed the
influence of substrate thickness on the success of these attacks.

We experimented with JICG registers manufactured in IHP 250 nm tech-
nology [1]. The chips were bonded as flip-chips on a PCB exposing the chip’s
substrate. To assess the influence of substrate thickness on the success of the
attacks, we used chips with different thicknesses: 30 µm, 50 µm, 100 µm, 150 µm
and 750 µm. Attacks were performed using an FI setup with a Riscure 1064 nm
near-infrared laser. To successfully change the logic state of a single flip-flop,
both redundant transistors of the flip-flop must be illuminated simultaneously
with the laser beam. Hence, the attacks were performed using 5x and 20x mag-
nification objectives to achieve a relatively big laser beam spot. In our attack,
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we varied the laser beam power while applying a constant pulse duration of 150
ns. Table 1 shows the results of the performed fault injection experiments.

Thickness Objective Type of Fault Power

30 µm
5x

Set 28%
Reset 29%

20x
Set 9%

Reset 10%

50 µm
5x

Set 28%
Reset 28%

20x
Set 12%

Reset 12%

100 µm
5x

Set 32%
Reset 32%

20x
Set 13%

Reset 14%

150 µm
5x

Set 32%
Reset 33%

20x
Set 18%

Reset 17%

Table 1: Measurements for Fault Types and Different Thicknesses

We were able to inject transient repeatable bit-set (0 → 1) and bit-reset (1
→ 0) faults in all chips, except for the one with 750 µm thick substrate. As
expected, increased substrate thickness requires higher laser beam output power
to successfully inject a fault.
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