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ARTICLE INFO ABSTRACT

Keywords: Today, the technology of resistive random access memory is used as a non-volatile memory. In this paper we
Optical Fault Injection attack investigate in details the sensitivity of the TiN/Ti/Al:HfO,/TiN-based 1T-1R resistive random access memory
Las?r . cells implemented in a 250 nm CMOS IHP technology to the laser irradiation. Experimental results show that the
IS{:CIEZ;W laser irradiation can influence the resistive state of RRAM cells significantly, i.e. precisely localized optical faults
RRAM can be successfully injected. We focus on the selection of the configurable parameters of the laser station and

- : their influence on the success of optical Fault Injections. Additionally, we localize sensitive areas of attacked
Memristive devices P Y y.
Resistive switching chips. Based on the determined sensitive areas we show that metal fillers atop memory cells influence on success
1T-1R of optical fault injection attacks.

1. Introduction

The use of single-level memory was discussed in computer science/
computer engineering already in the early 1970. The core idea is that
there is a non-volatile resistive random access memory (RRAM) that
allows fast read and write access using low power only. In 1971 such a
memristive semiconductor device was postulated [1]. In addition, more
than 50 years ago it has been shown that under electrical stress metal
oxides exhibit a transition from an electrically insulating to a conducting
state, and vice versa [2, 3]. This phenomenon, referred to as resistive
switching [3], triggered the goal to develop a universal memory [4],
which experienced a revival in the 1990s reviving the idea of computer
systems with single-level memory based on non-volatile random access
memory and fostering again research in that area [5, 6]. Due to its
reduced power consumption compared to flash, RRAM is especially
attractive for realizing industrial control systems, smart cities, battery
powered devices for e-health, the Internet of Things (IoT) and the like. In
all these areas security is paramount but devices normally do not have
sufficient protection means to resist physical attacks. These smart de-
vices are physically accessible. Hence, they can be stolen and ana-
lyzed/manipulated in a laboratory specialized on side-channel analysis
and/or fault injection (FI) attacks. So, the behavior of RRAM cells under
attack is very important from a security point of view. Our interest to
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RRAM is due to its inconsistent reaction to laser irradiation. Particularly,
it is not known if a specific RRAM implementation is or is not sensitive to
physical attacks, e.g. optical FIs. If not, it might be suitable for realizing
IoT devices. Conversely, if it is sensitive to laser-based attacks, it is
important to know the reason why and which areas of the chip are
sensitive in order to propose countermeasure(s).

Some papers discussing the sensitivity of RRAM cells to laser irra-
diation have already been published. A detailed description of these
results and comparison with results obtained in this work are given in
section VIII.

In this paper we investigate the sensitivity of IHP RRAM cells to laser
irradiation. This paper extends the research published in [36] by
determining the sensitive areas of IHP RRAM chips and the influence of
metal fillers on the success of optical FI attacks. The main contributions
of this paper are:

we show the feasibility to influence the state of individual cells in an
IHP RRAM chip;

we discuss the possible reasons for the success of the performed
attack and demonstrate that it depends at least partially on the
placement of metal fillers on top of the RRAM cell;

we discuss the use of metal fillers as low-cost countermeasure against
optical FI attacks. On the one hand, metal fillers seem to be an
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effective countermeasure as they are blocking the laser beam.
Knowledge about the sensitive areas of a single RRAM cell to laser
irradiation can be used for placement of metal fillers, as part of
design rules in the layout tool. On the other hand, our experiments
show that the Metal-Insulator-Metal (MIM) structures covered by
metal fillers as well as the MIM structures that are not covered by
metal fillers were successfully influenced. That makes the use of
metal fillers as a low-cost countermeasure rather questionable.

The paper is structured as follows. Section II describes the phe-
nomena of resistive switching, the structure of the attacked IHP RRAM
chip and the measurement equipment to operate an IHP RRAM chip.
Section III discusses the analysis of the influence of the READ operation
on the RRAM cell state and presents our criterion of successfully influ-
encing them by a laser. Section IV describes the equipment used to
perform optical Fault Injection attacks. Section V presents the pre-
liminary preparations of the attacked chips before the optical Fault In-
jection experiments. Section VI shows the results of optical Fault
Injection attacks on IHP RRAM chips. Section VII describes our analysis
of sensitive areas of IHP RRAM chips. Section VIII presents the com-
parison of the obtained results with other published works. Section IX
concludes this work.

2. Background basics: RRAM
2.1. Resistive switching and RRAM cell architecture

RRAM is an emergent non-volatile memory technology, also known
as a particular implementation of memristors, that is based on the
phenomena of resistive switching. Resistive switching is the physical
phenomenon that uses a non-volatile and reversible change of the
resistance due to the application of electric stress, typically voltage or
current pulses [3, 4, 14]. Typical resistive switching systems are
capacitor like devices, where the electrodes are a metal and the dielec-
tric is a transition metal oxide with insulator properties. Transition
metal oxide is a compound consisting of oxygen atoms bound to tran-
sition metal ones'. Transition metal oxides are interesting because of
their wide range of electrical and magnetic properties [15]. Resistive
switching in a transition metal oxide with insulator property allows to
use a MIM structure as a memory element.

Resistance change in a MIM structure is achieved by formation or

< Metal ? M

Transition
— metal —]
oxide

-~

Conductive
filaments

4| Metal —
(@) )

Fig. 1. Metal-Insulator-Metal structure with conductive filament in transition
metal oxide: (a) — formed conductive filament establishes the connection be-
tween top and bottom metal, i.e. the MIM structure is in a low resistive state;
(b) — ruptured conductive filament, the connection between top and bottom
metal is not established, i.e. the MIM structure is in a high resistive state.

M

! Transition metal is a metal with incomplete d sub-shell [16], i.e. it is any
metal in groups from 3 to 12 of the periodic table. More details about the
d sub-shell, electronic configuration and atom orbitals can be found in [17].
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rupture of nanosized conducting filamentary path (further denoted as
“conductive filament”) in a transition metal oxide. Fig. 1 shows sche-
matically the MIM structure with formed and with ruptured conductive
filament.

The conductive filament in a transition metal oxide establishes the
connection between top and bottom metal electrodes for the current
flow, see Fig. 1-(a). It is the state with a high conductivity level, i.e. it is
a Low Resistive State (LRS). This state is associated with an ON state.
Please note that formed conductive filament may have different thick-
nesses that subsequently influence the conductivity of MIM structure.
Due to this fact LRS can be divided into several states [38] if stable
switching between these levels is ensured. The version of IHP RRAM we
used for our experiments currently supports only two stable states, i.e.
LRS and HRS. Hence, we consider two logical states only, i.e. HRS and
LRS in II-A and II-B.

Rupture of the conductive filament (see Fig. 1-(b)) disconnects the
top electrode from the bottom electrode that significantly reduces the
current flow through the transition metal oxide. It is the state with a low
conductivity level, i.e it is a High Resistive State (HRS). This state is
associated with an OFF state.

Due to the fact that a MIM structure has at least two stable states — the
LRS and the HRS - it can be used as a memory element for the storing 1
bit of information. LRS is usually considered as a logical state ‘1°. HRS is
usually considered as a logical state ‘0. Thus, theoretically an RRAM cell
can be developed based on a MIM structure if the switching from one
logical state to another and vice versa is possible, manageable,
controllable and reliable. This switching can be unipolar or bipolar:

e Unipolar: the switching between two stable states does not depend
on the polarity of the operating voltage [4].

e Bipolar: the switching between stable states depends on the po-
larity of the operating voltage [4], i.e. switching from HRS to LRS
(further denoted as HRS — LRS) has one polarity and switching from
LRS to HRS (further denoted as LRS — HRS) has the opposite polarity.

Similar behavior of many RRAM cells and low manufacturing costs
are additional requirements for the mass production of memory chips
based on RRAM cells. Recently, the resistive switching phenomenon was
observed in a wide variety of materials suitable for RRAM [18] such as
chalcogenides2 and perovskite-type oxides®, binary transition metal
oxides®. These materials are compatible with fabrication processes that
are economically efficient. These materials are used for manufacturing
commercial RRAM chips, for example by Panasonic [19], Fujitsu [20],
Adesto Technologies [21], etc.

In this work we investigate IHP RRAMs [22] manufactured in the IHP
CMOS 250 nm technology [23, 37]. Details about the switching
behavior can be found in [13, 18].

The IHP RRAM cell is based on a 1 Transistor 1 Resistor (1T-1R)
architecture, i.e. an RRAM cell consists of a transistor and a MIM
structure in series. The MIM structure is built on a TiN/Ti/Al doped HfO,
(Al:HfO,)/TiN stack and manifests a bipolar resistive switching. The Ti
layer is used to increase the performance and reliability in RRAM cells
[24], i.e. operating voltages, retention, endurance, etc. In addition the
MIM structure should have some asymmetry to exhibit bipolar resistive
switching. The Ti layer provides this asymmetry. This is corroborated
with the results presented in [25] where the authors reported that
absence of the Ti layer in TiN/HfO,/TiN stacks leads to unreliable bi-
polar resistive switching.

Fig. 2 shows a cross-sectional transmission electron microscopy
image of an IHP RRAM cell (see Fig. 2—(a)) with the MIM structure,
zoomed in (see Fig. 2—(b)).

The MIM structure is located on Metal 2 layer and connected to the

2 chemical compounds, e.g. SiSz, B2S3, SbaSs.

3 chemical compounds, e.g. CaTiO3, MgSiO3, Fe SiO3.
4 chemical compounds, e.g. TaOs, TiO,, and HfO,.
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Fig. 2. A cross-sectional transmission electron microscopy image of an IHP
RRAM cell: (a) — the MIM structure with a transistor; (b) — the MIM structure,
zoomed in.

drain of the access transistor through vias”.

An equivalent electrical circuit of an RRAM cell based on 1T-1R ar-
chitecture is shown in Fig. 3. The variable resistor in Fig. 3 represents
the MIM structure in an RRAM cell. The RRAM cell is operated by
applying voltages to three electrodes. These voltages are:

o Vpy, — Bit Line (BL) voltage;
o Vy — Word Line (WL) voltage;
o Vgi — Source Line (SL) voltage.

The transistor in the IHP RRAM cell is an N-channel Metal-Oxide-
Semiconductor (NMOS) Field-Effect Transistor (FET) (see Fig. 3) that
has two functions:

e Limitation of current through the MIM structure;
e Accessibility to a cell.

Limiting the current through the MIM structure is necessary to pre-
vent the MIM structure from a hard breakdown. A hard breakdown
occurs due to a significant change in current or voltage during electric
stress. Due to this stress conductive filaments are formed in the transi-
tion metal oxide. It is very hard to rupture these filaments afterwards.
There is also a soft breakdown that results in much smaller changes of
current or voltage during electric stress. Subsequently, formed conduc-
tive filaments can be easier ruptured and recovered in the transition
metal oxide.

2.2. Physical processes at the Ti/ALHfO; interface

There is a large diversity of physical phenomena that may lead to

Vi BL

Fig. 3. Equivalent electrical circuit of 1 Transistor-1 Resistor architecture of an
IHP RRAM cell.

5 Interconnectors between metal layers.

Microprocessors and Microsystems 87 (2021) 104376

resistive switching. In this work we describe only one class that exploits
electrochemical effects, particularly the valence change mechanism.
Details about other classes can be found in [4]. The valence change
mechanism relates to the oxidation-reduction (redox) processes in the
MIM structure, particularly in transition metal oxides. The resistance of
a transition metal oxide depends on certain oxygen stoichiometry®.
Redox processes in the case of the valence change mechanism are pro-
voked by an electrical voltage. This valence change is associated with a
migration of oxygen vacancies in transition metal oxides, e.g. in an Al:
HfO, layer. This change of the stoichiometry leads to a redox reaction
that subsequently affects the conductivity of the material. Oxidation or
reduction processes can be determined by the applied voltage polarity in
case of bipolar resistive switching. Commonly the switching mechanism
is described by the defects in a material, particularly the Frenkel defect
[26]. This defect is a point defect in a crystal lattice when an atom leaves
the lattice site and places itself in an interstitial position. This creates a
vacancy in the lattice site. The ion that leaves the lattice site and the
formed vacancy are called a Frenkel pair. In case of the HfO, layer
Frenkel defects create the oxygen anions and the oxygen vacancies with
charge states of 2- and 2+ respectively. Depletion or enrichment of the
vacancies in a material changes the valence, i.e. affects the material
conductivity. In the following we focus on describing the conductive
filament forming/rupture processes that occur in the IHP MIM structure.
Fig. 4 shows the migration of Frenkel pairs in the TiN/Ti/Al:HfO2/TiN
stack.

The Ti layer acts as a scavenging layer for the oxygen atoms. After
manufacturing of the IHP RRAM the ALl:HfO, has a gradient of vacancies
that are concentrated closely to the Ti layer at the Ti/Al:HfO, interface,
i.e. Frenkel pairs are created, see Fig. 4-(a). Applying a direct electric
field causes the generation of additional Frenkel pairs at the Ti/Al:HfO,
interface, see Fig. 4—(b). Under a direct electric field the oxygen anions
migrate in the Ti layer and accumulate there with a higher density at the
Ti/Al:HfO interface. The migration of oxygen anions into the Ti layer
can be associated with the reduction process. Reciprocally the formed
oxygen vacancies inside the Al-doped HfO; layer are associated with an
oxidation process. Simultaneously with the migration of oxygen anions
the oxygen vacancies migrate inside the Al:HfO, layer to the TiN bottom
electrode gathering there. As a consequence the oxygen vacancies create
a conductive filament. According to the fabrication process, the growth
direction of the conductive filament is from the anode (TiN top elec-
trode) to the cathode (TiN bottom electrode), see Fig. 4—(b). The details
about the influence of the fabrication process on the conductive fila-

ov +V -V
? Oxygen ? ?
TiN Anode anion (-) Anode Anode
Ti 1 Frenkel
_% pair
ALHfO:
Oxygen
TiN Cathode vacancy (+) | Cathode Cathode

Sov L LY
(@) ®) (©

Fig. 4. Illustration of the MIM structure with dislocation of oxygen anions and
vacancies: (a) — distribution of anions and vacancies at the Ti/Al:HfO, interface
after manufacturing; (b) — formation of a conductive filament, i.e. SET opera-
tion; (c) — rupture of a conductive filament, i.e. RESET operation.

6 in chemistry the stoichiometry denotes the ratio between an amount of

reagents in a reaction and the amount of the products [17]. This ratio is
expressed by the use of natural numbers.
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ments growth direction can be found in [26]. The formation of the
conductive filament in MIM structure is denoted as SET operation. When
applying a reverse electric field the oxygen anions at the Ti/Al:HfO,
interface may recombine with the oxygen vacancies, i.e. the reduction of
the conductive Al-doped Hf in the Al:HfO, layer starts. Simultaneously
the Ti layer is oxidized by the loss of the oxygen anions. As a conse-
quence the conductive filament is ruptured, see Fig. 4-(c). The rupture
of the conductive filament is denoted as RESET operation. Note that a
formation of conductive filament is not a completely predefined process
due to the randomness of defects in the crystal lattice. Also the inter-
action of Ti and Al:HfO, layers at the Ti/Al:HfO, interface have
non-stoichiometric behavior due to the undefined ratio of the reaction
product and this ratio cannot be shown in natural numbers’. Due to
these facts the thickness of conductive filament may vary from cell to
cell. It causes significant changes in the conductivity when applying
equal voltages to the cells.

2.3. Operating modes of RRAM cells

After fabrication the MIM structure is in pristine state and the insu-
lator conducts a low level of current. The resistive switching of the
RRAM cells has to be initiated by a special operation called ELECTRO-
FORMING that is a kind of a soft breakdown. Other operations with the
RRAM cells are:

e READ: the recognition of the cell state.

e RESET: changing the resistance level of the cell from the Low
Resistive State to the High Resistive State (LRS — HRS).

e SET: changing the resistance level of the cell from the High Resistive
State to the Low Resistive State (HRS — LRS).

Thus, the operations SET and RESET are write operations. The rest of
this section describes the ELECTROFORMING, SET, RESET and READ
operations in detail. These operations are performed using a special
setup that we describe in section II-E. To perform ELECTROFOMING/
SET/RESET operations the Incremental Step Pulse with Verify Algo-
rithm (ISPVA) is used. Details about the ISPVA can be found in [27]. We
start with the description of the READ operation, because this operation
is the most used operation.

The READ operation is executed by applying Vi, =1.4V, Vg =0V
and Vg = 0.2V, see Fig. 3. All applied voltages are constant values. The
output of the READ operation is a measured value of the current I that
flows through the cell. The value I allows to determine the state of the
cell:

if 0 uA <1 <5 pA — the cell is in HRS;

if 5 pA < I < 30 pA - the cell is in an undefined state;
if 30 pA <1< 50 pA - the cell is in LRS;

if 50 pA < I <100 pA - the cell is stuck in LRS;

O O O O

ELECTROFORMING is the operation applied to each RRAM cell after
its manufacturing. This operation plays an important role in the subse-
quent performance of the RRAM cell. ELECTROFORMING is performed
only once. To perform this operation the Word Line voltage is connected
to 1.4 V (Vi = 1.4 V), the Source Line voltage to 0 V (Vg = 0 V) and the
Bit Line voltage Vg, should be changed in a range from 2 V to 5 V with a
step of 0.01 V increasing for each attempt. This operation usually re-
quires more than one attempt. The first attempt starts with Vg, =2.00 V.
After each attempt the READ operation is performed to determine the
current state of the cell. If the measured current through the cell reached
30 pA the conductive filament is formed, i.e. the cell is considered as
ELECTROFORMed and ELECTROFORMING stops for this cell. Otherwise

7 Usually in the literature this non-stoichiometry is shown as HfO,.x for the
HfO, layer.

Microprocessors and Microsystems 87 (2021) 104376

the next attempt has to be done with increasing value of the voltage Vg,
till a value of I > 30 pA is reached or the Vg value reaches 5 V. If
resistive switching behaviour is still not achieved by Vg, = 5.00 V the
cell can be defined as broken.

To perform the RESET operation the Word Line voltage is connected to
2.7 V (Vyr = 2.7 V), the Bit Line voltage to 0 V (Vg = 0 V) and the Source
Line voltage Vg;, should be changed in a range from 0.5 V to 3.5 V with a
step of 0.1 V increasing for each attempt. This operation usually requires
more than one attempt. After each attempt the READ operation is per-
formed. If the value of the current through the cell is low, i.e. I < 5 pA the
cell is in the HRS and the RESET operation stops. Otherwise the next
attempt has to be done. If the current through the cell after last attempt,
i.e. applying the voltage Vg, = 3.5V, is still high, i.e. I > 5 pA, the cell
can be defined as broken.

To perform the SET operation the Word Line voltage is connected to
1.4 V (Vi = 1.4 V), the Source Line voltage to 0 V (Vg = 0 V) and the Bit
Line voltage Vg, should be changed in a range from 0.5 V to 3.5 V with a
step of 0.1 V increasing for each attempt. The first attempt starts with
Vg = 0.5 V. If the value of the current through the cell after an attempt is
high, i.e. I > 30 pA, the cell is in the LRS and the SET operation stops.
Otherwise the next attempt has to be done, till the current through the
cell isI > 30 pA or the Vg value reaches 3.5 V. If the current through the
cell after applying the voltage Vp; = 3.5 Vis still not high enough, i.e. I <
30 pA the cell can be defined as broken.

Please note that the definition of the broken cells depend on the
definitions of the HRS and the LRS of the cells. Additionally, it has to be
taken into account that some broken cells are not really broken but only
stressed and can get to working values over next operations. Due to these
facts and our experiments we used in this work the following definition
for broken cells:

o the cells with I > 1 pA before ELECTROFORMING;
e the cells with I < 5 pA after ELECTROFORMING or after SET
operations.

Once we identified broken cells in the attacked chip we excluded
these cells from the evaluation in this work.

2.4. Attacked IHP RRAM chip

RRAM cells are organized as an array, see Fig. 5.

Each single RRAM cell in such an array is connected to Bit Line BL;,
Word Line WL; and Source Line SLx. In this work we denote cells that are
connected to the WL; and BL; further as cells with “coordinates” (WL;,
BL)), see Fig. 5. Applying voltage to a Source Line determines a kind of
operation: RESET (if Vg # 0 V) or one of the other operations (if Vg, =
0 V), i.e. ELECTROFORMING, READ or SET. Thus, each single RRAM

The RRAM cell connected to the lines SL,.;, BL; and WL,
we denote it using its “coordinates”: (WL, BL;)

BLo SLo.s \ BL

WLo T /1/\\

ATV

- - N
f] L1 L
WLZ < _L _L

Fig. 5. Electrical circuit of six RRAM cells organized as an array.
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cell can be addressed for the selected operation by applying voltages Vg,
to the Bit Line BL;, Vi, to the Word Line WL; and Vg, to the Source Line SLy
explicitly. For example, if the Bit Line BL; is connected to Vg, = 0.2 V, the
Word Line WLy to Vyg = 1.4 V and Source Line SLy.; to Vs, = 0 V, the
RRAM cell (WL, BL;) is selected for the READ operation. If the Bit Line
BL; is connected to Vg, = 0 V, the Word Line WLy to Vy = 2.7 V and
Source Line SLy.; to Vg; = 2 V, the RRAM cell (0, 1) is selected for the
RESET operation. The layout of Bit Lines, Word Lines and Source Lines will
be further kept in this work as it is shown in Fig. 5, i.e. Bit Lines and
Source Lines are vertical lines (further columns) and Word Lines are
horizontal lines (further rows).

IHP manufactures chips with an RRAM array which contains the 64
Word Lines and the 64 Bit Lines, i.e. this array contains 64x64=4096
RRAM cells. This array can be used for storing 4 kbit of information. The
layout of a 4 kbit IHP RRAM array is shown in Fig. 6 with a part of the
layout containing only 6 RRAM cells, zoomed in.

The part of the layout with 6 RRAM cells that is shown in Fig. 6—(a)
corresponds to the electrical circuit shown in Fig. 5. The RRAM cell
marked with a circle in Fig. 5 is marked with a rectangle in Fig. 6-(a).

In order to control the voltages Vi, Vpr, Vs and measure the current
through the addressed cell the following blocks were designed at IHP
[23]:

e word address decoder (XDC Mux).

It is a 6-in/64-out decoder that selects a single word line WLj from
the 64 word lines.

o bit address decoder (YDC Mux).

Itis a 6-in/64-out decoder that selects a single bit line BLi from the 64
bit lines.

e operation control circuit (Mode).

The 4 kbit memory arrays with these control blocks are denoted
further as 4 kbit memory structures.

Fig. 7 shows the layout of the IHP RRAM chip with two 4 kbit
memory structures. In this work all experiments were performed with
only one structure that is marked in Fig. 7—(a) with the yellow rectangle.
This structure is shown in Fig. 7—(b) zoomed in.

Due to the fact that only 1 memory structure was selected for the
experiments we call the IHP chip further “4 kbit RRAM”.

The 4 kbit RRAM chip is placed in a TQFP64 package with 64 pins.
The package material is a ceramic. This package consists of 3 parts: a
cap, a middle frame and a base. In order to perform laser experiments
the access to the chip surface should be available. Thus the cap of the
package was removed with a hot air work station for PCBs. Fig. 8 shows
a 4 kbit RRAM chip in a package with a cap (see Fig. 8—(a)) and without

The RRAM cell (WL,, BL,) connected to the lines SL,.;, BL; and WL,

BLo SLo.i BL;

BLo BLss
WLo |7 2 Wi )
N
WL, g
B ©
-
WL | e
B B WL63 ] 204um

(a) (b)

Fig. 6. Layout of an IHP 4 kbit RRAM chip: (a) — a part of the array with 6
RRAM cells, zoomed in; (b) — a 4 kbit memory array.
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Fig. 7. Layout of the IHP RRAM chip: (a) — the RRAM chip with two 4 kbit
memory structures, the structure selected for our experiments is marked with
yellow rectangle; (b) — 4 kbit memory structure, zoomed in.

(@

Fig. 8. A 4 kbit RRAM chip: (a) - the chip in the package; (b) — the chip in the
package after removing the cap.

a cap (see Fig. 8-(b)).

For successfully removing the cap we heated the chip for 15 s with a
temperature of 450 °C. After the cap removal we made a visual in-
spection to check if the bonding wires still intact and the chip surface is
clean. After the chip had been tested for functionality, it was
programmed.

2.5. Measurement setup and representation of the measured data

To operate a packaged 4 kbit RRAM chip a special setup is used, see
Fig. 9. This device is a Non Volatile Memory Tester named RIFLE SE
manufactured by Active Technologies [28]. Fig. 9 shows the RIFLE SE
operating device (see Fig. 9—(a)) and a PCB with a socket for a 4 kbit
RRAM chip (see Fig. 9—(b)), zoomed in.

Due to the big size of the RIFLE SE setup (90 cm x 75 cm) it is
impossible to place it into the box with the laser, see Fig. 13. This limits
the experiments that can be performed, e.g. the influence of the laser
during the READ, ELECTROFORMING, RESET and SET operations
cannot be measured. Therefore, we first measured the currents through
the RRAM cells, i.e. we performed the READ operation for each cell,
after that we performed the laser scans and then we measured the cur-
rents again and compared the values of the current before and after the
laser scan. The output of the performed READ operation using the RIFLE

4 kbit RRAM chip

(a) (b)

Fig. 9. Operating device for a 4 kbit RRAM chip: (a) — Active Technologies
RIFLE SE; (b) — a PCB with a socket for a 4 kbit RRAM chip.
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SE setup is a text file (*.txt). This file contains 64x64 values of the
current I through each of the 4096 cells, i.e. it is a two-dimensional array
corresponding to the RRAM cells topology. We denote this array further
as matrix of Measured Currents (MC). A part of the MC-matrix of an
RRAM chip is shown in Fig. 10.

Each value in an MC-matrix is a measured value of current (I)
through an RRAM cell in the range from 0 pA up to 100 pA. We repre-
sented each value in an MC-matrix using a color scale from blue to
yellow. A blue color represents cells with low current (i.e. about 0 pA), i.
e. it corresponds to the cells in the HRS. A yellow color represents the
cells with high current (i.e. about 100 pA), i.e. it corresponds to the cells
in the LRS. In this work we denote the colorized MC-matrix as matrix of
Visualized Currents (VC), see for example a part of the VC-matrix in
Fig. 10.

The 4 kbit RRAM chips have a high inter-cell variability [29]. This
variability is due to the manufacturing process that does not allow to
produce cells with ideal similarity and stochastic nature of the switching
operations. Thus the color of the cells in the VC-matrix after ELEC-
TROFORMING are not only blue and yellow but green as well, see
Fig. 10.

Since the values of the measured current I determine the state of the
cell (see section II-C) we associate them to digital states as follows:

‘0’ — the cell is in HRS;

‘undefined’ — the cell is in an undefined state;
‘1’ — the cell is in LRS;

‘Stuck-at 1° — the cell is stuck in LRS;

O O O O

Hence, we can represent a matrix of measured currents as a State
matrix. The State matrix represents the broken (white) cells and the cells
of the other four possible states: logical ‘0’ (orange), logical ‘1’ (violet),
undefined (red), ‘Stuck-at 1’ (light blue), see Fig. 10.

Fig. 11 shows the VC-matrices of the 4 kbit memory array of the chip
#6 before ELECTROFORMING (a) and after the SET operation (b) to
visualize all broken cells (see Fig. 11-(c)) in its 4 kbit memory array.
The RRAM cell with “coordinates” (0, 0) is shown in the top left corner of
the matrices. The bottom right corner of the matrices corresponds to the
RRAM cell with coordinates (63, 63). In all matrices displayed in the rest
of this work the cells are placed in this order.

Most of the cells in Fig. 11—(a) are marked blue; they are in HRS

BL,s BL;; BLys
WLis | 34.75| 28.15| 26.45
WLis | 31.25| 3055 25.75
WL, 525 3.5 265
WLis | 70.45| 405 035

VC-matrix: Visualized Currents
BL 16 BL1 7 BLIS

- 100 pA
" —> ‘Stuck-at 1”
WL,s 50 pA o
WL,s 30 ua > !
—_> Undefined state
WLis 0 52 3 I ‘0

State-matrix: Visualized States
BL 16 BL 17 BL 18

WL,s [l The cell is in logical state 0’
WL, W The cell is in an undefined state
WL, The cell is in logical state ‘1’

' [1The cell is “broken”
WLss The cell is in state ‘Stuck-at 1”

Fig. 10. Part of the RRAM chip matrices. MC-matrix: currents in [pA] measured
after data storing, VC-matrix: Visualized Currents, State-matrix: Visual-
ized States.
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BLO BL:SJ
[ P — 100 pA
. 1 nA
WLss 0 A

5

" intactcells

[] brokencells

Fig. 11. The visualized matrices of the 4 kbit RRAM cells array in chip #6: (a)
— the VC-matrix before ELECTROFORMING; (b) — the VC-matrix after ELEC-
TROFORMING; (¢) — the matrix that visualizes the broken cells.

before the ELECTROFORMING, i.e. they are intact. The cells with I > 1
pA before ELECTROFORMING are broken; they are marked yellow, blue
and green. The cells that are in HRS with I < 5 pA after the ELECTRO-
FORMING are also broken; they are marked blue in Fig. 11-(b). The
matrix in Fig. 11-(c) shows all these broken cells marked white. The
green cells correspond to intact cells; only for these cells we evaluated
the results of our laser FI experiments.

3. Impact of the READ operation on an IHP RRAM cell state

It is known that the state of RRAM cells depends on environmental
parameters, e.g. on fluctuation of operating voltages/temperature or the
number of performed operations [30]:

e In average the stability of the cells is high and slightly varies up to 3
pA in 10° cycles for SET and RESET operations.

o When the chip is exposed to temperature of 144 °C for a long time the
conductivity of the cells in HRS is changing and this influences the
resistance ratio between the cells in LRS and the cells in HRS [30].

Due to this sensitivity and taking into account the high inter-cell
variability it can be assumed that the stability of an RRAM cell’s state
depends also on the type and/or the number of the performed opera-
tions. In the literature, we did not find any information about this
possible dependability but this information is necessary for a fair eval-
uation of our optical FI experiments with RRAM structures. The most
performed operation is the READ. Thus, at first, we performed some
experiments with the goal to investigate the possible impact of the READ
operation on the stability of the cell’s state. The possible impact, if it can
be observed, has to be taken into account when analysing the sensitivity
of RRAM cells to optical fault injections.

To evaluate the impact of the READ operation on an RRAM cell’s
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state stability the current through the 4 kbit memory structure was
measured repeatedly many times (i.e. we performed the READ operation
repeatedly) and analysed the result of the READ operation — the MC-
matrices — using statistical methods.

We assumed that the influence of the READ operation on the state of
the cells is:

e insignificant;
e may depend on the cell states or on the examined chip;
e may be cumulative.

Due to these assumptions we analyzed statistically not only the
whole chips but also their cell groups in the same programmed logical
state. The broken cells were excluded from this analysis.

We experimented with two 4 kbit RRAM chips:

e chip #6. It was a new chip; we performed the READ operation 3
times before ELECTROFORMING and 9 times after storing the data;

e chip #2. It was a chip after performing the laser fault injection ex-
periments; we performed the READ operation 16 times.

The chips #2 and #6 were taken in order to assess the stability of I
values between READ operations for a new chip and for a chip that had
already been exposed to the laser. The chips were selected for the ex-
periments randomly from a set of the manufactured chips that exhibits
moderate performance, i.e. the investigated chips here are not the top
quality ones.

In order to determine the success of our FI attacks we decided to set a
criterion K of observable laser influence based on the interval [m =+ 30],
where m is the mean change of the current through all evaluated cells
calculated using two MC-matrices and o is the standard deviation.

We calculated m and o for different pairs of MC-matrices for the chip
#6 and for the chip #2. All calculated m differ slightly from 0. Due to
this fact, we selected for each chip the largest calculated interval
[m + 30|, and we set the criterion K of the observable laser influence as:

K :|AlIl > max{|m + 30|} (€))

The criterion K means:

If the current measured through the cell before and after the laser
irradiation changes more than max{|m — 30|, |m + 30|}, it will be
considered as an observable laser influence.

If this change of the current causes the change of the logical state of
the cell it will be considered further as a successful FI.

The calculated values are slightly different for both analysed chips:

max{|m + 30|} = 4.351 pA for the chip #6;
max{|m £ 36|} = 4.296 pA for the chip #2.

One of the reasons of this difference can be the fact that the chip #2
was already irradiated with a laser, opposite to the chip #6. Another
reasons can be the device-to-device variability and the fact that these
chips were taken from different wafers. Since all other chips attacked in
this work were taken from the same wafer as the chip #2 (see section V)
we assign the criterion K to the value of 4.296 uA that we obtained for
chip #2. The value of criterion K is important due to its influence on
evaluation of the attack results.

4. Setup and first laser FI Experiments

The goal of our experiments is to investigate the sensitivity of IHP
RRAM cells to optical FIs attacks. Due to the known sensitivity of the
MIM structures to heating [30] we expected that laser irradiation,
especially infrared laser, can influence on the logic state of the RRAM
cells or at least can influence the value of the current through the MIM
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structure without changing the logic state of the cell.

According to the process of the conductive filament formation/
rupture we assume that the illumination of the MIM structure(s) leads
possibly to additional creation/recombination of the Frenkel pairs at the
Ti/Al:HfO, interface, especially if the laser beam hits the MIM structure.
This creation/recombination of the Frenkel pairs leads to thickening/
thinning or formation/rupture of the conductive filament that influences
the conductivity of the MIM structure. It is not known which process —
the formation or the rupture of the conductive filament — will be trig-
gered when the laser illuminates/hits the MIM structure.

We assume that the influence of the laser can be “cumulative”, i.e.
that not only the intensity of the light pulse and its duration but also the
number of the light pulses can influence the state of the attacked RRAM
cell.

The equipment we used in our experiments is described in the next
subsection.

4.1. Fault Injection Setup

Our optical Fault Injection setup is shown in Fig. 12.
It consists of:

e A PC with the Riscure Inspector FI software. It allows to create a so-
called “FI program”. An FI Program allows to store the applied set of
parameters in an experiment, i.e. the power of the laser beam, the
pulse duration, number of pulses, etc. The saved FI program allows to
repeat the experiments.

e A Riscure VC glitcher. This device is the block that generates faults
(see the block in Fig. 12 placed between the block PC and the block
Laser).

e The Laser. It generates light pulses corresponding to the set of pa-
rameters saved as an FI Program.

e The optical system. It allows to focus the beam and reduce the spot
size to micrometre units.

e An X-Y stage. It allows to move the attacked chip and perform
scanning.

The PC is connected with an X-Y stage, a microscope camera and a

Objective PC

(Inspector FI)

Camera

IHP
RRAM
chi
=
XY X-Y control

unit

N

(b)

Fig. 12. Fault Injection setup: (a) — schematic view; (b) — setup at IHP.
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VC glitcher via USB ports. The VC glitcher in turn is connected with a
Laser via a cable with SMA connectors. All blocks except the PC, the light
source and the X-Y control unit with the joystick are placed into a Safety
box. It protects the user from the potentially harmful reflections of the
laser beam.

We used in our experiments the 1% generation Riscure Diode Laser
Station (DLS) [31]. Fig. 13 shows the Diode Laser Station as a part of the
laboratory equipment at IHP. Corresponding to the Riscure data sheet
[31] the parameters of the DLS are:

The DLS is equipped with two multimode laser sources:

o 14 W for the red laser 808 nm;

o 20 W for the near infrared (NIR) laser 1064 nm;

pulse duration in a range of 20 ns — 100 ps;

trigger delay is 50 ns;

elliptical spot sizes 60x14 pm? 15x3.5 pm?, 6x1.5 pm? or 3x0.8
um? (expected spot size where 80 % of the power is concentrated);
magnification objectives: 5x, 20x, 50x, 100x;

- Filters: 10%, 1%, 0.1%;

- X-Y stage with 3 pm accuracy and 0.05 pm [31] step distance be-
tween two adjacent points.

Usually the near-infrared laser source is used to perform experiments
through the back-side of the attacked chip due to the fact that the sub-
strate is transparent to the infrared spectrum [32].We begin with
front-side attacks using the red laser, but we assume that using a
near-infrared laser will be more effective. We start with the red laser
because it has lower power at the output of the laser system®, i.e. lower
probability to destroy the chip.

Due to the laser that we selected for our first FI experiments the
parameters of the laser source/beam are:

e Time:
The lasers used in the DLS are operated only in a pulse mode.

e Optical filter:

Laser

Camera

Illumination
of a chip

DLS body

Objective
Chip

X-Y stage

Fig. 13. Riscure Diode Laser Station and VC glitcher (see yellow box at the left
side of the picture).

8 Laser system consists of: laser, spot size reducer, DLS body and magnifica-
tion objectives.
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The optical filter in the system is used to reduce the output power of
the laser. We reduced the output power in the beginning in order to
lower the probability of damaging the chip by the laser beam.

e Spot size of the laser beam:

The size of the spot depends not only on the used filter but also on the
used objective. The use of the higher magnification objective leads to
smaller spot size and to the reduction of the output power of the laser
system. This is due to the fact that higher magnification objective has
more lenses inside and each of the lenses causes a loss of the beam en-
ergy. The smallest spot size with the used equipment is still larger than
one RRAM cell and the distance between two neighbouring RRAM cells.
Thus the laser illuminates/hits more than one RRAM cell
simultaneously.

The success of FI depends on:

duration of the laser pulse;

size of the laser spot;

power distribution in the spot;

sensitivity of the attacked part of the RRAM structure.

Riscure did not provide us any information on:

the spatial distribution of the energy in the laser spot;
the exact spot size’.

If we programmed the step distance equal to 0.2 pm or less we
observed some mismatches between the number of steps programmed
using the Riscure Inspector FI software and the number of steps done
when observing through the microscope camera. So, we performed some
measurements to verify the step size given in the Riscure datasheet. The
reported one is 0.05 um that is 50 nm or 1/5 of the THP transistors gate
length. The result of our measurements is the minimal reasonable step
distance between two neighbouring points is 0.25 pm.

4.2. VC glitcher

To control the optical pulses of the DLS a Riscure VC glitcher [33] is
used. An FI program with a configured set of parameters for FI experi-
ments is created by the user. First VC glitcher loads an FI program on the
internal Field-Programmable Gate Array (FPGA). After processing of a
loaded FI program VC glitcher performs scanning with the configured
parameters. The VC glitcher is operated by the special software called
Inspector FI [34].

4.3. Inspector Fault Injection software

The Inspector FI software allows to control not only the power and
duration of the laser pulse but a programmable X-Y stage, i.e. to create
an FI program. Fig. 14 shows the Inspector FI application window with a
tab to configure the X-Y stage and a part of the attacked RRAM chip.

To perform laser FI experiment the user has to select a perturbation
window. It contains 8 tabs to create an FI program.

In the following subsection we describe the configuration of the X-Y
stage in our experiments.

4.4. Moving the attacked chip in our experiments
The goal of our first experiments was to define the parameters of the

laser set-up for a successful and repeatable observable laser influence
without any previous knowledge about the sensitivity zones in RRAM

9 The sizes given in laser data sheet [31] with the use of objectives show the
spot sizes where 80% of the energy is concentrated.
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Metal fillers on the upper layer of an [HP RRAM chip

tup XYZDevice Camera

® ScanRange :
Comertw: [ 7 0
ComerhE: 220 7 0
Comner SE : 20 199 0

Tab to configure

parameters for $ .

an X-Y stage

Fig. 14. The windows of the Inspector FI software.

structures. In our experimental set-up no voltages can be applied to the
cells of the attacked RRAM chip, i.e. injecting faults into the NMOS
transistor is not possible. So we are focusing on injecting faults in the
memristor.

We scanned the whole 4 kbit memory array because the IHP tech-
nology requires implementing metal fillers in manufactured chips. The
metal fillers are relatively small metal areas that are placed in different
metal layers between the wires to maintain the chip’s stiffness during its
manufacturing. Fig. 14 shows a part of the investigated RRAM chip
through the microscope camera with a 100x magnification objective.
The yellow rectangles in Fig. 14 are the metal fillers. Thus, the wires
inside the chip and metal fillers are obstacles to the laser beam and can
reduce the success of the observable laser influence. Due to these facts we
scanned the whole area of this RRAM array.

We performed many chip scans applying different laser set-up pa-
rameters. We started with the minimal laser pulse duration and low
energy to avoid harming the analyzed chip.

The position of the Laser is fixed in the Riscure setup. So, the attacked
chip has to be moved to illuminate its different parts. The active
movement is performed by an X-Y stage manufactured by Marzhauser
Wetzlar GmbH & Co [35]. The range and the minimal distance of
movements are corresponding to our measurements as follows:

e Along the X axis the range of movement is 75 mm with a minimum
possible distance between two adjacent points of 0.25 pm;

e Along the Y axis the range of movement is 50 mm with a minimum
possible distance between two adjacent points of 0.25 pm.

We programmed the movement of the stage using the Riscure
Inspector FI Software. The area occupied by the 4 kbit memory array is
146 x204 pmz, see Fig. 6-(a). We set the area for the scan to 148x206
pm?, i.e. we added 1 pm in each direction to the area of the attacked chip
due to the possible inaccuracy of the chip placement on the X-Y stage
surface, e.g. the chip can be placed at a slight angle as well as to the
possible step inaccuracy caused by the X-Y table.

In our experiments we set the distance of 0.5 pm between two
adjacent points due to the area occupied by one MIM structure, i.e.
0.6x0.6 pm? in the tested IHP RRAM chip. This guarantees at least one
hit of the center of the laser spot on the MIM structure. Fig. 15 shows the
position of the stage in our experiments with the selected step distance
between two neighbouring points.

Due to the selected step distance between two neighbouring points,
the size of the RRAM cell (2.2x3 pmz) and the area of the laser beam
spot a different number of the RRAM cells can be illuminated/hit by one
laser shot.
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The X-Y stage moves the chip
stepwise to the left relative to the laser

Objective End point D
—

4 kbit memory
array

Position of the Laser is fixed

EEEX] .o

WLe; =——> WLO%

Spot size with 100x objective
(c) (d)

Fig. 15. Position of the attacked chip placed on the programmed X-Y stage: (a)
— 1% (start) point in the 1% X-movement line corresponds to the cell (WLgs; BLo);
M) - ond point in the 1% X-movement line is the cell (WLg,; BLo); (c) — last point
in the 1°* X-movement line is the cell (WLe; BLo); (d) — 1°t point of the 2°¢ X-
movement line is the cell (WLg3; BL;). The distance between two adjacent
points in each X-movement line is 0.5 pm for the X axis; the distance between
two neighbour Y-movement lines is 0.5 pm for the Y axis. After the first X-
movement line is scanned the table moves to the start point of the scanned X
line, and after it moves along the Y axis to the next X-movement line.

5. Preparation of the chip for FI experiments

We performed scans with three new 4 kbit RRAM chips in total. The
targeted chips are marked with numbers #2, #4 and #9. The acquired 4
kbit RRAM chips were in packages that we opened, see section II-D,
Fig. 8-(b).

5.1. Programming of the 4 kbit RRAM chips

The cells in these chips were programmed to different logical states.
This was done in order to assess how the laser influences the cells in
different states.

Chip #4 and Chip #9

After the ELECTROFORMING the chip #4 and the chip #9 were
programmed to the logical states ‘1’ and ‘0’ as follows:

cells with Word Lines 0-15 — block 1 — were programmed to the
logical state ‘0’.

cells with Word Lines 16-31 — block 2 — were programmed to the
logical ‘1°.

cells with Word Lines 32-47 — block 3 — were programmed to the
logical ‘0.

cells with Word Lines 48-63 — block 4 — were programmed to the
logical ‘1°.

Fig. 16 shows the visualized matrices of the chip #4 before ELEC-
TROFORMING (see Fig. 16—(a)) and after data storing (see Fig. 16—(b),
().

Storing the data in the chip #4 was performed without any failures.
The chip #4 showed a good distribution in I values after storing the data,
i.e. almost all the cells were successfully programmed, see Fig. 16—(b).
Only 62 RRAM cells are in an undefined state, see red points in Fig. 16—
(¢). But there are still 499 broken cells, see white points in Fig. 16—(c).
So, there are 1765 cells in state ‘0’ and 1770 cells in state ‘1°.

Fig. 17 shows the visualized matrices of the chip #9 before
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block 1 ‘0’
block 2 ‘1
block 3 «

block 4

©

@ (b)

Fig. 16. The visualized matrices of the 4 kbit memory array of the chip #4: (a)
— the VC-matrix before ELECTROFORMING; (b) - the VC-matrix after storing
the data; (c) - the State-matrix after storing the data.

block 1 ‘0
block 2 ‘r
block 3 ‘0’

block 4

@

®)

Fig. 17. The visualized matrices of the 4 kbit memory array of the chip #9: (a)
— the VC-matrix before ELECTROFORMING; (b) — the VC-matrix after storing
the data; (c) - the State-matrix after storing the data.

ELECTROFORMING (see Fig. 17-(a)) and after data storing (see
Fig. 17—(b),(c)).

The chip #9 was the worst sample in terms of reliability in our ex-
periments. There are 509 cells identified as broken before ELECTRO-
FORMING, see yellow points in Fig. 17—(a). The MC-matrix after storing
the data (see Fig. 17—(b)) shows that many cells in blocks 1 and 3 are in
logical state ‘0’ as they were programmed. However due to the absence
of the MC-matrix after ELECTROFORMING we do not know if the cells
(marked in white) in blocks 1 and 3 were successfully ELECTROFORMed
or not. Hence we consider these cells as broken according to the defi-
nition in section II-C. The number of broken cells after storing the data is
significant and equals to 3100 RRAM cells, see cells marked in white in
Fig. 17—(c). Though there are only 27 RRAM cells in an undefined state,
i.e. there are only 376 cells in state ‘1’ and 593 cells in the ‘Stuck-at 1°
state.

Chip #2

After the ELECTROFORMING of the chip #2 the logical state ‘1’ was
stored in each cell of the entire 4 kbit memory array, i.e. the operations
were performed in the following sequence: ELECTROFORMING —
RESET — SET. Fig. 18 shows the visualized matrices of the chip #2
before ELECTROFORMING (see Fig. 18—(a)) and after storing the data
(see Fig. 18—(b), (c)).

159 cells of the chip #2 were identified as broken before ELEC-
TROFORMING. The number of the cells in the undefined state after
storing the data into chip #2 is 530. In addition the chip #2 has 1230
cells in the ‘Stuck-at 1° state. This may be explained as follows: the chip
#2 had failures when storing the data. Particularly, when storing the
logical state ‘1’ into the 2 Word Lines (WLg, WL;) the result of the

W W
PR B SR R

()

Fig. 18. The visualized matrices of the 4 kbit memory array of chip #2: (a) —
the VC-matrix before ELECTROFORMING; (b) — the VC-matrix after storing the
data; (c) - the State-matrix after storing the data.
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performed READ operation, i.e. MC-matrix showed changes in the 6
Word Lines (from WLy to WLeg). We assume that this happened due to
failures when addressing the Word Lines or the pins were in short circuit
state during characterization process. As result chip #2 has only 1383
cells in state ‘1°.

After the storing the data we placed the targeted and opened chip on
the X-Y stage as shown in Fig. 19.

In the next section we describe our optical FI experiments and discuss
their results.

6. Results of our laser FI experiments

We denote a laser scan of the 4 kbit RRAM memory array performed
using a certain set of parameters as an experiment. Not all experiments
that we performed were done in the automated mode. In many experi-
ments the pulse duration and number of shots per move were adjusted
manually, see TABLE II — TABLE IV. The automated mode is limited by a
maximum pulse duration of 100 us but it allows to program the X-Y stage
and to perform the scanning of the attacked chip automatically, always
with the same — programmed and stored — parameters: laser beam
output power, pulse duration, movement distance, shots per move, etc.
In the manual mode the X-Y positioning stage is controlled manually
using a joystick (manipulator), see Fig. 12. This mode allows to bypass
the limitation of the 100 ps for the maximum pulse duration, but every
shot should be performed manually. The pulse durations we applied in
our experiments were calculated for the “Glitch Source” tab in “SC
Single XYZ Perturbation” menu. Due to the longer pulse duration than in
automated mode there is a high probability that the surface of the chip
or the chip itself may be damaged, e.g. RRAM cells, decoders, operation
control circuit, see subsection II-D. For this reason each of the three
attacked THP RRAM chips was scanned in the automated mode, first.
Experiments done in manual mode are marked with grey background in
TABLE II - TABLE IV.

We started our attacks with the chip #2. First we performed the
READ operation. The measured currents were stored as the matrix

MCO#Z. Then we performed the first laser scan with the following
parameters:

50% laser beam power;

20 ns pulse duration;

10% optical filter;

1 laser shot per move;

0.5 um distance between two adjacent cells for both X- and Y-axis;
100x magnification objective.

After the scan we performed the READ operation again and stored
the measured currents as matrix MC?2. To evaluate the success of the Fls
in the experiment we calculate the difference of the matrices Af% =
MC¥? — MC!? and analyzed it. If a value 61#12 € Af%, i.e. the change of the
current through the cell with the coordinates (WL, BL)), is larger than
4.296 pA (|5ﬁ2| > 4.296 pA), we consider it as an observable laser influ-
ence, see criterion K in section III. Thus for each value |5]#lz\ >4.296 pAin
the A-matrix we check the logical state of the cell with the coordinates
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Fig. 19. Placement of the opened chip on the X-Y stage.
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(WL;, BL;) before and after the performed laser scan in order to detect
successful FIs. Please note that we excluded 953 RRAM cells in chip #2
from our analysis since they were determined as broken. TABLE I shows
the results of the 1% FI experiment.

Fig. 20 shows a matrix that visualizes the successful FIs in RRAM
cells after the 1°' experiment with the chip #2. The color legends in
TABLE I and Fig. 20 are the same.

In the following experiments we increased the power, the pulse
duration, the number of shots per move and applied different objectives.
The parameter set for each experiment is given in TABLE I — TABLE IV.
After each experiment [ we performed the READ operation, stored the

matrix of measured currents MC#Z, and evaluated the success of the FIs

calculating the difference matrix Afﬁ | =Mc!* —mc?

threshold |5sz| > 4.296 pA as the criterion K of a measurable observable
laser influence.

We performed similar experiments and analysis for the chips #4 and
#9. TABLE II — TABLE IV give an overview of these experiments.'°

Please note that the values of measured currents I;; for the cell (WL;,
BL;) for any two READ operations are always slightly different. Due to
this fact for some cells their logical state can change even without laser
illumination (but only for undefined state < ‘1°, undefined state « ‘0’ or
‘Stuck-at 1’ « ‘1’ are possible). In TABLE II — TABLE IV we give the
results of our experiments for the observed laser influences and the
logical state changes (transitions). Please note that the transitions
cannot be directly calculated from the columns giving the numbers per
state and chip before scan and after scan.

TABLE V gives an overview of all laser influences observed in our
experiments.

The number of influenced cells is significantly higher for attacks
performed in manual mode, except for chip #2.

Fig. 21 shows the total number of influenced RRAM cells for each
chip in all experiments done, i.e. it represents the data given in TABLE II
— TABLE 1V graphically.

Experiments carried out show that the reaction of the attacked chips
to laser irradiation is different. Nevertheless, it is clear the cells in LRS, i.
e. inlogical state ‘1’ and in ‘Stuck-at 1’ state, are prone to laser influence.

applying the

Table I
Overview of the successful laser influences for the 1st laser scan experiment with
the chip #2% > ¢

Successful FI (change of cell’s state)
s o @
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@ There are 953 cells from 4096 cells broken, they were excluded from the
experiments.

b The cells that changed their state without observable laser influence.

¢ The cells that were successfully influenced but without changing their state.

10 Manual mode: in this mode not the whole RRAM chip was attacked, but
some selected areas. These areas were selected randomly and differ for each
objective. The areas do not overlap. The amount of shots per position varied
from 1-5 because it was not possible to define this number precisely due to the
manual mode.
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Fig. 20. Visualized matrix of successful laser influences of the 1°* experiment
with the chip #2.

This can be clearly seen from the experiments with chip #2 performed in
automated mode and experiments performed with chip #4 and chip #9
in manual mode. However, due to the small number of experiments
performed, i.e. lack of data, an appropriate generalization is infeasible.
Hence, we describe the laser influence on each chip individually.

Chip #2, see TABLE II:

The surface of the chip #2 was damaged after the experiments in
manual mode, i.e. it shows visible traces of the laser irradiation. How-
ever, the internal structure of the chip was not damaged. Chip #2 is still
fully functional after all experiments performed, i.e. it still responds to
the READ operation without any failures.

Most of the experiments with chip #2 were performed in the auto-
mated mode. The following transitions are dominating:

e 149 transitions from logical state ‘1’ to the state ‘Stuck-at 1” in the
automated mode;

o 131 transition from ‘Stuck-at 1’ state to the logical state ‘1’, of which
109 transitions happened when running experiments in the auto-
mated mode.

We observed a lot of cells that were successfully influenced but did
not change their state. The following influences were observed:

o 107 influences in cells in the logical state ‘1, of which 105 influences
were observed when experiments were run in the automated mode;

e 118 influences in cells in ‘Stuck-at 1’ state, of which 114 were
observed when experiments were run in the automated mode.

Thus, for chip #2 we can conclude that RRAM cells that are in LRS, i.
e. in logical state ‘1’ and in the ‘Stuck-at 1’ state, are sensitive to laser
influence. This observation is biased by the fact that chip #2 was pro-
grammed to LRS only. We cannot exclude that the cells in logical state
‘0’ are even more sensitive to laser irradiation, due to the fact that the
very small number of cells in logical state ‘0’ that we observed in our
experiments changed their state spontaneously:

e 18 of 49 cells in state ‘0’ in experiment 2,
e 5 of 20 cells in state ‘0’ in experiment 3,
e 15 of 16 cells in state ‘0’ in experiment 4.

According to TABLE II, we can conclude that the success of FIs for
chip #2 in automated mode is more likely with a low laser beam power
and a short pulse duration. But the number of experiments performed in
manual mode, i.e. with high power and long pulses is too small to draw
conclusions on the effect caused by these parameter settings.

Chip #4,see TABLE III:

Chip #4 was damaged during the experiments. The surface of the
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Overview of laser scan experiments with chip #2°
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Laser scan Parameters of the laser station chip #2 before scan chip #2 after scan Laser influence
experiment FI
Power, Pulse Objective Shots per ‘0’ ‘1’  Undefined Stuck- ‘0’ ‘1°  Undefined Stuck- ‘0’— ‘0> ‘0’>Stuck- undefined—’0’
% durarotion, ns position state at1 state atl undefined ‘1’ at1
1% 50 20 100x 1 0 1383 530 1230 49 1477 503 1114 0 0 0 31
2 70 20 100x 1 49 1477 503 1114 20 1371 552 1200 9 9 0 0
3 100 100 100x 1 20 1371 552 1200 16 1365 533 1229 5 0 0 0
4 100 10° 100x 1 16 1365 533 1229 0 1348 506 1289 1 3 11 0
5 100 10° 50x 1 0 1348 506 1289 2 1363 493 1285 0 0 0 0
6 100 10° 20x% 3 2 1363 493 1285 2 1376 467 1208 0 0 0 0
7 100 10° 5x 3 2 1376 467 1298 2 1374 461 1306 O 0 0 0
8 100 5.10° 100x 1-5 2 1374 461 1306 2 1373 462 1306 0 0 0 0
gto 20x% 2 1373 462 1306 2 1374 473 1293 0 0 0 1
1010 5x 2 1374 473 1293 7 1391 493 1252 0 0 0 0

d953 from 4096 cells are broken and excluded from experiments.
*The experiment is performed with 10 % optical filter.

chip #4 was damaged after the experiments 4-6. However, the chip still
showed a correct behaviour, so that we assume that its internal structure
was still intact. After the experiment 9 the chip #4 stopped functioning
and could not be operated anymore. Thus, we assume that changes of the
cells states in the 9" experiment, see TABLE IIT, occurred because of the
damage of the internal structure. It means that a pulse duration of 50 ms
and the use of 5x magnification objective can damage not only the
surface but also internal structure of the chip, see subsection II-D.
For chip #4 we observed the following state transitions:

89 from logical state ‘O’ to an ‘undefined’ state, of which 19 were
observed when experiments were run in the automated mode;

e 882 transitions from logical state ‘1’ to logical state ‘O’ in manual
mode;

30 transitions from logical state ‘1’ to an ‘undefined’ state in manual
mode;

87 transitions from an ‘undefined’ state to logical state ‘0’, of which
only 2 were observed when experiments were run in the automated
mode.

There are also cells that were influenced (see the criterion K for the
observable laser influence) but did not change their state:

e 57 influenced cells in logical state ‘1°, of which only 3 cells were
influenced in the automated mode;

¢ 40 influenced cell in logical state ‘0’, of which only 5 cells were
influenced in the automated mode.

Hence for chip #4:

e the cells in HRS are sensitive to laser influence in the automated
mode;
o the cells in LRS are sensitive to laser influence in the manual mode.

According to TABLE III, we can conclude that the success of FI for
chip #4:

e in automated mode is more likely with a short pulse duration;
¢ in manual mode is more likely with long pulse duration and a small
magnification objective.

Chip #9, see TABLE IV:

We performed only a small number of experiments with chip #9 due
to the fact that it was mechanically damaged after the 3™ experiment, i.
e. several bonding wires were detached from the chip pads. Neverthe-
less, we run experiments and observed that the following transitions are
dominating in the manual mode (last experiment, i.e. before chip #9
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was damaged):

e 377 transitions from logical state ‘1’ to logical state ‘0’;
e 598 transitions from the ‘Stuck-at 1’ state to logical state ‘0’.

In the automated mode (see experiments 1 and 2) we observed that
the following influences are dominating:

e 15 influenced cells in logical state ‘1’;
e 49 influenced cells in the ‘Stuck-at 1’ state.

Thus, for chip #9 we conclude that the cells in LRS are sensitive to
laser influence in automated and manual modes. We admit that these
results are biased by the fact that chip #9 had no cells in HRS, i.e. logical
state ‘0’. According to TABLE IV, we can conclude that the success of FI
in the automated mode for chip #9 is more likely with a low laser beam
power.

Comparing the data in TABLE II - TABLE IV we can conclude that in
the automated mode FIs are more successful when run with the
following parameters:

e a low laser beam output power;

e a short pulse duration;

the 100x magnification objective, i.e. with the smallest laser beam
spot size in our setup.

Experiments in a manual mode show that:

the success of FIs is more likely with a long pulse duration and small

magnification objectives;

the damage of the surface and the damage of the internal structure of

the chip is also more likely with a long pulse duration and small

magnification objectives.

e According to the visual inspections of the chips before and after the
experiments we can conclude that in the automated mode: the
configuration of the variable parameters in our experiments leads to
no damage, neither to the passivation layer nor to the internal
structure; in the manual mode the following parameters: 1 ms pulse
duration; 100% laser beam output power; 100x magnification
objective may lead to the distinct visible damage of the chip surface;

e in the manual mode a damage of the internal chip structure may

occur with following parameters: 50 ms pulse duration; 100% laser

beam output power; 5x magnification objective.

Main results of our experiments are:
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Laser influence
FI

Change of

no change in the logic state of the cells states without

undefined—’1" undefined—Stuck-at ‘1’-’0" ‘1’—undefined ‘1’—Stuck- Stuck-  Stuck-at Stuck- ‘1’-> ‘0’> undefined—undefined Stuck-at laser influence
1 atl at 1-undefined at T ‘0’ 1-Stuck-at
1-°0 1-°1° 1
11 0 8 9 0 0 12 104 27 0 12 27 148
6 10 0 10 82 0 0 3 23 1 5 23 159
2 2 0 0 22 0 0 0 5 0 5 2 137
8 22 0 1 29 0 0 0 3 0 5 4 137
7 0 0 2 2 0 0 1 16 0 5 18 143
11 0 0 0 12 0 0 1 28 0 6 32 127
2 0 0 1 2 0 0 0 3 0 0 8 145
0 0 0 0 0 0 0 0 0 0 0 0 6
1 0 0 4 0 0 0 22 1 0 5 3 83
0 0 3 3 0 2 28 0 1 0 2 1 68

e the change of the logical states as a result of the laser influence is
observable in all attacked chips;

e reaction of chips to laser illumination is individual (the most sensi-
tive chip in our experiments is the chip #4);

e in the automated mode the first laser scan experiment has the highest
number of influenced cells. The reduced number of the influenced
cells in subsequent experiments can be caused by: 1) sequentially
executed experiments (the cells that are easy to influence probably
switched their logical state already in the previous experiment); 2)
the new parameter set only.

So the sets of parameters applied in our laser experiments that caused
successful FIs require additional experiments to be confirmed. Experi-
ments with a low laser beam output power should be performed in order
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to confirm or disprove the higher laser influence on the cells state when
using a low laser output power. But for the sake of completeness we
determine the areas of the investigated RRAM chips sensitive to laser
irradiation using the results presented here so far.

6.1. Determining RRAM chips sensitive areas

In order to determine the sensitive areas of RRAM chips we overlaid
matrices of the laser influence (ML-matrices) for all attacked chips. We
may do so as they have the same layout. Fig. 22 visualizes cells, which
were influenced on each single chip and in all laser scan experiments
performed.

If a cell was influenced only in one of the laser scan experiments
performed, we marked the cell green and consider it as a low sensitive
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Fig. 21. Total number of influenced RRAM cells for each chip in all experiments carried out in: (a) — automated and manual mode; (b) — automated mode only.
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Table III
Overview of laser scan experiments with chip #4°
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Laser scan Parameters of the laser station chip #4 before scan chip #4 after scan Laser influence
experiment FI
Power, Pulse Objective Shots per ‘0’ ‘1’  Undefined Stuck- ‘0 ‘1’  Undefined Stuck- ‘0’— ‘0> ‘0> undefined undefined
% durarotion, position state state atl undefined ‘1’ Stuck- —’0’ -’1
ns at1l
1 100 40 100x 1 1765 1770 62 0 1727 1743 127 0 15 0 0 1 0
2 100 10* 100x 1 1727 1743 127 0 1704 1745 148 0 3 0 0 0 0
3 100 10° 100x 3 1704 1745 148 0 1702 1756 139 0 1 0 0 1 1
410 100 10° 100x 1-5 1702 1756 139 0 1701 1756 140 0 1 0 0 0 0
510 20x 1701 1756 140 0 1695 1748 154 0 4 0 0 1 0
6'° 5x 1697 1751 159 0 1694 1741 162 0 5 0 0 2 0
710 100 5.107 100x 1-5 1694 1741 162 0 1698 1739 160 0 0 0 0 0 0
g0 20x 1698 1739 160 0 2056 1421 107 13 3 0 0 63 2
qt0 5x 2056 1421 107 13 2570 709 189 129 57 1 9 19 1
€499 from 4096 cells are broken and excluded from experiments.
Table IV
Overview of laser scan experiments with chip #9'
Laser scan Parameters of the laser station chip #9 before scan chip #9 after scan Laser influence
experiment FI
Power, Pulse Objective Shots per ‘0’ ‘1’ Undefined Stuck- ‘0 ‘1’ Undefined Stuck- ‘0’— ‘-  ‘0-— undefined
% durarotion, ns position state at1l state atl undefined ‘1’ Stuck- —-’0’
atl
1 50 20 100x 1 0 376 27 593 5 381 17 593 0 0 0 0
2 90 20 100x 1 5 381 17 593 4 377 17 598 0 0 0 0
310 100 107 100x 1-5 4 377 17 598 996 0 0 0 0 0 0 17

f3100 from 4096 cells are broken and excluded from experiments.

cell. The cells, which were influenced in two laser scan experiments, are
marked blue and considered to be moderate sensitive cells. The cells,
which were influenced in 3 laser scan experiments, are considered as
high sensitive cells and are marked orange. Very high sensitive cells are
those cells, which were influenced in 4 laser scan experiments, they are
marked red. In our experiments were no cells, which were influenced in
5 or more experiments. The broken cells as well as the cells, which did
not change their state at all are marked white in Fig. 22.

Fig. 22 clearly shows that the positions of influenced cells in the
chips are not random, i.e. the laser irradiation mostly influences cells in
some Word Lines and in some Bit Lines. In case of chip #2 the periodicity
of successfully attacked Word Lines can be seen, i.e. the cells in each
seventh and/or eighth line are influenced. We expect that this is due to
the fact that there are no metal fillers over the cells in each seventh/
eighth Word Line in the IHP RRAM chips. However, in case of chip #4
and chip #9 we observed that there are a lot of cells influenced only
once. These cells were in the state ‘1’ and most of them were influenced
in the last laser scan experiments, i.e. before the chips were damaged,
see TABLE III — TABLE IV. The overlaid matrices of chip #4 and chip #9
neither do allow to identify especially sensitive areas nor periodicity of
successfully influenced Word Line(s) or Bit Line(s).

Fig. 23 visualizes the cells that are sensitive on all chips, or on only
two chips, or even only on a single chip.

There are:

e only 35 cells were influenced in all 3 attacked chips, These cells we
marked red in Fig. 23;

e In addition 645 cells were influenced on two out of the three chips, i.
e. either in chip #2 and in chip #4, or in chip #2 and in chip #9, or in
chip #4 and in chip #9. These cells are marked orange in Fig. 23;

e 1334 cells were influenced only on one of the three attacked chips, i.
e. only in chip #2, or only in chip #4, or only in chip #9. These cells
are marked grey in Fig. 23.

To verify our assumption that metal fillers may be a suitable means
to prevent FI from being successful we checked their position in the
attacked RRAM chips by an optical inspection using our Scanning
Electron Microscope (SEM). The RRAM chip was prepared for the SEM-
imaging using a Focus Ion Beam (FIB) cut in an IHP laboratory. We
selected the area for the cross section using results of the optical FI at-
tacks performed and RRAM chip layout. Fig. 24 shows a part of the
attacked RRAM chip surface that was captured using a 100x magnifi-
cation objective (a) and a cross section image of the chip that was made
with our Scanning Electron Microscope (b).

The metal fillers in the attacked chips have similar width and length
but different thickness according to the technological process. They are
placed exactly under each other in Top Metal 1 and Top Metal 2. Thus,
there are “gaps” between metal fillers through which the laser beam can
freely propagate and irradiate the cell. Since we attacked standalone
RRAM chips the laser irradiation influenced the MIM structure in RRAM
cell. The placement of the metal fillers in Top Metal 1 and Top Metal 2
leads to the fact that they do not cover all MIM structures in RRAM chips,
see cells marked by dashed grey rectangles in Fig. 24—(b). Fig. 25 shows
the so marked areas zoomed in.

We distinguish three different cases:

e a MIM structure, which is fully covered by metal fillers, see Fig. 25—
(@);

e a MIM structure, which is not covered by metal fillers, see Fig. 25—
(b);

e a MIM structure, which is partially covered by metal fillers, see
Fig. 25—(c).
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Laser influence
FI

Change of states

no change in the logic state of the cells without laser

undefined—Stuck-at ‘1’>’0’ ‘I’—>undefined ‘1’—>Stuck- Stuck-at Stuck-at Stuck-at ‘1I’> ‘0’— undefined—undefined Stuck-at influence
1 at1l 1-°0° 1—undefined 1-1 ‘1 ‘0 1-Stuck-at 1
0 0 0 0 0 0 0 2 5 0 0 121
0 0 0 0 0 0 0 0 0 0 0 134
0 0 0 0 0 0 0 1 0 0 0 126
0 0 0 0 0 0 0 0 0 0 0 6
0 0 1 0 0 0 0 1 0 0 0 58
0 0 0 0 0 0 0 1 0 0 0 69
0 0 0 0 0 0 0 0 0 0 0 7
3 298 13 75 0 0 0 37 35 1 0 14
1 584 16 41 0 0 0 15 0 4 0 58
Laser influence Change of
FI no change in the logic state of the cells states without
undefined—’1" undefined—Stuck-at ‘1’-’0" ‘1’—undefined ‘1’—>Stuck- Stuck- Stuck-at Stuck- ‘1’-> ‘0’> undefined—undefined Stuck-at laser influence
1 atl at 1—-undefined at ‘1 ‘0 1-Stuck-at
1-°0 1-°1° 1
6 0 0 0 5 0 0 2 9 0 2 33 15
1 0 0 0 2 0 0 0 6 0 1 16 8
0 0 377 0 0 598 0 0 0 1 0 0 0
According to this partitioning each RRAM chip attacked here has the Chip #2:

following number of MIM structures:

e 1824 MIM structures fully covered by metal fillers;
e 1704 MIM structures not covered by metal fillers;
e 568 MIM structures partially covered by metal fillers.

As the placement of the fillers caused a kind of “gaps” through which
the laser beam can reach a MIM structure, see Fig. 24—(b), we expected
that laser irradiation influences the MIM structures that are not covered
or only partially covered, i.e. the MIM structures underneath the “gaps”.
The kind of coverage of the MIM structures — fully covered, partially
covered, not covered — can cause different reaction of cells to laser
irradiation in the automated as well as in the manual mode. For
example, due to the long duration of the laser pulses in the manual
mode, a metal filler over a cell can be heated up and then can act as heat
source placed close to a MIM structure. The laser irradiation with the
same parameters on a not covered cell may probably damage the irra-
diated cell.

To verify the effect of the metal fillers on the FI we compared the
matrix representing the influenced cells for each chip with the place-
ment of metal fillers in the chip layout. Fig. 26 shows the positions of the
influenced cells in the attacked chips in all experiments done.

Fig. 26 visualizes for each attacked chip the uncovered, partially
covered and covered MIM structures, which were successfully
influenced.

Now we describe our main observations for each chip individually.
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The cells in the most influenced Word Lines WIL,9 and WLsg in
manual and in automated modes are not covered by metal fillers, i.e.
have “gaps” atop.

The cells in the most influenced Bit Line BL3g in automated mode
have “gaps” atop. The majority of influenced cells are partially
covered by metal fillers.

Chip #4:

In automated mode, MIM structures of all coverage types are suc-
cessfully influenced, whereby the mostly influenced cells were the
cells covered by metal fillers.

In manual mode, MIM structures of all coverage types are success-
fully influenced regardless existence of “gaps” atop the cell.

Chip #9:

In automated mode, all types of MIM structure coverage are suc-
cessfully influenced, whereby the mostly influenced cells were the
cells with MIM structures covered by metal fillers.

In manual mode, all types of MIM structure coverage are successfully
influenced regardless existence of “gaps” atop the cell.

TABLE VI shows the number of analysed cells, influenced cells and
the number of observable laser influences in our experiments for each
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Table V
Number of laser influences observed in our experiments.
Number of analysed cells (without the broken cells) Chip #2 Chip #4 Chip #9
3143 3597 996
Number of observable laser influences Laser scan experiments in automated mode 709 30 83
Laser scan experiments in manual mode 77 1294 993
All laser scan experiments 786 1324 1076
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Fig. 22. The visualized overlaid matrix of: (a) - the chip #2; (b) - the chip #4;

(¢) — the chip #9.
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Fig. 23. The visualized overlaid matrix of cell sensitivity on all chips.

16

attacked chip and considering metal filler placements.

To estimate the influence of the metal fillers on the success of the
laser influence we calculated the relation of the number of observable
laser influences to the number of influenced cells for uncovered, partially
covered as well as covered cells separately. Comparing the calculated
relations we can conclude that the cells with “gaps” atop, i.e. those cells
uncovered by metal fillers, are only slightly more sensitive to laser
irradiation than partially covered or covered cells. Metal fillers seem to
be an effective countermeasure as they are blocking the laser beam, but
our experiments show that the MIM structures covered by metal fillers as
well as the not covered ones were successfully influenced. Thus, the
obvious solution — the use of metal fillers as a low-cost countermeasure —
is rather questionable and requires additional experiments to under-
stand which processes take place in RRAM cells during laser irradiation.
In the next section we compare our results with other published works.

Position of the

Metal fillers in 7
cross section

Top Metal 2

(a)

“Gap” where the laser beam
can go through

Single
RRAM cell

Metal 3 ©
Metal 2
Metal 1

Fig. 24. Attacked RRAM chip: (a) — part of the chip surface, captured using
100x magnification objective; (b) — SEM cross section image (FIB cut) of the
attacked RRAM chip.
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Fig. 25. Attacked RRAM cells, zoomed in: (a) — MIM structure covered by metal fillers; (b) — MIM structure not covered by metal fillers; (c) - MIM structure partially

covered by metal fillers.
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Fig. 26. Positions of influenced cells in the attacked chips considering metal fillers placement: (a) — chip #2; (b) — chip #4; (c) — chip #9.

7. Results comparison

Some works that investigated the sensitivity of RRAM cells to laser
irradiation have already been published. In this comparison, we selected
only publications that investigated HfO,-based RRAM structures.

In [7] authors performed attacks on RRAM cells built in 1R archi-
tecture. The MIM structure of the attacked cell was built in a TiN/-
Ti/HfO5/TiN stack. To attack RRAM cells three laser sources were used:
355 nm, 533 nm and 1064 nm. The spot size was fixed to 50 um. The
authors reported that they successfully influenced RRAM cells that were
programmed in HRS, i.e. transitions from HRS to LRS. All three laser
sources used showed the same effect on the successfully attacked cells.
So the authors concluded that the success of laser influence is inde-
pendent of the laser wavelength. Moreover the authors showed that the
observed transitions are caused by the temperature.

17
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In [8] authors attacked the RRAM cells built in 1T-1R architecture.
The MIM structure of the attacked cell was built in a TiN/Ti/HfO5/TiN
stack. To attack the RRAM cells a 1064 nm laser source was used. At-
tacks were performed with 50 ns pulse duration. The laser beam spot
size was fixed to 5 um. The authors observed transition of the attacked
RRAM cells from HRS to LRS under laser exposure. Authors ascribe these
transitions to temperature impact, i.e. heating that is caused by the laser.

In [9] the authors tested the RRAM cell based on a 1T-1R architec-
ture in standalone and operational modes. The MIM structure of the
attacked cell was built in a TiN/Hf/HfO,/TiN stack. In [9] authors
performed tests using laser source and heavy ion fluence. Here we focus
on discussing their laser tests. Laser testing was carried out through the
back-side with 1260 nm two-photon absorption (TPA) laser source.
Laser tests were performed with 150 fs pulse duration and using a 100 x
magnification objective. The latter allowed to achieve the Gaussian spot
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Table VI

Number of influenced cells in different modes for each chip considering metal fillers placement.

Analysed cells
Not covered

Number of
observable

Number of
influenced

cells

Number of
analysed
cells

Chip

Covered

Partially covered
Number of the
influenced

cells

Average

Number of

Number of the
influenced
cells

Average

Number of

Average

Number of

Number of the
influenced

cells

laser influences

number of

observable laser

number of

observable laser

number of

observable laser

influences per

cell

influences for the

influences per

cell

influences for the

influences per

cell

influences for the

influenced cells

influenced cells

influenced cells

1.62
1.02
1.07

296
611
624

183
601
581

1.65
1.02
1.06

84
186
112

51

2.03
1.02
1.11

406
527
340

200
518
306

786
1324
1076

434
1302
993

3143

3597

#2

183
106

#4

996

#9
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size of 1.2 ym. Authors reported the inability to influence the standalone
RRAM cell, i.e. no voltages to the cell are applied. Single RRAM cells
were not susceptible to either laser irradiation or heavy ion fluence.
However the authors were able to influence single RRAM cells that are
supplied with operational voltages. In particular the authors observed
the transitions from HRS to LRS of tested single RRAM cells. These
transitions are ascribed to the influence on a NMOS transistor, i.e.
charge collection in access transistor under laser irradiation.

In [10] authors attacked the RRAM cells based on a 1R architecture.
The MIM structure of the attacked cell was built in a TiN/Ti/HfO5/W
stack. The authors performed attacks with three single-photon absorp-
tion (SPA) laser sources: 1064 nm, 1024 nm and 976 nm. Mainly the
experiments were performed with 100 ns pulse duration and 25 pym spot
size. However authors considered also a 3 us pulse duration and
Continuous Wave (CW) operation mode. The authors attacked RRAM
cells with 12 ym and 3 pm laser spot sizes also. The authors did not
observe any significant impact on the attacked RRAM cells during the
laser irradiation in a pulsed mode. But they reported the damage of the
RRAM cell when it was exposed to the 1024 nm laser source in CW
mode. This damage was caused by the laser heating that burned the
tested RRAM cell. Even though no faults were observed till the RRAM
cell was damaged.

In [11] authors performed laser testing on a 1T-1R RRAM cell. The
tested cell was based on a HfO, insulator layer. They used a TPA laser
source with a wavelength of 1260 nm and a pulse duration of 150 fs. The
authors observed transitions from HRS to LRS of the tested RRAM cells.

In [12] authors exposed a standalone RRAM chip to laser irradiation.
The RRAM cells were based on HfOx insulator layer and built in a 1T-1R
architecture. To perform tests authors used an SPA laser source with a
wavelength of 1064 nm. The experiments were carried out with 20 ps
pulse duration and a spot size of 1.7 um. Authors showed that the tested
RRAM cells are robust to the single event effects since no transitions
were observed.

TABLE VII gives a short summary articles discussed here. TABLE VII.

The results obtained in our work are different. On the contrary to the
published works, in our experiments the RRAM cells programmed in
LRS, i.e. the cells in logical state ‘1’ and in ‘Stuck-at 1° state, are likely to
be influenced, see Fig. 21. Moreover, we are able to influence all logical
states of the cells but with different success ratios. This can be due to:

the use of a more powerful laser;

inherent features of the RRAM cell implementation in IHP 250 nm
technology, e.g. metal fillers;

e the number of laser shots performed on a single cell in our experi-
ments, i.e. multiple shots between two consecutive READ operations.

Hence, our experiments show that it is possible to influence RRAM
cells regardless of the programmed logical state.

8. Conclusion

In this work we investigated the sensitivity of the IHP RRAM chips to
optical Fault Injection attacks. We demonstrated that precise localized
injection of faults into RRAM chips using laser attacks can be successful.
Laser irradiation can influence the state of the cell significantly, i.e. cells
can change their logical state. States of the cells were successfully
manipulated in all attacked ITHP RRAM chips. Metal fillers seem to be an
obvious and effective countermeasure as they are blocking the laser
beam. But our experiments show that the success of optical FI attacks
depends not significantly on the placement of metal fillers over the MIM
structure of RRAM cell. Metal fillers may be a solution or part of a so-
lution, but in order to determine this, the role/influence of the metal
fillers on the effect of optical FI attacks needs further investigation.

Thus, the question how to protect RRAM cells against optical FI at-
tacks is still open and countermeasures might well be independent of the
placement of metal fillers.
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Table VII
Overview Of Previously Published Works.
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Ref. Cell architecture MIM structure

Laser source Laser influence

[71 1R TiN/Ti/HfO,/TiN

[8] 1T-1R TiN/Ti/HfO,/TiN"'

[9] 1T-1R TiN/Hf/HfO,/TiN

[10] 1R TiN/Ti/HfO/W

[11] 1T-1R HfO»-based

[12] 1T-1R HfO,-based

This work 1T-1R TiN/Ti/Al:HfO,/TiN

Wavelength: 355/533/1064 nm
Spot size: 50 pm
Pulse duration: 10 ns”
Wavelength: 1064 nm
Spot size: 5 um
Pulse duration: 50 ns
Wavelength: 1260 nm
Spot size: 1.2 ym
Pulse duration: 150 fs
Wavelength:
1064/1024/976 nm
Spot size:
25;12; 3 um
Pulse dur.: 0.1; 3 ps
Wavelength: 1260 nm
Spot size: 1.2 um
Pulse duration: 150° fs
Wavelength: 1064 nm
Spot size: 1.7 ym
Pulse duration: 20 ps
Wavelength: 808 nm
Spot size:
3%0.8; 6x1.5; 15x3.5; 60x14 ym?
Pulse duration:

20 - 5-10” ns

HRS to LRS

HRS to LRS

HRS to LRS

No transitions in RRAM cells

HRS to LRS

No transition in RRAM cells

HRS to LRS, LRS to HRS

? Not explicitly written.
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