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Side channel analysis (SCA) attacks are nowadays well-known threats for
cryptographic implementations. The measurement setup and its settings such
as the sampling rate for the measurements of traces significantly influence the
success rate of SCA attacks. In [Eisenbarth, Kasper, Moradi, Paar, Salma-
sizadeh & Shalmani (2008)] authors estimated technical requirements for the
SCA attack against AES. They varied the sampling rate used for trace captur-
ing to perform a successful vertical DPA attack and evaluated the number of
traces that are necessary to recover the secret key.

In this work we performed a horizontal DEMA attack [Kabin, Dyka, Kreiser
& Langendorfer (2018)] against traces of a kP execution captured with different
sampling rates of the oscilloscope. As a device under attack we used a develop-
ment board from Digilent [Arty-Z7 (2018)]. Instantiations of the investigated
THP kP design operating from 4 to 200 MHz clock frequency were ported to the
Zyng-7020 system on chip. The measurement setup consists of a Langer MFA-R,
0.2-75 near field probe connected to a LeCroy HD0O9404-MS oscilloscope. We
used sampling rates from 100 MS/s to 40 GS/s to capture traces of the kP
execution always at the same measurement position and with the same input
data for different operating frequencies. The traces captured with a wide range
(from 1 to 10000) measured samples per clock cycle allow us to investigate the
influence of the applied sampling rate on the correctness of the key revealed.

To the best of our knowledge, our attack results represent a first attempt to
evaluate the impact of the sampling rate of the measurements on the success of
horizontal SCA attack against an ECC implementation.
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