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Abstract—The integration of MQTT (Message Queuing
Telemetry Transport) in Industrial Internet of Things (IIoT)
systems enhances operational efficiency but introduces signifi-
cant security vulnerabilities, particularly through rogue MQTT
clients. These clients exploit MQTT weaknesses to disrupt in-
dustrial processes and compromise data integrity. This paper
examines the impact of rogue MQTT client attacks, demonstrated
through a detailed case study using the Fischertechnik Lernfabrik
4.0. We highlight how attackers can exploit MQTT’s inherent
vulnerabilities, including anonymous connections and message
retention, to inject false data and interfere with operations.

To address these risks, we propose several mitigation strate-
gies: implementing fine-grained authorization for topic access
control, enhancing replay attack protection with Message Au-
thentication Code (MAC), employing mutual TLS (mTLS) for
secure client authentication, and incorporating real-time client
activity monitoring and anomaly detection. These measures aim
to bolster IIoT system security, mitigate potential disruptions,
and maintain operational integrity. Our findings and recommen-
dations contribute to advancing security practices in MQTT-
based IIoT environments. All attack codes and a proof-of-concept
are publicly available.

Index Terms—Rogue Client; MQTT Protocol; Cyberattacks;
Cybersecurity.

I. INTRODUCTION

The integration of Industrial Internet of Things (IIoT) sys-
tems has revolutionized modern industrial operations, deliver-
ing unprecedented levels of efficiency and adaptability [1],
[2]. Central to this transformation is the MQTT (Message
Queuing Telemetry Transport) protocol [5], a lightweight,
publish-subscribe messaging protocol designed for real-time,
low-bandwidth communication across a myriad of IoT devices.
Its minimal overhead and effective data handling make MQTT
essential for the seamless connectivity of various industrial
components, including smart sensors, Programmable Logic
Controllers (PLCs), Human-Machine Interfaces (HMIs), and
end-users, thus enhancing the operational coherence of IIoT
systems.

However, this widespread adoption of MQTT in IIoT envi-
ronments introduces significant security vulnerabilities [11],
[12]. The very connectivity that enhances operational effi-
ciency also exposes these systems to sophisticated threats. A
particularly concerning issue is the exploitation of MQTT’s
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inherent weaknesses by rogue clients. These malicious entities
can disrupt industrial processes and manipulate system be-
haviors by exploiting the protocol’s vulnerabilities, leading to
compromised data integrity, erroneous operational decisions,
and severe security breaches.

In this paper, we delve into the impact of rogue MQTT
clients on MQTT-based IIoT systems, highlighting how these
attacks can exploit protocol vulnerabilities and disrupt indus-
trial operations. We present a comprehensive attack scenario
using the Fischertechnik Lernfabrik 4.0 I a5 a testbed, simu-
lating various attack vectors to underscore the profound risks
associated with these threats.

Our attack approach involves several key steps:

- Compromising the MQTT Broker: We first exploit
weaknesses in the MQTT broker’s security, including
directory fuzzing and static analysis of control software,
to gain unauthorized access and look out the current
broker settings.

- Offline Pre-Attack Phase: In this phase, we capture and
record MQTT packets to prepare for the main attack. We
focus on exploiting the MQTT protocol’s wildcard topic
vulnerability to sniff all messages and store critical data
for later use.

- Denial of Service (DoS) Attack: We then launch a DoS
attack to disconnect legitimate MQTT clients, ensuring
that our attack can proceed unimpeded. This involves
publishing malicious payloads to interrupt client com-
munication and using MQTT’s retain flag to persist the
disruption.

- Online Attack Phase: Finally, with legitimate clients
disconnected, we introduce a rogue MQTT client to
execute the main attack. This phase includes replaying
pre-recorded MQTT messages to simulate normal oper-
ations and performing a file upload attack via Secure
Shell/Secure Copy Protocol (SSH/SCP) to manipulate
factory processes and induce system instability.

To address these vulnerabilities, we propose a set of security
recommendations aimed at bolstering IIoT systems against
such threats. These include enhancing protocol security, imple-
menting fine-grained authorization mechanisms, and improv-
ing system monitoring for anomaly detection. By providing

Uhttps://www.fischertechnikwebshop.com/en-gb/trainingfactory-4-0-en-
gb



insights into these attack methods and their impacts, our work
aims to advance the security of IIoT ecosystems. Additionally,
our attack codes and proof-of-concept demonstrations are
publicly available [16] [17], encouraging further research and
collaborative efforts to strengthen defenses against emerging
threats in IIoT security.

The rest of the paper is structured as follows. Section II
discusses related works, while Section III presents the experi-
mental setup we used in this paper. In Section IV, we provide
an overview of both MQTT protocol, while Section V presents
our attack approach. Afterwards, we discuss our findings
in Section VI, and suggest some security recommendations
and mitigation solutions in Section VII, while Section VIII
concludes the paper.

II. RELATED WORK

Several studies have examined the vulnerabilities in MQTT-
based IIoT systems, particularly regarding rogue clients. In
[6], the authors demonstrated a man-in-the-middle (MitM)
attack where an adversary redirects IoT devices to a rogue
MQTT broker. While this attack is similar to ours in targeting
communication between devices and the broker, their method
fails when MQTT runs over TLS, whereas our approach
remains effective regardless of whether TLS is used. In [7], the
researchers presented an attack where a rogue IoT device acts
as an authorized device by bypassing MQTT broker authen-
tication. The rogue device subscribes to the wildcard topic
(‘#°) to intercept all communications. Although this aligns
with our use of rogue devices to exploit broker authentication,
their approach primarily focuses on data interception, while
our attack goes further, allowing us to disconnect legitimate
clients and execute more sophisticated attacks, such as re-
configuring factory controllers. The authors of [8] explored the
use of rogue devices to carry out a distributed denial-of-service
(DDoS) attack. By impersonating a legitimate device, the
rogue device can flood the network with traffic, overloading
the system. This is similar to our work in that we also use
a rogue device to disrupt the network, but our approach
combines a DoS attack with a replay attack, maintaining
control over the compromised system after legitimate clients
are disconnected. Similarly, [9] demonstrated how a rogue
device can intercept and manipulate communications in an
IoT network. The rogue device poses as a trusted component,
allowing it to alter or inject malicious data into the network.
While both approaches involve communication manipulation,
our attack focuses on exploiting the MQTT protocol itself
to execute a replay attack and compromise the system con-
figuration. Finally, Rostami et al. [10] showed how a rogue
device can exploit memory vulnerabilities in IoT systems to
trigger memory corruption and gain control. Although their
approach also involves taking control of devices, their focus
is on memory-level exploits, while our attack exploits weak
authentication and MQTT protocol flaws to take over system
functions without requiring memory-level attacks.

In contrast to these works, our approach integrates several
phases, including authentication bypass, message interception,

DoS, and replay attacks, to compromise IIoT systems more
comprehensively. This combination of attacks allows us to
not only intercept communications but also control factory
processes and disrupt operations, offering a more versatile
threat model against MQTT-based IIoT systems.

III. EXPERIMENTAL SETUP

To verify the attack method described in this paper, we
utilized a Fischertechnik training factory, also known as
Lernfabrik 4.0 9V. This system is designed for developing
Industry 4.0 applications, as shown in Figure 1. It allows for
simulating, understanding, and applying industrial automation
processes on a smaller scale before they are implemented in
larger settings. The factory is composed of four key industrial
workstations [15]:

- Vacuum Gripper Robot (VGR): A robot featuring a
vacuum gripper for handling objects.

- High-Bay Warehouse (HBW): An automated rack system
with 3x3 storage slots.

- Multi-Processing Station (MPO): Represents an industrial
oven and a machining workbench.

- Sorting Line and Color Detection (SLD): Includes a
conveyor belt, color detection unit, and part sorting
mechanism.

SCC Multi-processing Station (MPO)

High-Bay Warehouse (HBW)

Vacuum Gripper Robot (VGR) DPS

Fig. 1: Fischertechnik Lernfabrik 4.0 9V, adapted from [15].

In addition to these workstations, the factory includes vari-
ous additional modules, such as a Delivery and Pickup System
(DPS), a Near-Field Communication (NFC) reader/writer, an
RGB camera, and a Sensor Station with a camera (SSC) for
collecting further data. The production environment simulates
moving small workpieces of various colors (white, red, and
blue), with each workpiece equipped with a unique NFC
tag. This tag stores data such as the color and production
history, including timestamps. The factory setup consists of
six Fischertechnik TXT 4.0 controllers, as depicted in fig. 2.

The TXT controllers communicate bidirectionally with the
central controller (TXT-0), which acts as an MQTT broker,
connecting the controllers via a Wi-Fi network provided by a
TP-Link Router. TXT-0, configured as a cloud client, links
to the Fischertechnik cloud using a remote MQTT bridge.
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Fig. 2: Block Diagram of the Lernfabrik 4.0, adapted from
[15].

Users can monitor and interact with the factory’s produc-
tion processes through a web-based cloud dashboard. As
the cloud master, TXT-0 is equipped with a USB camera
and environmental sensors to monitor air pressure, humidity,
temperature, and gas levels. TXT-1 to TXT-4 controllers also
serve as cloud masters, with TXT-1 having an extension. TXT-
2 controls the warehouse, TXT-3 manages the DPS, and TXT-
4 operates the SLD station. The block diagram illustrates the
typical manufacturing flow from DSI to DSO, with each TXT
controller running compiled C++ code for its designated tasks.

IV. MQTT PRrOTOCOL

MQTT is a lightweight messaging protocol specifically
designed for scenarios with low bandwidth, high latency, or
unreliable network conditions [14]. Figure 3 illustrates the
structure of an MQTT packet, which comprises a fixed header,
and in some cases, a variable header and payload, depending
on the packet type.
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Packet Type

For example,
CONNECT, PUBLISH,
SUBSCRIBE, etc.

Fig. 3: MQTT Packet Structure, adopted from [3].

The packet format is determined by its type, which can vary
based on the MQTT operation being performed. The following
sections describe the components of an MQTT packet:

1) Fixed Header: Present in all MQTT packets, the fixed

header includes key information:

- Packet Type (4 bits): Specifies the type of MQTT packet,
such as CONNECT, PUBLISH, or SUBSCRIBE.

- Flags (4 bits): Contains various control flags, which vary
depending on the packet type (e.g., Quality of Service
(QoS) level, Duplicate (DUP) flag, Retain flag).

- Packet Length (variable length): Represents the length of
the variable header and payload, using a variable-length
encoding scheme where each byte reserves 7 bits for the
length.

2) Variable Header: The variable header is optional and its
structure is dependent on the packet type. It contains additional
details specific to the operation being performed.

3) Payload: The payload carries the actual data being
transmitted. Its structure varies depending on the type of
packet:

- For a CONNECT packet, the payload includes the client
identifier, will topic, will message, username, and password.

- For a PUBLISH packet, the payload contains the message
topic and the message itself.

- For a SUBSCRIBE packet, the payload lists topic filters
and the requested QoS levels.

The MQTT protocol follows a publish-subscribe model,
which provides an efficient communication framework. The
core components of the MQTT architecture include:

- Publisher: Sends messages to a specific topic managed
by the broker.

- Subscriber: Subscribes to one or more topics and re-
ceives messages from the broker.

- Broker: Facilitates the communication between publish-
ers and subscribers.

- Topics: Act as communication channels to which mes-
sages are published and from which subscribers retrieve
messages.

IoT devices communicate with the MQTT broker over
the Transmission Control Protocol/Internet Protocol (TCP/IP).
These devices can function as publishers, subscribers, or both,
within the MQTT framework. The interaction is managed
through MQTT topic names, which are designated by the
publisher and subscribed to by the subscriber. Adhering to the
correct convention when defining MQTT topic names is es-
sential for seamless communication between [oT devices (e.g.,
Programmable Logic Controllers, PLCs) and cloud servers.

Notably, publishers and subscribers are not required to know
the IP addresses of other devices to communicate effectively,
as the broker manages message routing. For example, a PLC
may publish a message with the topic "sensor/temperature,"”
where the payload contains the current temperature reading.
This well-structured approach ensures efficient, targeted com-
munication between IoT devices and cloud infrastructure, as
detailed in [13]. Each MQTT message sent to the broker
carries a distinct topic and payload, encapsulating the core
data being transmitted.
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Fig. 4: Overview of MQTT Rogue Client Attack Approach

V. ATTACK APPROACH

Our attack approach is illustrated in Figure 4, which outlines
the steps taken to conduct rogue MQTT client attack on
our Fischertechnik system, specifically targeting the TXT-
3 controller (part of the VGR module). While this work
primarily focuses on the TXT-3, the approach is applicable
to other controllers, depending on the specific processes each
automates. The attack is conducted in five phases:

1) Breaking the authentication of the TP-Link router.
2) Compromising the security of the MQTT Broker.
3) Offline Pre-attack Phase.

4) Disconnecting legitimate clients via a DoS attack.
5) Executing the Online Attack.

In this work, we omit the detailed depiction of the first
phase, which has been extensively covered in our previous
paper [2]. Our emphasis in this paper is solely on phases 2,
3,4, and 5 as elucidated in the following subsections.

A. Compromising the Security of the MQTT Broker

The MQTT broker plays a central role in managing com-
munication between clients in an MQTT-based IIoT system.

Compromising the broker’s security enables unauthorized ac-
cess to all communications between connected devices. Our
approach introduces a novel method for bypassing the broker’s
authentication, differing from previous techniques discussed in
[2]-[4]. This phase consists of two main steps:

1) Directory Fuzzing on an MQTT Client’s Webserver:
Directory fuzzing involves probing the MQTT client’s web-
server (in our setup, the TXT-3) by sending a series of HTTP
requests to identify existing URL paths. By using predefined
wordlists, such as the SecLists wordlist?, and tools like ﬁ‘uf3
or gobuster®, we automated the process of detecting accessible
directories. HTTP status codes (e.g., 200 for success, 404 for
non-existent paths) were used to determine valid paths. This
fuzzing technique revealed the critical directory /txt, which
contained control programs and configuration files, such as
the TxtParkPosVGR C++ program, essential for managing the
TXT-3 controller’s logic (see Figure 5).

2) Static Analysis of Control Software: Following the dis-
covery of the TxtParkPosVGR C++ program, we performed

Zhttps://github.com/danielmiessler/SecLists
3https://github.com/ffuf/ffuf
“https://github.com/OJ/gobuster
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static analysis to examine the program without executing
it. Using the Ghidra decompiler’, we reverse-engineered the
program into a more human-readable form, allowing us to
identify key functions and critical information, such as the
IP address, port, username, and password used to establish
MQTT connections (see Figure 6).

Decompile: main - (TxtFactoryVGR)

:Value((Value *)&local
t((char *)&local
alue::asBool();
alue((Value *)&l
:~Value((Value *)&lo
:Value((Value *)&
e::get((char *)&local
rasString[abi:cxx11] ()
t~Value((Value *)&local _3ag);
:~Value((Value *)&l
ue: :Value((Value *)&loc
:get((char *)&local_3af
alue::asInt();

::Value((Value *)&
e::get((char *)&local
rasString[abi:cxx11]()
i~Value((Value *)&loca
:~Value((Value *}&lc
:Value(aVStack
e::get((char *)&local _60¢,aVst )
e::asstring[abi:cxx11]();

Fig. 6: Static Analysis of TxtFactoryVGR Program

This analysis provided the details necessary to further
compromise the MQTT broker and prepare for the next phase
of the attack.

B. Offline Pre-Attack Phase

With access to the MQTT broker established, the next phase
involves an offline attack. Figure 7 provides an overview of
this phase. Here, we exploit the MQTT protocol’s wildcard

Shttps://ghidra-sre.org/

topic vulnerability, which allows clients to subscribe to the
"#" topic, effectively giving them access to all messages on
the broker.

During this phase, we perform packet sniffing to record
MQTT packets, focusing on MQTT PUBLISH messages.
These packets are processed, and we filter out Quality of
Service (QoS) 0 messages, which are primarily used for
streaming video payloads that are irrelevant to our attack.
Instead, we store QoS 1 messages, which are crucial for
controlling the factory processes, in a database, mapping each
message to a timestamp for our subsequent replay attack.

C. Denial of Service (DoS) Attack

Following the collection of critical MQTT messages, the
next step is to disconnect legitimate clients from the broker
by executing a DoS attack. The attack is directed at the
shared topic "flo/state/ack", which is responsible for error
acknowledgment messages between TXT controllers.

By publishing a malicious payload to this topic, we cause
the legitimate controllers to disconnect, preventing them from
interfering with the attack. To ensure the disconnection is
persistent, we exploit MQTT’s "Retain" flag, which stores
the malicious payload on the broker. Any attempt by a
client to reconnect results in the immediate re-transmission of
the retained payload, keeping legitimate devices disconnected
throughout the attack.

D. Online Attack Phase

With legitimate clients disconnected, we introduce a rogue
MQTT client to carry out the online phase of the attack, see
figure 8. This phase consists of two main steps:
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1) Replay of Pre-Recorded MQTT Messages:

To avoid detection by system administrators or factory op-
erators, we perform a replay attack using the MQTT messages
recorded during the offline phase. These messages are replayed
in real time to simulate normal factory operations. By ensuring
that the timestamps and other relevant integrity checks are
adjusted to match real-time conditions, the attack remains
hidden from the Fischertechnik Cloud Dashboard.

2) File Upload Attack via SSH/SCP:

While the factory operations are being mimicked through
the replay attack, we also exploit weak SSH credentials
(default: RoboPro:RoboPro) to gain direct access to the TXT-
3 controller. Using SCP protocol, we upload a malicious
configuration file (Config. ParkPos.json) that controls the VGR
arm’s movements within the factory.

Once the malicious file is in place, we restart the controller
via SSH, causing the factory system to adopt the new, altered
configuration. As a result, the VGR arm behaves erratically,
disrupting factory operations, leading to potential damage or
complete system failure, see our proof-of-concept [17].

VI. FINDINGS & DISCUSSION

During our research, we discovered several vulnerabilities
in the web interface of the IloT device that we tested. Upon
navigating to the root URL path ("/"), a login page was
presented, which was not easily guessable. This indicated
an effort by the web server to restrict unauthorized access.
However, while the login requirement prevented unauthorized
writes to the system, it did not completely secure the device.
Through directory fuzzing, we uncovered hidden URL paths
that were accessible with only read permissions. Even with just
read access, these hidden paths exposed sensitive information
and created potential attack vectors that could be exploited to
launch further attacks.

Our attack methodology proved effective regardless of
whether plain MQTT (on port 1883) or secure MQTT (on port

8883) was being used. In the case of secure MQTT which en-
crypts traffic using TLS, an attacker can bypass the encryption
by waiting for the MQTT handler or library at the application
layer to decode the traffic. Once the traffic is processed,
the attacker can extract critical MQTT information, such as
topics, QoS levels, and payloads. The delay in extracting this
information, compared to monitoring direct network traffic, is
only a few milliseconds, making this approach highly feasible.
In our test scenario, we monitored unencrypted traffic for
simplicity, but the attack remains equally effective in encrypted
environments.

Moreover, our attack specifically targets the MQTT pro-
tocol at the application layer, bypassing the need to exploit
lower layers of the TCP/IP stack. Unlike typical Man-in-
the-Middle (MiTM) attacks that rely on Address Resolution
Protocol (ARP) spoofing or Internet Control Message Protocol
(ICMP) redirects to intercept traffic, our approach leverages
a fundamental feature of MQTT itself. By subscribing to
the wildcard topic "#", an attacker can effortlessly sniff all
MQTT traffic without needing to perform complex network-
layer attacks. This is feasible because the MQTT configuration
did not provide the detailed authorization for subscribing to
topics that may leak sensitive information.

These findings demonstrate the inherent vulnerabilities
within MQTT-based IloT systems, where even limited access
or knowledge of the system can lead to significant exploitation
opportunities.

VII. MITIGATION SOLUTIONS

To effectively mitigate our rogue client attack, a combi-
nation of technical measures and best practices is required.
Below, we recommend key mitigation strategies that, when
applied, would prevent the presented attack from being suc-
cessful.
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A. Fine-Grained Authorization (FGA)

Our findings indicate that many MQTT-based IIoT systems,
including the Fischertechnik Lernfabrik 4.0, suffer from a
lack of fine-grained authorization controls for topics. This
deficiency is not unique to the Fischertechnik system but is a
common issue in many MQTT implementations. The MQTT
protocol, by default, does not include robust mechanisms for
restricting which publishers can publish to specific topics.

Without FGA, any client with valid MQTT authentication
credentials—or even an anonymous connection—can publish
messages to any topic within the broker’s domain. This lack
of control allows potential attackers to exploit the system by
injecting unauthorized messages or disrupting critical commu-
nication channels.

In IIoT environments, this vulnerability can lead to severe
operational disruptions. For example, an attacker could in-
terfere with production processes, manipulate sensor data, or
send erroneous commands to control systems. To address this
issue, MQTT implementations should incorporate fine-grained
authorization mechanisms. These would allow for detailed
access controls, where permissions to publish or subscribe
to specific topics are granted based on the client’s role and

credentials. Implementing hierarchical topic restrictions and
role-based access controls are essential for mitigating these
risks and securing IloT systems.

B. Replay Attack Protection

Replay attack protection is another critical area where
many MQTT-based IIoT systems show vulnerabilities. Our
experiments revealed that while some systems implement time
stamping to ensure message freshness, such as the Fischertech-
nik system, this approach alone is insufficient for robust
protection against replay attacks.

In general, time stamping helps prevent the reprocessing
of old messages by discarding messages with outdated times-
tamps. However, if the timestamp validation process is not
secure, attackers can easily manipulate or forge timestamps,
circumventing these defenses. This was observed in our case
study and reflects a broader issue in MQTT-based systems.

To provide effective protection against replay attacks, IIoT
systems should incorporate more robust security measures.
Implementing Message Authentication Code (MAC) or simi-
lar cryptographic techniques would significantly enhance the
integrity and authenticity of messages. MAC ensures that



messages have not been tampered with and verifies their
source, making it much harder for attackers to successfully
execute replay attacks.

C. Client Authentication Using Mutual TLS (mTLS)

One of the most effective ways to prevent rogue MQTT
clients from connecting to a broker is by employing mutual
Transport Layer Security (mTLS). In traditional TLS, only
the client verifies the broker’s identity, but in mTLS, both the
client and the broker authenticate each other using certificates.
This provides an additional layer of security, ensuring that only
authenticated devices can connect and interact with the MQTT
broker.

By implementing mTLS, IIoT systems can ensure that rogue
clients lacking valid certificates are unable to establish a
connection with the broker. Furthermore, the use of strong
encryption within TLS ensures that communications between
legitimate clients and the broker remain secure, mitigating
risks such as data interception or tampering during transmis-
sion. Additionally, rotating certificates periodically can further
reduce the risk of key compromise and ensure security.

D. Client Activity Monitoring and Anomaly Detection

Another important mitigation strategy is continuous moni-
toring of MQTT client activities and implementing anomaly
detection mechanisms. By setting up real-time logging and
tracking of client behavior, brokers can detect abnormal ac-
tivities such as rapid message publication, unauthorized topic
subscriptions, or unusual connection attempts that could indi-
cate rogue client activity. Anomaly detection can be powered
by machine learning models or rule-based systems to identify
patterns that deviate from expected behavior.

If an anomalous behavior is detected, such as a client
attempting to publish to unauthorized topics or sending a
high volume of messages in a short time, the broker can
trigger automated actions like client disconnection, throttling,
or alerting administrators. This proactive monitoring helps
identify rogue clients in real-time, providing an additional line
of defense against attacks.

VIII. CONCLUSION

This paper explores MQTT rogue client attacks in IIoT
systems, using the Fischertechnik Lernfabrik 4.0 as a case
study. We demonstrated how vulnerabilities in the MQTT
protocol, such as weak authentication and authorization, can
be exploited to disrupt industrial operations, posing significant
security risks. In response, we proposed mitigation strategies,
including fine-grained authorization, mutual TLS for authen-
tication, replay attack protection, and real-time monitoring.
These measures can strengthen MQTT-based IloT systems
against rogue client attacks.

Our research highlights the importance of ongoing efforts
to improve IIoT security and encourages collaboration within
the research community to protect industrial systems from
evolving threats.
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