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Abstract—As Industrial Internet of Things (IloT) continues to
revolutionize industrial processes, the security of these systems
becomes paramount. This work contributes to ongoing efforts to
uncover security issues in IIoT-based systems, specifically those
that allow attackers to conduct stealthy control logic injections.
To achieve this, we designed an attack aimed at compromis-
ing IToT-based systems by exploiting vulnerabilities within the
MQTT and SFTP protocols. The attack specifically targets the
interaction between IoT devices and Programmable Logic Con-
trollers (PLCs) through MQTT communication, while utilizing
the SFTP protocol for file transfer, with the goal of infecting
and manipulating PLCs discreetly. We initially demonstrate that
attackers can leverage weaknesses in the SFTP protocol to inject
malicious control logic into IoT-PLCs. Subsequently, attackers
exploit the lack of robust security mechanisms in the MQTT
protocol to conceal their injection, orchestrating a deception by
falsifying the user-dashboard view. This manipulation ensures
that the injected control logic remains hidden, presenting a
fabricated operational status to the end-user. Finally, we propose
a set of security recommendations and mitigation solutions to
safeguard IIoT systems against such a severe attack scenario.
Our attack codes, along with a proof-of-concept, are publicly
available.
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I. INTRODUCTION

The Industrial Internet of Things (IloT) has ushered in a
trans-formative era for industrial processes, with loT-enabled
Programmable Logic Controllers (IoT-PLCs) emerging as a
revolutionary force. These devices seamlessly integrate tradi-
tional industrial systems with advanced digital technologies,
fostering unprecedented levels of efficiency and connectivity.

IoT-PLCs act as the nerve center, collecting and transmitting
real-time data from machinery and sensors [1]. This influx
of data allows for predictive maintenance, minimizing down-
time and optimizing operational performance. Moreover, loT-
PLCs facilitate remote monitoring and control, empowering
industries to manage operations from anywhere in the world,
enhancing responsiveness and reducing operational costs.

In IToT Systems, the Message Queuing Telemetry Transport
(MQTT) [2] and Secure File Transfer Protocol (SFTP) [3]
play pivotal roles in ensuring seamless communication and
secure data exchange. MQTT facilitates efficient real-time
messaging between IoT devices and PLCs, enabling swift and
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reliable data transmission. Its lightweight, publish-subscribe
architecture optimizes bandwidth usage, crucial for resource-
constrained IoT environments. On the other hand, SFTP
ensures the secure transfer of critical data files between de-
vices and servers in [oT-PLC based systems. With encryption
and authentication mechanisms, SFTP safeguards sensitive
information, addressing the paramount need for data integrity
and confidentiality in industrial settings. Together, MQTT
and SFTP establish a robust communication infrastructure,
fostering the scalability, reliability, and security essential for
the successful integration and operation of IIoT Systems. How-
ever, their adoption introduces notable security challenges. For
instance, MQTT may lack robust built-in security features,
making devices vulnerable to unauthorized access and data
breaches. Additionally, the simplicity of SFTP, while efficient
for file transfers, poses also security risks such as unauthorized
access and potential data interception during transmission.
Therefore, it becomes imperative to investigate security issues
in IoT-PLC based systems, precisely those rely on the security
of both MQTT and SFTP protocols.

In this paper, we meticulously exploit vulnerabilities within
the MQTT and SFTP protocols, and conduct a control logic
injection attack tailored to compromise the integrity of IoT-
PLC device. To further amplify the potency of our attack, we
adeptly manipulate the user interface by fabricating a decep-
tive view for the user-dashboard. Operating covertly within
the MQTT publisher-subscriber network model, we simulate
the transmission of legitimate MQTT packets, meticulously
concealing the malicious payload from the user’s purview.
This strategic manipulation ensures that the user-dashboard
consistently displays falsified information, camouflaging the
ongoing subversion of control logic with the IoT-PLC.

In response to the presented attack scenario, our paper
proffers targeted mitigation strategies aimed at neutraliz-
ing the threat vectors introduced through MQTT and SFTP
vulnerabilities. Our recommendations include implementing
secure authentication and authorization measures, introduc-
ing a strong encryption mechanism to secure communica-
tion between MQTT clients and brokers, integrating a topic
whitelisting to restrict clients to subscribe only certain topics,
setting proper file permission on SFTP servers, configuring
the SFTP server securely, among many others. As we nav-
igate the intricate interplay between IIoT technologies and
evolving cyber threats, this paper seeks to contribute to the



collective understanding of potential vulnerabilities and, more
importantly, to inspire proactive measures that will secure the
foundation of our industrial interconnected future. To validate
our findings, we have published our proof-of-concept of the
attack we conducted in this paper, as well as all codes in [30],
and [29], respectively.

The rest of the paper is organized as follows. In Section
II, we delve into related works, and Section III outlines
the experimental setup employed in this study. Moving on
to Section IV, we offer an overview of both the MQTT
and SFTP protocols, and in Section V, we elaborate on our
chosen attack approach. Following that, we propose security
recommendations and mitigation solutions in Section VI, and
Section VII serves as the conclusion of the paper.

II. RELATED WORK

Stealthy control logic injection attacks in IIoT systems aim
to modify the programs running in IoT-PLCs without alerting
the system operators [4], [5]. Alladi et al. [6] showed that
adversaries with unauthorized access to the IIoT network can
inject malicious code into the compromised device. Another
research group [7] demonstrated a malicious injection attack
in IIoT systems where attackers aim to steal data from the
compromised nodes and then generate unauthorized actions
in the target system. Andy et al. [8§] demonstrated different
attack scenarios based on the lack of security features in
the MQTT protocol. In one of these scenarios, the authors
proved that attackers who are able to sniff the traffic in IoT
systems, would be also able to modify the payload of the
MQTT packets, precisely the topics. Barua et al. [9] presented
an attack that can exploit both availability and integrity of an
industrial IoT-PLC settings. The authors managed successfully
to disclose a vulnerability in different MQTT protocol variants,
which allows adversaries to exploit the memory de-duplication
feature of the cloud. Their attack approach caused disruption
to the physical process.

All the aforementioned attack scenarios could be detected
by ICS operators as they were not designed to be stealthy.
In contrast, our attack approach is more severe and entirely
concealed, ensuring the ICS operator sees only what he/she
expects, making detection challenging.

III. EXPERIMENTAL SETUP

To test our attack approach presented in this paper, we used
a Fischertechnik training factory! (known also as Lernfabrik
4.0 9V) which is used for developing Industry 4.0 applications
see figure 1. The factory enables automated industrial activities
to be simulated, understood, and applied on a small scale
before being implemented on a larger scale. It is comprised
of four industrial workstations [10]:
- Vacuum Gripper Robot (VGR): a station featuring a robot
equipped with a vacuum gripper.
- High-Bay Warehouse (HBW): a station housing an auto-
mated rack warehouse with 3x3 slots.

Uhttps://www.fischertechnikwebshop.com/de-DE/lernfabrik-4-0-de-de
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Fig. 1. Fischertechnik Lernfabrik 4.0 9V, adopted from [10].

- Multi-Processing Station (MPO): simulating an industrial
oven and machining bench.

- Sorting Line and Color Detection (SLD): a station
equipped with a conveyor, color detection system, and
part separator.

In addition to these workstations, the factory incorporates
various modules, such as a Delivery and Pickup module
(DPS), a Near-Field Communication (NFC) reader/writer, an
RGB camera module, and a Sensor Station with Camera
(SSC) designed to capture supplementary data. The production
simulation involves the movement of small workpieces of
different colors (white, red, and blue) within the environment.
Each workpiece is assigned to a unique NFC identification
tag, enabling the recording of color and production history,
inclusive of date and time information. The configuration of
the factory comprises six Fischertechnik TXT 4.0 controllers
(see Figure 2).
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Fig. 2. Block Diagram of the Lernfabrik 4.0, adopted from [10].

The TXT controllers establish bidirectional communication
exclusively with a central TXT controller denoted as TXT-0.
Acting as an MQTT broker, TXT-0 facilitates the exchange of
messages with other controllers connected to a Wi-Fi network
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through an TP-Link Router. Configured as a cloud client, TXT-
0 establishes a connection to Fischertechnik’s cloud via a
remote MQTT bridge. Users can access a dashboard through a
web browser in the cloud, enabling them to view information
and interact with specific production processes within the
factory. TXT-0 is equipped with a Universal Serial Bus (USB)
camera and an environmental sensor, providing data on air
pressure, humidity, temperature, and gases. Four controllers,
TXT-1 to TXT-4, function as cloud masters within the MPO
station, two TXT controllers (TXT-1) are present, with one
configured as an extension under the control of the TXT-
1 master. TXT-2 manages the automated warehouse for the
HBW station, while the TXT-3 controller controls the DPS
module in the VGR station. TXT-4 oversees operations in the
SLD station.

The standard sequence of work-piece manufacturing, start-
ing from DSI and concluding at DSO (considering storage
and production), is illustrated in the block diagram by broad
arrows labeled in alphabetical order from ’a’ to ’f’. Each TXT
controller receives an executable file containing compiled C++
code to govern its respective station.

IV. OVERVIEW OF MQTT & SFTP
A. MQTT Protocol

MQTT is a lightweight messaging protocol designed for
low-bandwidth, high-latency or unreliable networks. It follows
a publish-subscribe model (see Figure 3), where clients com-
municate through a central broker [11]. The key components
include:

Fig. 3. MQTT Publish-Subscribe model in IIoT Systems.

- Publisher: sends messages to a specific topic on the broker.

- Subscriber: subscribes to one or more topics and receives
messages from the broker.

- Broker: manages the communication between publishers
and subscribers.

- Topics: act as communication channels or categories to
which messages are published and from which subscribers
receive messages.

IoT devices establish MQTT connections with the broker us-
ing Transmission Control Protocol/Internet Protocol (TCP/IP).
They can act as publishers, subscribers, or both. Connection
between them occurs through MQTT topic names declared
by publishers in messages and subscribed by subscribers. To
transmit MQTT messages between IoT devices and cloud
servers, correct topic names following the convention are es-
sential. Publishers and subscribers don’t need to know source
and destination IP addresses for communication [12]. Each
MQTT message from a publisher to the broker includes a
specific topic and payload. The payload holds the actual data,
such as a PLC publishing a message on “sensor/temperature”
with the current temperature reading.

B. Security Issues in MOTT

The MQTT protocol exhibits several security issues [13]
that eventually might lead to several attack scenarios against
IoT and IIoT Systems. In the following, we illustrate these
security issues.

1) Confidentiality: The MQTT protocol lacks inherent en-
cryption as it relies on the TCP protocol. While the MQTT



broker provides authentication security, restricting connections
and governing node access, the protocol lacks default encryp-
tion and various protection mechanisms [13]. Consequently,
MQTT security relies on non-encrypted authentication [8],
[14], posing a risk of sensitive data extraction through traffic
analysis. For instance, attackers on the same network can
sniff "CONNECT” packets, extracting plaintext credentials
[15]. Figure 4 shows a captured CONNECT packet in transit
between a publisher (TXT-3 controller) and the MQTT broker
(TXT-0 controller) in our experimental setup .

Msg Len: 33

Protocol Name Length: 4
Protocol Name: MQTT
Version: MQTT v3.1.1 (4)
Keep Alive: 60

Client ID Length: 11
Client ID: ft-txt-3969
User Name Length: 3

User Name: txt

Password Length: 3

Password: Xtx
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Fig. 4. MQTT CONNECT Packet: Client Credentials are sent in Plaintext.

2) Authentication: By default, MQTT lacks client authenti-
cation, enabling potential attackers to anonymously subscribe
to and publish messages using the broker’s IP address and port.
Malicious publishers could exploit this to remotely disrupt
IoT devices by sending commands like ”OFF,” "FORMAT,”
or "RESET.” Similarly, nefarious subscribers could compro-
mise system confidentiality by subscribing to all topics using
wildcards, intercepting and disclosing sensitive information to
unauthorized entities [16]. For instance, an attacker acting
as a malicious publisher might send disruptive commands
like "RESET,” causing a fleet of IoT devices to unexpectedly
reboot. As a malicious subscriber, the attacker subscribes to
all topics using wildcards, allowing them to intercept and
collect all messages within the MQTT network. This could
lead to the disclosure of sensitive information, compromising
the confidentiality and integrity of any IloT System.

3) Integrity: When untrusted or anonymous MQTT clients
connect to the broker, there’s a risk of message data ma-
nipulation, especially in unencrypted connections, making it
susceptible to Man-in-the-Middle (MitM) attacks. In IoT-PLC
scenarios, attackers might exploit this vulnerability during
firmware update, leading to unauthorized control over PLCs.

Due to the the aforementioned vulnerabilities, an attacker
could inject malicious MQTT messages, exploiting weak-
nesses in encryption or broker configuration. For instance, by
manipulating the payload of a message, they might trick a
subscriber into executing unauthorized commands or altering
the normal flow of operations.

C. SFTP Protocol

SFTP is a network protocol that provides secure file access,
file transfer, and file management functionalities over an en-

crypted connection. The key characteristics of SFTP include:

- Authentication: utilizes cryptographic keys or user-
name/password for user authentication.

- Encryption: encrypts data during transmission, preventing
unauthorized access.

- Integrity: ensures data integrity through checksum and
hashing.

- Portability: platform-independent and runs over the Secure
Shell (SSH) protocol.

SFTP is commonly used for secure file transfers, partic-
ularly in scenarios where data confidentiality and integrity
are paramount, such as in business data exchanges or server
backups.

D. Security Issues in SFTP

1) Weak Authentication Mechanisms: If SFTP is configured
with weak authentication mechanisms, such as simple pass-
words or outdated cryptographic keys, attackers could gain
unauthorized access. Once inside, they might inject malicious
logic into files being transferred.

2) Insufficient Logging and Monitoring: Inadequate log-
ging and monitoring capabilities can make it challenging
to detect suspicious activities. Attackers could exploit this
weakness to inject control logic stealthily without triggering
alarms.

3) Brute Force Attacks: SFTP servers may be vulnerable to
brute force attacks where an attacker repeatedly tries to guess
the username and password combination [17].

4) SSH Vulnerabilities: SFTP relies on SSH for its security.
Any vulnerabilities in the underlying SSH implementation
could potentially affect SFTP [18].

5) Permissions and Access Controls: Improper file and
directory permissions may lead to unauthorized access.

In an SFTP client-server model, an attacker might exploit
weak authentication, insufficient logging, server default con-
figurations, etc. to inject malicious commands or scripts into
files being transferred.

V. CONTROL LOGIC INJECTION ATTACK

In Figure 5, we present a high-level overview of the control
logic injection attack conducted on our Fischertechnik Lern-
fabrik 4.0 system (see Figure 1). The attack consists of four
main phases:

- Breaking the Authentication of the TP-Link Router.

- Breaking the Authentication of MQTT Broker.

- Infecting the Control Logic Program.

- Concealing the Infection.

In the following sub-sections, we provide a detailed expla-
nation of each phase.

A. Breaking the Authentication of the TP-Link Router

The initial step for an attacker is to compromise the security
of the Wi-Fi router, specifically in our scenario, the TP-Link
router. This is typically achieved by exploiting vulnerabilities
in its firmware or configuration settings. Such exploits may
involve tactics like leveraging default credentials or using



B Let me guess
your credentials

<- - . Fake View
N Y
AY
\
1

Brute-forcing against
MQTT Proker

| just cannot
imagine how
bad it could be

Tempering the program

© 1Po: 192.168.0.10

@ 1P1:192.168.0.11

© Cloud Client @ 1P2: 192.168.0.12
O Master @ 1P3: 192.168.0.13
O Extension @ 1P4: 192.168.0.14

IP1 TP-LINK Router

D Hello, mate !
A | am a real client
------ -
1
! 1
1
1
.
7
_____ v
_____ dal
A= ssc
! N e !
! 1 Sending crafted
1 : l :_ MQTT Packets :
] !
1 1 .
Y ] Terribly sorry !l
: N A but | need to
S S A, .- break you
I 1
! ! 1PO
1c 1 (7*,
! LIP3 o | NNV,
Cony) S~
1! ; = KTy
. b < -
. 1
i 1
1
1

Brute-forcing against
TP-Link Router

MQTT local

> MQTT remote

v
Production Sequence (a...f)

Fig. 5. High-level Overview of our Stealthy Control Logic Injection Attack.

brute-force attacks, as described in [19], [20]. In our work,
we also employ a common brute-force attack [28] to breach
the TP-Link router. Depending on the password complexity,
the guessing process may range from a few seconds (for
an 8-character password) to 30 minutes (for a 16-character
password). Once the router is compromised, unauthorized
access is obtained, enabling us to manipulate network settings,
intercept traffic, or potentially launch further attacks on TXT
controllers connected to the network.

B. Breaking the Security of MQTT Broker

Following the compromise of the TP-Link router, our focus
shifts to infiltrating the MQTT broker’s security. The MQTT
broker (in our case TXT-0 controller) acts as a central hub
for managing communication between devices in an IIoT
ecosystem. Security breaches at this level can be particularly
concerning as they may enable unauthorized access to sensitive
data and control commands exchanged between the MQTT
broker and other TXT controllers (IoT devices). For our
experimental setup, we can break the authentication of the
MQTT broker in different ways as follows.

- Brute-force Attack: an attacker can use automatic tools
to produce multiple sequential guesses to compromise
the ciphertext [19], or user credentials can be retrieved
through running possible tries by the attacker during the
authentication phase [20].

- Sniffing Attack: here, attacker has access the MQTT net-
work and can sniff MQTT packets, precisely CONNECT
packets that contain the user credentials sent in plaintext
see figure 4. However, this method has limitations as the
attacker needs to wait until a CONNECT packet is sent
from an IoT node to the broker.

- Retrieving User Credentials: To break the security of
MQTT broker, an attacker could check the MQTT config-
urations in the TXT-0 controller with PuTTY? terminal. If
the configuration file is not well protected i.e., not access
restricted to root-users, the attacker can get credentials to
establish an MQTT connection with TXT controller(s).
The MQTT configuration file may contain credentials

2PuTTY is a free software that allows a remote connection with IoT devices
(TXT controllers) via Secure Shell Access (SSH), particularly via port 22. It
is available online: https://www.chiark.greenend.org.uk/ sgtatham/putty/



for local broker or remote connection to work as MQTT
bridge as shown in figure 6.
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Fig. 6. Retrieving User Credentials using PuTTY tool

In our example, the MQTT broker (TXT-0 Controller)
is set up with default credentials, such as ’txt’ as user-
name and ’xtx’ as password. Nevertheless, even if the
controller’s credentials were different, PuTTY software
can consistently retrieve them. This provides attackers
with the capability to intercept, manipulate, and inject
malicious payloads into the communication stream be-
tween IoT nodes (e.g., publishers - TXT controllers and
subscribers - dashboards.).

C. Infect the Control logic Program

The TXT controllers are integrated with an SFTP interface,
allowing secure file transfer from and to the remote user.
Please note that TXT controllers simulate real-hardware PLCs
(e.g., Siemens S7-1500 PLCs, Rockwell Automation PLCs,
Beckhoff TwinCAT PLCs) which also utilize the SFTP proto-
col to transfer files over the IloT network.

In this work, to inject the TXT controllers (in our case the
TXT-3 controller), we used an open-source software called
FileZilla® that allows to establish a secure channel with the
FTP server on the target TXT controller, transmitting mali-
cious executable files i.e., control logic programs to compro-
mise the integrity of the targeted controller.

To do so, attackers need only to know the IP address of
the target, the username and password used for the SSH
connection, as well as the port which has always a fix value
’22’ (see Figure 7). Please note that for our experimental setup,
the SSH connection credentials are default i.e., '/ROBOpro’.
However, even if the SSH connection was configured with
different credentials, attackers can still retrieve the credentials
used for the SSH connection, utilizing our Brute-Force attack
mentioned in Section V-A. For our experimental setup, the at-
tacker’s program disrupts the Fischertechnik system operation,
causing inappropriate movements in the VGR workstation (See
the proof-of-concept referenced in [29]).

The unidirectional authentication mechanism allows the
attacker to establish an SFTP connection without breaching
target [oT devices’ authentication measures. By exploiting the
SFTP protocol, the attacker not only uploads malicious files

3https://filezilla-project.org/

but also exfiltrates critical data (e.g., control logic programs,
files, certificates) from the victim controller, escalating the
potential impact of the breach.

D. Concealing the Injection (Fake View)

To conceal our injection, it is imperative to meticulously
fabricate the user’s view, presenting a fake view that aligns
seamlessly with the user’s expectation. The user-dashboard
serves as a dedicated subscriber within the MQTT publisher-
subscriber paradigm. In this model, MQTT packets, emanating
from various publishers (TXT Controllers) at regular intervals,
relay real-time operational status updates for each workstation.
The user-dashboard subscribes to all relevant topics, ensuring
comprehensive coverage of the operational landscape.

Exploiting the inherent openness of the MQTT protocol,
attackers can surreptitiously intercept and record these packets
during prior sessions. Subsequently, the adversary pushes the
recorded MQTT packets into the stream destined for the un-
suspecting victim subscriber (user-dashboard). It is noteworthy
that the subscriber, adhering to the MQTT protocol, lacks ro-
bust authentication and checksum mechanisms to validate the
authenticity of packet sources, as expounded in Section IV-B.
Consequently, the subscriber remains inherently susceptible to
the reception and processing of injected packets, perpetuating
the illusion of genuine operational statuses to the end user.
The absence of source authentication in MQTT exacerbates
the challenge of discerning between legitimate and injected
packets, underscoring the effectiveness of our stealthy control
logic injection approach. Figure 8 shows the user view under
two cases: 1) when we conduct a normal control logic injection
attack (highlighted in green), 2) when we conceal our control
logic injection attack by fabricating the view for the user i.e.,
shows him always what he expects to see (highlighted in red).

VI. MITIGATION SOLUTIONS

Mitigating our stealthy control logic injection attack sce-
nario in IIoT Systems, particularly when involving MQTT
and SFTP, requires a combination of technical and procedural
measures as follows.

A. MQTT-specific Mitigation

1) Authentication and Authorization: It is recommended
to implement strong authentication mechanisms for MQTT,
such as MQTT-Auth [21], MQTT with Application Program-
ming Interface (API) key authentication [22], and MQTT with
X.509 Certificates [23]. Such mechanisms ensure that only
authorized devices can publish and subscribe to relevant topics.

2) TLS/SSL Encryption: The channels between MQTT
clients and brokers expose IIoT systems to various network
based attacks e.g., MitM, replay, injection, etc. Thus, we need
to secure those channels by implementing Transport Layer
Security (TLS) or Secure Sockets Layer (SSL) for encrypted
communication between MQTT clients and brokers as sug-
gested in [24]. This helps to prevent malicious eavesdropping
and tampering activities.
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3) Topic Whitelisting: Implementing topic whitelisting re-
stricts MQTT clients to subscribe only specific topics as
proposed in [25]. This helps to control the flow of information
and prevents unauthorized access.

4) Payload Validation: The success of our injection was
due to the fact that MQTT payloads are not checked and
validated by any integrity check mechanism. Thus attackers
could easily manipulate the payload of MQTT packets and
the victim MQTT publisher/subscriber will not realized that
the payload was manipulated. For all that, it is recommended
to implement an integrity check mechanism e.g., [26], that
adheres to the expected format and doesn’t contain malicious
content.

B. SFTP-Specific Mitigation Strategies

1) Secure File Permissions: To enhance the security of
SFTP servers, it is imperative to establish meticulous control
over file permissions similar to what [27] suggested. By con-
figuring access rights judiciously, the system can restrict file
access exclusively to authorized users, thereby safeguarding
sensitive data from unauthorized entities.

2) Secure Configuration: A crucial aspect of fortifying
SFTP servers involves the secure configuration of the system.
Disabling unnecessary services is paramount in mitigating po-
tential vulnerabilities and thwarting attempts of unauthorized
access by malicious actors. This step significantly contributes
to the overall robustness of the SFTP server, reinforcing its
resilience against potential security breaches.

3) Security Pairing and Mutual Authentication: The im-
plementation of robust security measures such as security

pairing and mutual authentication is instrumental in fortifying
the security posture of the Industrial Internet of Things (IloT)
environment. These measures specifically address the risk
of control logic injection attacks through MQTT and SFTP
channels. By enforcing stringent authentication processes, the
system ensures that only legitimate entities are granted access,
thereby minimizing the risk of unauthorized infiltration.

Regularly reviewing and updating security measures is
paramount to staying abreast of evolving threats. This proac-
tive approach ensures that the mitigation strategies remain ef-
fective in the face of emerging security challenges, maintaining
the integrity and security of the IloT environment over time.

VII. CONCLUSION

In this paper, we delve into the intricacies of control logic
injection attacks, emphasizing their significance within the
context of Industrial Internet of Things (IloT)-based systems.
Our investigation focuses on exploiting vulnerabilities in both
MQTT and SFTP protocols, demonstrating a severe control
logic injection attack scenario. We conceal our injection in
such a way that users will consistently see what they expect,
heightening the severity of this scenario in IloT-based systems,
particularly when IoT-PLCs are utilized and employ MQTT
and SFTP without implementing necessary security practices.

To alleviate the impact of our attack, we propose security
solutions. If implemented, our attack would either be unsuc-
cessful, or at the very least, users could detect it at an early
stage. We have made the proof of concept, along with the
attack codes, publicly available for further research.
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