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Abstract—Honeypots serve as decoy systems that attract and
monitor intruders, offering insights into their behavior. When
interconnected, these honeypots form honeynets, simulating high-
value environments to engage attackers and facilitate deeper
analysis. However, in Industrial Internet of Things (IIoT) net-
works, deploying honeypots presents challenges such as static
configurations, lack of network context, and difficulties in scaling.

In this paper, we introduce TrapNet, a scalable, lightweight
honeynet framework specifically designed for IIoT environments.
TrapNet combines compact, on-site honeypots with large-scale,
adaptive honeynets deployed on fog and cloud infrastructures
using microservices. This approach enables fast deployment,
scalability, and flexibility, providing an effective solution for
IIoT cybersecurity. Our experimental results show that TrapNet
efficiently detects intrusions while maintaining low resource
overhead. Additionally, all code and configurations used in this
study are publicly available, fostering further research and
innovation in honeynet design and IIoT security.

Index Terms—Honeypots, Cybersecurity, IIoT Security, Fog
Computing, Cloud Infrastructure

I. INTRODUCTION

The rapid growth of the Industrial Internet of Things
(IToT) and Industrial Control Systems (ICS) has revolutionized
automation and control across critical infrastructure sectors.
However, this increased connectivity has also heightened the
exposure of these systems to cyber-attacks [1]. Traditional
security mechanisms are often ill-equipped to keep pace with
the evolving nature of these threats, which necessitates the
adoption of more advanced strategies such as anomaly detec-
tion and proactive security measures. One promising approach
is the use of honeypots [2], which are decoy systems designed
to attract attackers and capture valuable insights into their
Tactics, Techniques, and Procedures (TTPs). When integrated
into a network of decoys, known as a honeynet, honeypots
simulate high-value environments, engaging attackers over
extended periods and providing deeper insights into their
behavior [3].

Despite their effectiveness, deploying honeypots in IIoT
environments presents several challenges [4]. Traditional hon-
eypots are often static, isolated from real-world network
contexts, and difficult to scale across large, geographically
distributed infrastructures. Furthermore, the limited computa-
tional resources of IIoT and ICS networks add complexity
to the deployment and management of these decoy systems
[5], [6]. The emergence of cloud-based and fog computing

infrastructures offers a potential solution to these challenges
by enabling scalable, flexible, and resource-efficient honeynet
architectures that can be centrally managed and dynamically
adjusted to the evolving threat landscape.

In this paper, we introduce TrapNet, a novel framework de-
signed to deploy honeynets in IIoT environments. TrapNet in-
tegrates lightweight on-site honeypots with a dynamic, cloud-
based honeynet. By leveraging microservices, fog computing,
and cloud infrastructure, TrapNet enables rapid deployment
and seamless scalability, making it an ideal solution for IIoT
cybersecurity. The framework is composed of three key layers:

1) IIoT Remote Site: This layer includes IIoT devices such
as Human Machine Interfaces (HMIs), Programmable
Logic Controllers (PLCs), sensors, and acuators. These
devices interact with the honeynet via the Honeynet
Interface, forwarding malicious activity to the cloud for
further analysis.

2) Honeynet Provisioning Service: This layer manages
the configuration and security of the honeynet and
includes:

o Configuration Backend: that provisions the Hon-
eynet Interface and cloud infrastructure.

e VPN Gateway: to ensure secure communication
between the IIoT site and the cloud.

o Certificate Authority (CA) and Application Pro-
gramming Interface (API) Gateway services to en-
force secure authentication and communication.

o Integration with a Logging Service and Security
Information and Event Management (SIEM) system
for effective intrusion detection and monitoring.

3) Cloud Service Layer: The honeynet is hosted in the
cloud, utilizing containerized honeypots to emulate ICS
environments. This layer supports dynamic scalability,
enabling the deployment of honeypots based on traffic
volume and attacker behavior.

For the implementation of TrapNet, we selected IloT-
relevant honeypot artifacts, including PLCs and MQTT bro-
kers, from two Fischertechnik Lernfabrik systems (24V1 and
9V?). These artifacts were containerized and deployed on

Thttps://www.fischertechnik.de/de-de/industrie-und-
hochschulen/technische-dokumente/simulieren/lernfabrik-4-0-24v

Zhttps://www.fischertechnik.de/de-de/industrie-und-
hochschulen/technische-dokumente/simulieren/lernfabrik-4-0-9v-v-2



cloud infrastructure, allowing for scalable and flexible de-
ployment. A lightweight edge connector securely links the
honeypots to the cloud environment, ensuring seamless com-
munication and data flow between on-site IloT devices and
the cloud-based honeynet.

Extensive testing has validated the framework’s reliabil-
ity and effectiveness across various industrial settings. Our
experimental results demonstrate that TrapNet provides a
scalable, flexible, and efficient solution for IIoT cybersecurity.
These results underscore its potential, and we have made the
framework’s code [19] publicly available to encourage further
research and development in IIoT security.

The rest of this paper is organized as follows: Section II
reviews related work, highlighting existing approaches and
their limitations. Section III provides a detailed description
of the TrapNet framework, including its architecture and
key components. Section IV presents the implementation and
deployment of TrapNet framework, while Section V shows the
results and evaluates the framework’s performance. Section VI
discusses our results as well as findings, and we conclude this
paper with Section VII.

II. RELATED WORK

The use of honeypots in ICS and IIoT environments has
been extensively explored, with a primary focus on simulating
ICS devices such as PLCs and HMIs to capture attacker
behavior [7], [8]. While these efforts have provided valuable
insights, they are often based on static, isolated setups that
do not integrate with real-world IIoT networks. This limits
their scalability and effectiveness. In contrast, the TrapNet
framework offers a dynamic, scalable solution by integrating
key IIoT components—such as MQTT brokers and SCADA
servers—through cloud infrastructure, providing greater flexi-
bility and fidelity in capturing cyber threats.

Cloud-based honeypots, such as those deployed on plat-
forms like Amazon Web Services (AWS), offer scalability
but face challenges specific to IloT, such as edge device
constraints and hybrid infrastructure integration [9], [10].
TrapNet addresses these challenges by combining lightweight,
on-premise honeypots with cloud-based microservices. This
hybrid approach allows for the localized capture of attacker
traffic, which is then securely forwarded to the cloud for
further analysis. As a result, TrapNet ensures both scalability
and accurate IIoT network emulation.

Modular and containerized honeypot systems have also been
proposed to enhance scalability and flexibility [11]. However,
these systems often overlook practical deployment challenges,
such as secure communication and automated provisioning.
TrapNet improves on these frameworks by incorporating se-
cure Virtual Private Network (VPN) tunneling, automated pro-
visioning, and integration with SIEM systems. These features
provide a comprehensive, resource-efficient honeynet solution
tailored for IIoT environments.

In summary, while existing research offers valuable foun-
dations, many honeypot solutions fall short of addressing the
combined requirements of scalability, hybrid integration, and

real-time adaptability in IIoT systems. TrapNet overcomes
these limitations by providing a dynamic, secure honeynet
framework that seamlessly integrates on-premise and cloud
components to enhance IloT cybersecurity.

III. TrapNet FRAMEWORK ARCHITECTURE

The architecture of the TrapNet framework, illustrated in
Figure 1, is optimized to minimize the impact on IloT net-
works while leveraging cloud infrastructure for robust data
processing, analysis, and scalability. At the core of this ar-
chitecture is the Honeynet Interface, a lightweight, virtualized
component that resides within the IIoT network. This interface
serves as the primary traffic sink, intercepting and capturing
all network traffic directed toward the honeynet, which is then
securely routed to the cloud or fog network for further analysis
and emulation. Crucially, the honeynet remains isolated from
the production network, ensuring that no malicious data can
propagate back to critical industrial systems. This isolation
is maintained by preventing any outbound communication
from the honeynet to the IloT environment, safeguarding the
operational integrity of the network.

The TrapNet framework consists of three key layers, each
addressing specific challenges in IIoT cybersecurity: 1) IIoT
Remote Site, 2) Honeynet Provisioning Service, and 3) Cloud
Service Layer. Below, we provide a detailed explanation of
each layer.

A. IIoT Remote Site

This layer represents the physical on-site environment of
the IIoT, which includes a wide range of industrial devices
such as HMIs, PLCs, sensors, actuators, SCADA systems, and
message brokers like MQTT brokers. These devices interact
with the honeynet via the Honeynet Interface, which captures
all network traffic, including any malicious or anomalous
activity. The Honeynet Interface forwards this data securely to
the cloud-based honeynet for further analysis and emulation.

Technically, the Honeynet Interface is designed as a low-
overhead virtual component that can be deployed on existing
IIoT infrastructure without significant performance degrada-
tion. It supports multiple network protocols and integrates
seamlessly with IloT-specific protocols such as Modbus, OPC-
UA, and MQTT to ensure comprehensive threat detection.
Additionally, the interface supports advanced traffic filtering
techniques, enabling it to selectively capture suspicious traffic
patterns indicative of known or unknown cyberattacks, includ-
ing scanning, exploitation attempts, and lateral movement.

B. Honeynet Provisioning Service

This layer serves as a critical intermediary layer that
manages the security, configuration, and orchestration of the
honeynet components. This service enables the dynamic and
efficient deployment of the honeynet and ensures seamless
communication between IIoT devices and cloud-based hon-
eypots. Key components of this layer include:
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Fig. 1: TrapNet Architecture: Interaction Across the Three Layers.

1) Configuration Backend: This component automates the
setup and provisioning of the Honeynet Interface and cloud-
based infrastructure, handling tasks such as network configu-
ration, container orchestration, and resource allocation. Tools
like Ansible and Terraform are used to ensure consistent,
automated deployments across geographically distributed IIoT
sites. The backend is designed to scale with the number of
deployed sites, enabling TrapNet to operate efficiently in large
industrial environments.

2) VPN Gateway: This component establishes and main-
tains secure, encrypted communication channels between the
IIoT remote site and the cloud honeynet. It uses standard
encryption protocols (e.g., [Psec or WireGuard) to ensure data
confidentiality, integrity, and authenticity during transit. The
VPN gateway also manages the dynamic assignment of IP
addresses and network routes, ensuring that only authorized
devices can connect to the honeynet.

3) CA and API Gateway: This system enforces strong
authentication mechanisms through mutual Transport Layer
Security (mTLS) protocols, ensuring that only trusted devices
and services can communicate with the honeynet. The CA

is responsible for managing digital certificates, while the
API Gateway ensures secure communication between system
components by acting as a proxy that verifies access rights
and logs API interactions.

4) Logging Service and SIEM Integration: This com-
ponent is responsible for capturing and storing logs from
all system activities, including honeynet interactions, traffic
patterns, and security events. These logs are forwarded to
a SIEM system, which analyzes the data to detect security
anomalies, track potential intrusions, and generate actionable
threat intelligence. The integration of real-time logging and
SIEM ensures that any attack or abnormal behavior is imme-
diately identified and responded to.

C. Cloud Service Layer

The cloud service layer hosts the honeynet itself, enabling
flexible and scalable deployment of honeypots to emulate a
variety of IloT devices and systems. This layer is designed
to dynamically allocate resources, adapt to varying attack
patterns, and scale based on traffic volume. Key components
of this layer include:
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Fig. 2: TrapNet Deployment Architectures: 1) Fischertechnik Lernfabrik 9V. 2) Fischertechnik Lernfabrik 24V.

1) Containerized Honeynet: At the core of this layer are
containerized honeypots, which emulate real IIoT devices such
as PLCs, MQTT brokers, SCADA servers, and sensors. These
honeypots are designed to mimic the behavior and vulner-
abilities of industrial systems, providing attackers with the
opportunity to interact with them in ways that offer valuable
insights into attack methods and techniques. Containerization
enables efficient deployment and management of these hon-
eypots, allowing for isolation while sharing resources within
the cloud infrastructure.

2) Container Service: This service manages the deploy-
ment, orchestration, and lifecycle of honeypots. It ensures
that the appropriate resources are dynamically allocated based
on real-time traffic analysis and attack behavior. Container
orchestration tools like Kubernetes are used to automatically
scale honeypot resources, ensuring that the system effectively
responds to changing threat landscapes.

3) Service Provisioning Layer: This component automates
the rapid provisioning and scaling of honeynet resources in
response to evolving cyber threats. It allows for horizontal
scaling (by adding more honeypots) or vertical scaling (by
increasing the capacity of existing honeypots) depending on
the volume of interactions or the severity of attacks. Cloud-
native services, such as AWS Lambda or Google Cloud
Functions, are employed for event-driven scaling, ensuring
that the system can handle traffic spikes without overloading
individual components.

In conclusion, TrapNet’s multi-layered architecture inte-
grates advanced features such as containerization, automated
provisioning, and secure communications to create a dynamic,
scalable, and highly effective solution for IIoT cybersecurity.
By incorporating real-time traffic analysis, SIEM integration,

and machine learning-driven anomaly detection, TrapNet en-
sures that IIoT networks can swiftly adapt to emerging threats,
providing both real-time threat engagement and long-term
cybersecurity resilience.

IV. IMPLEMENTATION AND DEPLOYMENT OF TrapNet

The TrapNet system is designed to simulate a training
IIoT platform, replicating essential components of a real
IIoT environment. The implementation involves two honeynet
deployments, each capable of being deployed in either a fog
or cloud network, depending on specific requirements. Both
deployments are modeled after the Fischertechnik Lernfabrik
24V and 9V systems.

Each component of the deployment is encapsulated as a
standalone Docker container, promoting modularity and scala-
bility. This architecture allows for the integration of additional
elements, such as SCADA systems, data analysis modules, and
logging tools, to meet specific IloT simulation needs [12].

Figure 2 illustrates the architecture of the two primary
deployment setups:

e Deployment /1/: Based on the Fischertechnik Lernfabrik
9V, this setup includes components such as an MQTT
broker, temperature and humidity sensors, and a Node-
RED user interface.

Deployment /2/: Built on the Fischertechnik Lernfab-
rik 24V, this configuration features an OPC-UA server
emulator for simulating PLC communication, along with
similar core components.

Both setups employ a virtual interface on the on-site connec-
tor, securely routing traffic through Iptables and a WireGuard
VPN to the cloud infrastructure.



A. Developed IlIoT Components

While many components, such as MQTT brokers and Se-
cure Shell (SSH) honeypots, utilize existing Docker images,
certain honeynet components required custom development.
These include sensors and actuators designed to simulate real-
istic IToT applications, ensuring the honeynet appears authentic
and is not easily detected by attackers [13].

1) MQTT Sensors and Actuators: The emulated sensors
generate realistic industrial metrics—such as air quality, hu-
midity, temperature, and pressure—and publish them to the
MQTT broker. This behavior mimics that of real IIoT sensors,
enhancing the honeynet’s deception capability. The workflow,
shown in Figure 3, demonstrates the process from initialization
and metric generation to the publishing of data via MQTT.
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Fig. 3: Sensor Emulation Workflow.

2) Camera Emulator: The camera emulator simulates the
Fischertechnik HMI-controlled camera. It processes movement
commands sent via MQTT and responds with a Base64-
encoded image of the IIoT environment. Figure 4 outlines its
functionality, from MQTT subscription to command execution
and image transmission.

3) OPC-UA Emulation Server: In deployment /2/ (Fis-
chertechnik 24V), the Siemens PLC communicates via OPC-
UA. To replicate this functionality, we developed a container-
ized OPC-UA server. This server emulates PLC operations,
such as variable reading and configuration changes.

The emulation process involves two main steps:

o Data Harvesting: A script named opc_collector.py uti-

lizes the Python-OPC-UA library to explore the structure
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Fig. 4: Camera Emulation Workflow.

of the real PLC’s data nodes. The script collects detailed
information such as variable names, values, and config-
urations, creating a dataset that accurately represents the
PLC’s functionality. This data is stored for use during the
emulation phase.

e Server Emulation: Another script, serverpy, uses the

harvested data to deploy it in a virtual OPC-UA server.
The server behaves like a real PLC, offering realistic
responses to client queries. For example, attackers at-
tempting to read or modify variables will interact with
the emulated server, which responds as though it were an
authentic PLC.

By presenting a convincing fagade, this setup lures attackers
into revealing their tactics without risking real infrastructure.
This emulated server provides a safe yet realistic target for
cyberattacks, enabling the system to analyze attacker behavior
and collect valuable intelligence for securing IIoT environ-
ments.

V. EVALUATION & RESULTS

The evaluation of the TrapNet framework focused on three
primary aspects: functionality testing, performance bench-
marking, and simulated attack scenarios. These evaluations
demonstrate the framework’s ability to replicate IloT environ-
ments accurately, deliver realistic response times, and capture
detailed attack traces.

A. Functionality Testing

A series of functionality tests, presented in Table I, validated
the interaction between various honeynet components, includ-



TABLE I: Actions Tested for Various Elements in the Honeynet Deployments.

Tested Element

Target

Actions Tested

SSH

Cowrie

Login
Shell commands

MQTT

Mosquitto broker

Connect

Authenticate

Ping
Subscribe

Unsubscribe

HMI (MQTT)

Sensor/Actuators

Write data
Receive data

OPC-UA

PLC

Session request

Session disconnect

Variable read

Write request

ing SSH, MQTT, HMI, and OPC-UA services. These tests
ensured that the deployed honeypots accurately simulated IIoT
devices and supported a wide range of attack scenarios [10],
[13], [15]-[17]. The results confirmed seamless interactivity
and compatibility, replicating the behavior of genuine IloT
systems under both user and adversary interactions.

B. Performance Evaluation

Performance was assessed by measuring response times
across different environments. These tests compared the per-
formance of the honeynet deployed in: 1) the cloud, 2) a
local honeypot connected directly to the local interface i.e.,
fog network, and 3) the actual Fischertechnik Lernfabrik. The
goal was to evaluate how similar the user or attacker experi-
ence is when interacting with the honeynet. Long delays or
poor performance could undermine the honeynet’s deception
capabilities, emphasizing the need for realistic response times.

1) MQTT Performance: Figure 5 illustrates the response
times of MQTT operations across different deployments. The
cloud honeynet deployment shows slightly higher response
times compared to the local fog network deployment, which
more closely mirrors the actual Fischertechnik Lernfabrik.
These findings show that the fog deployment offers the best
balance between performance and realism.

2) OPC-UA Performance: As shown in Figure 6, the OPC-
UA response times for the cloud deployment are slightly
higher compared to the fog network deployment. While the
cloud deployment excels in scalability, the fog deployment
provides a more realistic response time suitable for immediate
interactions. This flexibility ensures the honeynet remains
effective regardless of deployment conditions.

C. Attack Scenario Evaluation

The simulated attack scenario validated the honeynet’s abil-
ity to detect and log adversarial actions. The attack process
consisted of multiple phases:

o Network Access: The attacker connects to the network
and begins reconnaissance activities.

e Scanning and Fingerprinting: The attacker scans and
fingerprints the network, interacting with decoy IP ad-

dresses assigned to TrapNet. This triggers logging and
real-time alerts.

e Device Enumeration: The attacker identifies both Trap-
Net components and legitimate IIoT devices, often focus-
ing on TrapNet due to perceived vulnerabilities.

e Service Interaction: Interactions include port scans,
brute-force attacks, and authentication attempts. Detailed
logs of these activities are captured and forwarded to the
cloud logging service.

e Service Exploitation: The attacker executes commands
and explores vulnerabilities within the honeynet, such as
accessing MQTT topics or interacting with the HMI. Ev-
ery action is meticulously logged for post-attack analysis.

o Attack Logs and Insights: Table II provides examples of
logs generated during the attack, illustrating the detailed
traceability of adversarial actions.

VI. DISCUSSION AND FINDINGS

The evaluation of the TrapNet framework demonstrated its
capability to simulate realistic IIoT environments and detect
adversarial activities, with a particular emphasis on its unique
contributions to IIoT security.

A. Contributions of TrapNet Framework

One of the key innovations of the TrapNet framework
is the deployment of honeypots that emulate a variety of
IIoT services e.g., SSH, MQTT, HMI, OPC UA, etc. within
a scalable architecture that can operate both in cloud and
fog network environments. By leveraging containerization,
TrapNet achieves a modular and flexible design that allows
for dynamic provisioning and seamless interaction between
emulated and real devices.

Another aspect is the integration of custom-developed com-
ponents such as MQTT sensors, actuators, and OPC UA
servers, which are crucial for maintaining the realism of the
simulated IIoT environment. These components enhance the
honeynet’s ability to deceive attackers and make detection
more difficult, providing a high level of engagement in both
the cloud and fog deployments.
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B. Performance and Realism

Performance testing revealed that the fog network deploy-
ment offers the best balance between realism and response
time, with latency close to that of the real IIoT system. In
contrast, the cloud deployment demonstrated scalability but
with higher latency due to network overhead, highlighting
a trade-off between performance and scalability in honeynet
deployment.

The results from MQTT and OPC UA performance tests
indicate that TrapNet can successfully emulate real-time in-
teraction in IloT systems, capturing attacker behaviors while

maintaining realistic response times in the fog network deploy-
ment. This makes TrapNet an effective tool for simulating IIoT
environments that closely mimic real-world conditions.

C. Attack Scenario Findings

In the simulated attack scenarios, TrapNet successfully
attracted adversarial interactions by using decoy IP addresses
and exposing realistic services. The attacker’s reconnaissance
and exploitation attempts were logged in detail, providing
valuable insights into attack patterns and techniques. This
ability to simulate and log complex attack sequences, such as



TABLE II: Example Logs Captured During Attack Scenarios.

Timestamp Service

Captured Activity

2024-12-15 14:32:01 MQTT Broker

Unauthorized access attempt on topic “/sensor/data”

2024-12-15 14:33:45 SSH Honeypot

Login attempt with credentials: user=root, pass=123456

2024-12-15 14:34:10 OPC-UA Server

Variable write request for node “ns=2;i=2043"

2024-12-15 14:35:02 | HMI Web Interface

Command injection attempt detected in URL query: “/exec?cmd=rm -rf /”

port scans and command injections, sets TrapNet apart from
traditional security systems, which may not capture such in-
depth attack behavior.

VII. CONCLUSION

This paper introduced the TrapNet framework, a honeynet
solution designed to enhance IloT security by simulating
realistic environments, enabling dynamic resource scaling, and
providing robust attack detection. The evaluation confirmed
that TrapNet effectively replicates key IIoT components like
MQTT brokers, OPC-UA servers, and HMIs, capturing de-
tailed attack data and supporting proactive defense strategies.
Performance tests showed a balance between realism and
scalability, with the fog network deployment offering optimal
response times, while the cloud deployment excelled in scal-
ability.

Overall, TrapNet represents a significant advancement in
IIoT cybersecurity, enabling realistic attack simulations and
improving network security. Future work will focus on inte-
grating machine learning for anomaly detection and expanding
support for additional IIoT protocols.
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