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Abstract—Modbus is a widely-used industrial protocol in
Supervisory Control and Data Acquisition (SCADA) systems for
different purposes such as controlling remote devices, monitoring
physical processes, data acquisition, etc. Unfortunately, such
a protocol lacks security means i.e., authentication, integrity,
and confidentiality. This has exposed industrial plants using
the Modbus protocol and made them attractive to malicious
adversaries who could perform various kinds of cyber-attacks
causing significant consequences as Stuxnet showed. In this
paper, we exploit the insecurity of the Modbus protocol and
perform a stealthy false command injection scenario concealing
our injection from the SCADA operator. Our attack approach is
comprised of two main phases: 1) Pre-attack phase (offline) where
an attacker sniffs, collects and stores sufficient valid request-
response pairs in a database, 2) Attack phase (online) where
the attacker performs false command injection and conceals his
injection by replaying a valid response from his database upon
each request sent from the HMI user. Such a scenario is quite
severe and might cause disastrous damages in SCADA systems
and critical infrastructures if it is successfully implemented
by malicious adversaries. Finally, we suggest some appropriate
mitigation solutions to prevent such a serious threat.

Index Terms— SCADA; PLCs; ICSs; Modbus Protocol;
Cyber-attacks; Command Injection Attacks;

I. INTRODUCTION

Supervisory Control and Data Acquisition (SCADA) sys-
tems are employed by millions of industries and plants to mon-
itor and control critical physical processes such as oil and gas
facilities, water treatment systems, nuclear plants, electrical
power grids, etc. SCADA systems provide users with a fully
automated control, as well as a remote access and service mon-
itor. Typical SCADA systems consist of different industrial
components e.g., Engineering Work Stations (EWSs), Human
Machine Interfaces (HMIs), Programmable Logic Controllers
(PLCs), Input/Output (I/O) modules, sensors, valves, motors,
and others [1]. Due to the necessity of having a remote
management in the critical infrastructures, SCADA systems
are increasingly connected to Ethernet and Transmission Con-
trol Protocol/Internet Protocol (TCP/IP) based networks e.g.,
Internet, as well as Virtual Private Network (VPN)-based
remote access to reduce maintenance costs [2]. Unfortunately,
this connectivity brings its own risks and exposes millions of
systems to cyber-attacks from the outer world that were not
existing in the air-gapped era [3].

The security of SCADA systems has been recently a major
focus of the cyber-security researchers and industrial engineers
due to the critical role they play in any automation company.
It is not a secret that many old SCADA components with no
security measures are still operating in many critical plants
for two major reasons. First, industrial devices have a long
life-cycle (twenty years or longer) which results in not being
security patched (up-to-date) for a while. Secondly, there
may be legacy devices that are not compatible with newer
security-improved protocols. Wherefore, we should expect
that many insecure SCADA devices are placed in remote
locations and linked to the outer world via Internet. Thus,
if a skilled adversary gains access to a SCADA network, he
can perform malicious attacks to disrupt the physical process
that the target system controls, which eventually might cause
serious damages as Stuxnet [4], BlackEnergy [5], Shamoon
[6], Kemuri [7] and German Steel Mill [8] showed.

Along with the system-level security concerns, SCADA pro-
tocols such as Modbus, Distributed Network Protocol (DNP3),
High Level Data Link Control (HDLC), International Electro
Technical Commission (IEC) 60870, etc. are substantially
vulnerable and lack fundamental security mechanisms [9]. All
these protocols provide client/server communications between
different SCADA devices connected on different buses or
networks. The Modbus protocol [10] is believed to be the most
common industrial protocol implemented by hundreds of ven-
dors on thousands of device models to transfer digital/analog
inputs/outputs and register data between the connected devices
e.g., HMIs and PLCs. Despite that Modbus provides the indus-
trial community with simplicity, applicability, and efficiency,
it contains multiple vulnerabilities that have allowed attackers
to exploit the insecurity of the protocol and conduct different
attacks e.g., reconnaissance activity, command injection, data
injection, access injection, etc. Hijacking the interconnection
between PLC and HMI devices represents the most often used
attack scenario targeting SCADA systems using the Modbus
such the one occurred against Maroochy water breach [11].

In this work, we introduce a stealthy False Command
Injection (FCI) attack approach based on integrating a database
containing real Modbus request-response pairs between PLC
and HMI devices. The database is created prior to the launch
of our attack i.e., offline. In our approach, an attacker placed in



a man-in-the-middle (MITM) position interrupts the Modbus
requests sent from the HMI dropping them from the network
so they do not reach the PLC, compares them to the ones
existing in his database, and then replies to the HMI with
the expected responses. Meanwhile, he can inject the PLC
with false commands i.e., sending malicious requests that alter
inputs or outputs causing a dangerous behavior on his will. In
other words, our approach effectively decouples the PLC from
the HMI i.e., it generates two independent communication
flows: one between the PLC and the attacker, and the other
between the attacker and the HMI. This scenario is quite severe
as the SCADA operator is tricked in a way that he is always
shown fake views while the PLC is processing malicious
commands sent by the attacker. For a practical implementation,
we conducted our approach on a virtual SCADA system based
on OpenPLC1 and ScadaBR 2 software. This is due to logistic
constraints and the difficulty of using real-world SCADA
systems for research purposes. Finally we suggested some
security countermeasures and mitigation solutions to prevent
such a serious threat.

The rest of the paper is structured as follows. Section II
discusses related works, while Section III provides a security
overview of Modbus protocol. In section IV, we illustrate our
attack approach, and show the implementation as well as the
resulting evaluation in section V. Finally, we suggest some
security countermeasures and appropriate mitigation solutions
in Section VI, and conclude this paper in section VII.

II. RELATED WORK

Modbus protocol is very simple, efficient and public free on
one hand, But on the other hand it has many vulnerabilities that
allows an adversary to perform reconnaissance activity or use
arbitrary commands. Possible vulnerabilities in the Modbus
specification and major implementations of the protocol were
investigated by Hitsi [12]. Such weaknesses can be exploited
to perform spoofing, replay, and flooding attacks. Morris et
al. [13] illustrated theoretical data injection and Denial of
Service (DoS) attacks against industrial equipment that relies
on Modbus. Such attacks stem from the protocol’s insufficient
security measures for data integrity and availability. Morris, in
a follow-up work [14], described and tested reconnaissance,
response injection, command injection, and DoS attacks, and
also elaborated on several standalone and stateful Intrusion
Detection System (IDS) rules in an attempt to deter such
incidents. Nardone et al. [15] formally analyzed and assessed
the Modbus protocol in terms of the security features each
variant provides. The work by Tsalis et al. [16] demonstrated
that even in the presence of encryption, side-channel attacks
might reveal information on Modbus protocol messages. Using
a testbed comprising of virtual machines running on Linux,
Parian et al. [17] detailed on two attacks, namely manipulation
of packets via malware-infected hosts and classic MITM
attacks i.e., Address Resolution Protocol (ARP) poisoning.

1https://openplcproject.com/
2http://www.scadabr.com.br/

Rosa et al. [2] showed the implementation of a set of attacks
targeting a Hybrid Environment for Design and Validation
(HEDVa). For a practical attack scenario, the authors built
and configured a small testbed controlled by Modbus PLCs.
As a part of their work, they conducted network reconnais-
sance, MITM attack, and finally injected PLCs with dangerous
Read/Write (R/W) coils requests.

All the aforementioned works focused on confusing the
physical processes controlled by exposed PLCs using the
vulnerabilities of the Modbus protocol. But, the SCADA
operator could detect and disclose these attacks easily as they
can observe abnormal changes displayed on the HMIs. In our
paper, we overcome this challenge and conceal our attack by
sending the HMI fake views similar to the ones it expects to
receive as illustrated in Section IV.

III. MODBUS PROTOCOL AND VULNERABILITIES

Modbus is an application layer messaging protocol located
at the seventh level of the OSI3 model. It provides a mas-
ter/slave communication between devices connected on dif-
ferent buses and networks. Figure 1 depicts a typical SCADA
communication where a data acquisition server or an HMI will
run as a Modbus client component (master) and a PLC will
run as its pair device, that is, a server component (slave).

Fig. 1: Example of interaction between Modbus master and
slave devices

The master device (HMI) sends a Modbus request to the
connected slave device (PLC) to poll the data. The PLC replies
upon the request with a Modbus response to the HMI. If the
request is not correct, then the HMI sends exception response
to the PLC. Figure 2 shows the architecture of a Modbus
frame encapsulated over TCP/IP protocol. The Function code
field determines the action required from the the PLC to do.
Table I gives the details of some function codes and their
corresponding actions. These function codes are the most
frequently used in an interaction between PLCs and HMIs
in SCADA systems.

The Modbus protocol itself lacks various security features
which exposes it to cyber-attacks hijacking the Modbus com-
munication between the connected devices and manipulating
the frames to inject false commands/data into the PLC. How-
ever, in the following we list the most reported vulnerabilities
in Modbus protocol as described in [19]–[21]:

3https://www.fortinet.com/resources/cyberglossary/osi-model



Fig. 2: Modbus TCP/IP frame format, adopted from [18]

Table I: Function codes and their corresponding actions

Function Code Modbus Function
0x01 Read Coil Status
0x02 Read Discrete Input
0x03 Read Holding Registers
0x04 Read Input Registers
0x05 Write Single Coil
0x06 Write Single Holding Register
0x15 Write Multiple Coils
0x16 Write Multiple Holding Registers
0x17 Report Slave ID

- Integrity of Modbus frame is not verified by peer devices
[22], [23]. The frame can be altered by an attacker and
peer devices cannot reveal this manipulation.

- There is no facility for maintaining confidentiality of
messages. The Modbus frames are transferred in plain
text and any attacker placed in MITM position can sniff
the packet and access the frame information.

- It does not support time-stamp for the frames. This is
one of the critical problems because peer devices cannot
know whether the received response is obtained for the
recent or old request. Therefore, any manipulation may
happen due to mismatch of real-time field values.

- Modbus is an open protocol and it had a simple frame
format. Thus, A network analyzer tool usch as Wireshark4

can be used by an attacker to retrieve the information
from the network.

As a result of lacking the aforementioned security measures,
Modbus is highly vulnerable to various cyber-attacks such as
MITM attacks in the form of False Command Injection (FCI),
False Access Injection (FAI), False Response Injection (FRI),
Replay attacks and DoS attacks [24]–[27].

IV. ATTACK DESCRIPTION

Figure 3 shows a high-level overview of the attack scenario
we perform to inject the PLC with false commands without
being noticed by the HMI device. To this end, we need
first to discover the network topology of the target system,
then collect Modbus TCP/IP packets from the network traffic

4https://www.wireshark.org/

to create our database that eventually contains real request-
response interaction pairs. However, these two steps are done
prior to our injection attack. After collecting the needed pairs,
we start our main attack by poisoning the ARP cache of the
connected devices i.e., the HMI and PLC, and then inject the
target PLC with false commands whilst we send the expected
response packet upon each request to the HMI. This conceals
our attack and the SCADA operator will be always shown
fake views that he is expecting to see. In the following, we
elaborate each attack step in detail.

A. Pre-Attack Phase (Offline)

Here, the attacker aims to get an overview of the network
topology, open ports, connected devices, and communication
protocols used in the target system. Then, he sniffs and collects
real interactions between the HMI and PLC i.e., request-
response pairs that both stations exchange over the Modbus
TCP/IP frames.

1) Network Reconnaissance: Discovering the network is
the first step that an attacker needs to do, meant to collect
information/data about all the components of the SCADA
environment, to identify the network topology, hosts and
services. For instance, industrial devices such as PLCs and
HMIs are identified by IP and Media Access Control (MAC)
addresses, operating system versions and a set of services.
Thus, to obtain these addresses and information we used
the NMAP5 Port scanner that identifies the Modbus protocol
on the network. Figure 4 shows the scanning process where
synchronize (SYN) packets are sent from the attacker machine
over the network.

Fig. 4: Network Reconnaissance Attack

Using this technique, SYN packets can scan thousands of
ports per second due to the fact that the TCP connection is
not fully established (half-open communication). Therefore, it
is difficult to detect by default network rules.

2) Sniffing and Collecting Data: NMAP tool provides the
attacker only a perspective on the target system from the
network point-of-view. Meaning that, it does not provide
process-level information, which is required to implement so-
phisticated attacks. Thus, in the next step the attacker listens to

5https://nmap.org/



Fig. 3: High-level Overview of our Attack Approach

the network traffic and captures each Modbus TCP/IP request
frame sent from the HMI alongside with its corresponding
Modbus response(s) from the PLC. To this end, we first run a
network analyzer software e.g., Wiershark. Our investigations
showed that each request and its corresponding response(s)
share the same Transaction Identifier (TID), Unit ID (which
indicates how many frames the response from the PLC is
comprised of), and Function Code. For this, encapsulated
Modbus protocol messages can be extracted and grouped into
request-response pairs based on those three parameters. Figure
5 shows an example of a Modbus interaction between PLC
and HMI devices where the response from the PLC consists
of two frames, and all the frames (request and response) have
the same values: 0x19bd in TID, 0x02 in Unit ID, and 0x03
in Function Code.

Fig. 5: Example of a Modbus request-response interaction
between PLC and HMI

Based on those parameters, an attacker can easily extract
and pair the Modbus packets as request-response frames.

Moreover, he can analyze the packets deeper and gather
more detailed information about each Modbus register effected
the others. To quicken the comparison process during our
injection, all the duplicate pairs are eliminated as depicted in
figure 6. Please note that duplicated messages can exist if there
is a periodical status check between the PLC and HMI. Finally,
to collect a sufficient number of request-response pairs, the
sniffing process should last for a reasonably long period of
time e.g., in this work, we sniff the network for approx. 30
minutes. For our virtual SCADA system presented in figure 9,
we managed successfully to create a database containing 18
request-response pairs. It is worth mentioning that pairing the
captured Modbus frames in our database into request-response
frames, helps the attacker to win the strict race condition that
the HMI and PLC must meet before he replies his forged
Modbus response frame to the HMI.

B. Attack Phase (Online)

At the end of the previous stage, an attacker has the
Modbus request-response frames that are frequently exchanged
between the HMI and PLC. So, he can start his major attack
by first placing himself between the HMI and PLC (MITM
position). This step is done by using the well-known ARP
Poisoning approach. Then all messages will go through the
attacker’s machine who drops the received request frame from
the network, compares it to the ones existing in the database
and finally responses to the HMI with the expected correct
response accordingly. In the mean time, the attacker sends the
PLC a malicious request frame e.g., R/W coils request, and
drops also the original response sent from the PLC to the HMI.
In the following, we illustrate this phase in detail.

1) ARP Poisoning (MITM) Approach: The concept of an
ARP poisoning attack comprises of two parts: an ARP spoof-
ing and a communication hijacking. In the first stage, an
attacker manipulates the ARP cache of both PLC and HMI
devices by broadcasting malicious and forged "is-at" ARP
messages over the network as depicted in figure 7. This
technique forces both devices to send the packets through the



Fig. 6: Scheme of creating our database

attacker MAC address, and requires from the attacker to only
know both IP and MAC addresses of the victims (e.g., HMI
and PLC) which are already obtained in the early steps of the
pre-attack phase.

Fig. 7: ARP Poisoning Attack

As soon as the ARP cache of each victim is spoofed,
the traffic gets redirected through the attacker’s machine. At
this point, the attacker is capable of reading all the Modbus
messages transmitted between the HMI and PLC, and then for-
warding them to the final destination respectively (interception
attack), or actively change them before pushing them back to
the network (modification attack). Please note that the HMI
may generate a realistic state update, while decoupling HMI-
PLC interactions. For this purpose, the adversary should reply
to each Modbus request in real-time. Moreover, TCP session
hijacking requires from the attacker to maintain the integrity of
the TCP connection e.g., appropriate TCP sequence numbers
to prevent losing the connection.

2) Stealthy Command Injection Attack: Figure 8 presents
the full-chain of our injection scenario. When a Modbus

request frame is sent from the HMI to the PLC, the attacker
intercepts this frame, drops it from the network, compares the
frame to the request frames in his database, and finally com-
putes the corresponding response(s) accordingly. Meanwhile,
he sends a forged Modbus request frame (e.g., R/W coils
request) to the PLC impersonating the HMI. This approach is
quite severe as the SCADA operator is tricked in a way that
he is always shown fake views while the PLC is processing
malicious commands sent by the attacker.

Fig. 8: Stealthy Command Injection Attack Scenario

This approach has a challenge. If an attacker stops his ARP
poisoning attack i.e., he stops sending fake response messages
to the HMI, and the HMI requires the PLC registers’ values
upon a Modbus request frame, the PLC responses reporting
the current PLC status i.e., the modified inputs and outputs.
Therefore, the SCADA operator can reveal that the system is



Fig. 9: Virtual SCADA system based on OpenPLC and ScadaBR software

operating abnormally. To overcome this challenge and make
our attack even severer than it is, the attacker should re-initiate
all the registers to the values stored prior to his attack. To this
end, he needs to read all the register values before the attack,
and writes these values again to the PLC before he closes
the TCP communication with the devices. This restores the
previously system state after stopping the attack and the PLC
will report to the HMI the last view prior to the injection.

V. IMPLEMENTATION AND EVALUATION

A. Experimental Settings

1) Lab Setup: We evaluate our attack approach on a virtual
SCADA system based on OpenPLC and ScadaBR software as
shown in figure 9. The given virtual system represents a water
tank heater experiment. It aims at keeping the temperature
of a water tank at a certain value e.g. 40 C. Meaning that,
if the temperature goes lower than 40 C, the corresponding
sensor (Input) reports to the PLC, and the PLC responds
by sending a control command to the heater (Output) to
switch it ON. The heater remains ON until the temperature
is again as high as the configured set-point. This process
works in two configuration modes: Auto and Manual. The
interaction between both OpenPLC and ScadaBR is handled
using Modbus protocol over TCP/IP where ScadaBR is the
master device and OpenPLC is the slave device. The control
logic program is developed using the OpenPLC Editor in one
of the five high-level programming languages defined in IEC-
61131 [28]. The PLC Program is then compiled to an ST file
before being uploaded to the OpenPLC.

2) Attacker Model: We assume that an attacker has access
to the level-3 network of the Purdue Model 6. This assumption
is based on real world SCADA attacks e.g., TRITON [29]
and BalckEnergy attack [5] that got access to the control
center via a typical IT attack vector such as infected USB
stick and social engineering attack. After the level-3 network

6https://www.goingstealthy.com/the-ics-prude-model/

access, an attacker can make use of software and libraries
to communicate with the target PLC over the network. Since
these assumptions have been reported to hold true in reports
on real world attacks, we are convinced that our attack is a
realistic one.

B. Attack Implementation

After placing the attacker in MITM position between the
ScadaBR and OpenPLC, he first reads all the current values
that are stored in the PLC’s memory registers e.g., coils,
inputs, etc. Figure 10,11,12,13,14 and 15 show all the request-
response frames exchanged between the attacker and the
OpenPLC to obtain these values. To inject the PLC with
different false commands, we developed a simple python script
that sends crafted Modbus request frames to the target IP
address on the open port 502. Table II shows the format
of the frames we used to attack the given virtual system in
figure 9. For instance, if an attacker aims at turning the heater
OFF in the Auto mode, the following frame should be sent to
the PLC: 0x010600040000. Our results showed that we could
successfully modify different inputs, outputs and data stored
in the PLC registers as shown in figure 16.

Fig. 10: Request frame sent from the attacker to the
OpenPLC - Read all PLC coils

To conceal our injection from the SCADA operator, we
developed an attacking tool that sniffs all the Modbus re-
quest frames from the network, compares them to the ones
in our database, and finally responses with the appropriate
response(s) to the HMI. Algorithm 1 depicts the main core of



Fig. 11: Response frame from the OpenPLC - Only two coils
have values: Bit 0 and 63

Fig. 12: Request frame from the attacker to the OpenPLC -
Read all discrete registers

Fig. 13: Response frame from the OpenPLC - All the bits
have the value of null

Fig. 14: Request frame from the attacker to the OpenPLC -
Read all PLC holding registers

Fig. 15: Response frame from the OpenPLC - Only three
registers have values in the PLC memory: Reg. 1,2 and 3

Fig. 16: The HMI monitor before and after the attack

the python script we used to design our attacking tool. After
launching our tool, if the ScadaBR sends a Modbus request
(e.g., write single register) to the OpenPLC, our MITM system
intercepts this frame, compares it with the ones existing in
our database, precisely with the request frames and finally
replies to the ScadaBR by sending the corresponding response
frame(s) based on the Transaction ID, Unit ID, and Function
Code. It is worth mentioning that the attacker still needs to
drop the original request from the network to avoid updating
the PLC’s registers. However, this is an easy task as the
attacker only needs to not complete the full-cycle of the
MITM attack i.e., he does not forward the frame to the final
destination (PLC).

Algorithm 1 FCI Attack based on the Database Approach
Function inject (iface=eno, src_port)

1: packet = sniff (iface = eno, timeout = cfg_sniff_time)
2: save_pcap (sniff.pcap)
3: for pcap in rdpcap (save_pcap) do
4: src_id = pcap [1:6], dest_id = pcap [7:12], mbus_pkt =

filter_mbus(pcap)
5: for pkt in mbus_pkt() do
6: trans_id = pkt [1:2], Protocol_id = pkt[3:4], Length =

pkt[5:6], Unit_id = pkt[7], function = pkt[8:9], start_address
= pkt[10:11], data = pkt[12: ]

7: if (src_ip = ScadaBR_src_ip & dest_ip = plc_ip) then
8: for p in rdpcap (response_pcap) do
9: if trans_id == p[1:2] & unit_id == p[7] & function ==

p[8:9] then
10: fgd_pkt = p[1:]) break
11: end if
12: P = P+1
13: end for
14: end if
15: pkt = pkt + 1
16: end for
17: pcap = pcap + 1
18: end for
19: while time_slot() do
20: sendp(iface, fgd_pkt , src_ip, port)
21: end while
END Function



Table II: Modbus frames and their corresponding actions

Action Modbus frame
Turning the Heater ON (Manual Mode) 0x01 0x06 0x00 0x05 0x00 0x01
Turning the Heater OFF (Manual Mode) 0x01 0x06 0x00 0x05 0x00 0x00

Turning the Heater ON (Auto Mode) 0x01 0x06 0x00 0x04 0x00 0x01
Turning the Heater OFF (Auto Mode) 0x01 0x06 0x00 0x04 0x00 0x00

Setting a new temperature 0x01 0x06 0x00 0x01 0x2f 0xff
Setting a new set-point 0x01 0x06 0x00 0x02 0x2f 0xff

VI. SECURITY COUNTERMEASURES

Our experiments presented in this paper showed that there
is no security in the Modbus protocol. Therefore, if attackers
could access a Modbus device on a network they would be
able to read/write whatever and whenever they want. Based
on this fact, many industrial engineers implemented firewalls
between the internet server and the control network to protect
their systems i.e., all the Modbus devices are placed behind
the firewalls see figure 17.

Fig. 17: SCADA system architecture using firewalls

This method splits Modbus devices from the internet but
if any server behind the firewall is authorized to access the
modbus devices through the firewall there is a vulnerability.
Therefore, implementing firewalls alone without any additional
security measures failed partly to prevent cyber-attacks. The
advanced firewall presented in [30] would be a more reason-
able protection method. The authors designed an industrial-
specific firewall based on the Modbus protocol. Their firewall
combines security policies with Deep Packet Inspection (DPI).
An alternative solution would be using the modified version
of the modbus protocol introduced in [31]. This new protocol
version implements anti-replay techniques and authentication
mechanisms that validate each packet received at modbus
devices. Another appropriate solution would be the one in-
troduced in [32] which deploys security functions in the
messaging stack prior to the transmission. The authors used
AES [33], RSA [34], or SHA-2 [35] algorithms to encrypt the
Modbus packet while a secret key is exchanged between the
master and the salve using a separate secure channel.

All the aforementioned security methods are reasonable
solutions to secure Modbus based SCADA systems against our
injection attack or similar scenarios if they are implemented.

VII. CONCLUSION AND FUTURE WORK

This paper presented a false command injection (FCI) attack
scenario against Modbus based SCADA systems, where an
external adversary exploited insecurities of the Modbus pro-
tocol and injected the target PLC with malicious commands.
To make our attack more challenging, we involved a database
containing real request-response interaction pairs which helps
the adversary to always reply to the HMI with the expected
responses. This could conceal our attack from the operator, and
decouples the PLC from the HMI i.e., the operator will not
notice any abnormal behavior on the control site. Our attack
scenario is quite severe in case it is conducted against real-
world SCADA systems, and the consequences could be even
disastrous if the targets are critical infrastructures or nuclear
plants. To secure Modbus based SCADA systems, plants, and
industrial environments we suggested some security coun-
termeasures that assist in mitigating/detecting our attack or
similar scenarios if they are applied.

In respect of securing SCADA systems, the Modbus orga-
nization released a newer Modbus protocol variant namely,
Modbus Transport Layer Security (TLS7) running on the port

7https://modbus.org/docs/MB-TCP-Security-v21_2018-07-24.pdf



802. This advanced protocol adds security specifications that
the traditional Modbus protocol lacks (e.g., authentication and
messages-integrity mechanisms) to prevent cyber-attacks such
as DoS, MITM, replay attacks, etc. The Modbus TLS is
still not well analyzed by the researchers from the security
point-of-view. Thus, we aim in the future to investigate this
developed protocol against our attack approach as the Modbus
organization claimed that it is more resilient against cyber-
attacks and even secure by an additional security layer between
the server and client devices. Therefore, investigating the
security of such a protocol will be more challenging and
complex.
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