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ABSTRACT Neighbourhood watch is a concept allowing a community to distribute a complex security
task in between all members. Members carry out security tasks in a distributed and cooperative manner
ensuring their mutual security and reducing the individual workload while increasing the overall security
of the community. Wireless sensor networks (WSNs) are composed of resource-constraint independent
battery driven computers as nodes communicating wirelessly. Security in WSNs is essential to prevent
attackers from eavesdropping, tampering monitoring results or denying critical nodes from providing their
services and potentially cutting off larger network parts. WSN security is crucial to prevent attackers
from eavesdropping, tampering monitoring results or denying critical nodes to cut off larger network parts.
The resource-constraint nature of sensor nodes prevents them from running full-fledged security protocols.
Instead, it is necessary to assess the most significant security threats and implement specialised security
solutions. A neighbourhood watch inspired distributed security scheme for WSNs has been introduced by
Langendörfer aiming to increase the variety of attacks a WSN can fend off. The framework intends to
statically distribute requirement-based selections of online security means intended to cooperate in close
proximity on large-scale static homogeneous WSNs. A framework of such complexity has to be designed in
multiple steps. We determine suitable distributions of security means based on graph partitioning concepts.
The partitioning algorithms we provide are NP-hard. To evaluate their computability, we implement them as
0−1 linear programs (LPs) and test them on WSN models generated with our novel λ -precision unit disk
graph (UDG) generator.

INDEX TERMS Cooperative Security Framework, Distributed Security Means, Graph Generator, Linear
Programming, Neighbourhood Watch, Unit Disk Graphs, Wireless Sensor Networks

I. INTRODUCTION
WSNs are networks consisting of independent low power
computing units called nodes that run on battery, commu-
nicate wirelessly and carry out a monitoring or controlling
tasks. Information gathered by sensor nodes are transmitted
to base stations. In large-scale static homogeneous WSNs
considered in this work, the communication is often done
hop-by-hop. Additionally, only a small subset of nodes is
connected to a base station (BS). The term static means that
the nodes in the network are immobile and placed at a fixed
position. Homogeneous implies that all nodes in the network
have the same hardware capabilities. In large-scale WSNs, in-
formation to and from nodes are transmitted via intermediate

nodes (hop-by-hop). Especially when applied to critical in-
frastructures, WSNs need to ensure certain security attributes
regarding transmitted data. In general, WSNs are vulnerable
to a multitude of attacks. Therefore, security risks have to
well assessed and covered in the design of the network. The
limited computational power and energy supply of nodes
constrain the types and complexity of security means applied
to WSNs. Hence, we have to compromise between security
and lifetime of a WSN. To compromise with regards to the
longevity of the network, it is necessary to identify the most
likely and costly threats and select security means accord-
ingly. Attack defence trees are well-established method for a
risk assessment in WSNs [1]. In [2], Langendörfer proposed
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an extended concept of attack defence trees considering the
resource limitations of the underlying nodes called “Attack
Defence Resource Trees” (ADRT). This allows a selection of
security means specifically tailored to the area of application
of a WSN and the resulting most likely threat scenarios. Even
with an optimal selection of security means, the coverage of
a larger scope of threat scenarios is limited.

Therefore, a neighbourhood watch inspired online security
framework with a static distribution of cooperating security
means has been presented in [2]. For an optimal selection
of security means resulting in an increased threat cover-
age, it is necessary to adapted risk assessment. Hence, the
ADRTs are further extended by the cooperative component to
“Cooperation-based Attack Defence Resource Trees” in [2].
The complex task of automated selection of security means
and their resulting effect on the qualitative and quantitative
security attributes of a WSN is challenging. In [3] the authors
attempt a tool-supported security focussed component-based
design of WSNs by selecting optimal subsets of security
means. Further, a lot of research has been conducted to
evaluate qualitatively and quantitatively the security of net-
works [4]. Only a small portion of research directly addresses
WSNs [5], [6]. A security metric to evaluate cooperative
intrusion detection systems (IDSs) [6] potentially creates a
reliable basis for a future evaluation and automated design of
neighbourhood watch inspired security framework. We expect
such a framework to provide a better compromise between
the two major goals of WSNs security. Increasing either or
both of the following: the network lifetime with regards to
the energy supply and the threat coverage. In a WSN as well
as a community, a number of individuals share a common
environment. Therefore, it can be observed that individual
parties of the same community band together to distribute the
security task among them and ensure their mutual security
reducing their individual workload. This concept is known
as neighbourhood watch. To design a static online security
framework and implementing a cooperative security strategy
requires several steps. A proper distribution of security means
has to be determined. A set of suitable security means
has to be evaluated and adapted. A cooperative distributed
online security scheme creates a significant communication
overhead.

Finally, a concept created from a multitude of components
needs a certain degree of hardware independence to ensure
its reusability for different sensor nodes with minimal manual
adaptation. Therefore, a virtualisation concept or abstraction
layer has to be considered [7]. Since we consider large-scale
static WSNs, the cooperative security framework needs to
execute security at least partially online (on and between
the nodes) to enable timely threat reactions. A fundamental
assumption towards a framework utilising a static distribution
of security means to be successful is that the attacker has no
knowledge at the insider level. Therefore, an attacker holds
no knowledge about the distribution of security means.

In this paper, we propose distributions of security means
in large-scale static homogeneous WSNs that favour a neigh-

bourhood watch inspired security framework. To mark out the
borders of our model, we make a number of considerations.
There are three scenarios of cooperating security means we
are going to evaluate: a single security mean per node, a fixed
number of security means can be applied per node, a load-
based distribution of variable number of security means per
node. For the latter one, it is necessary to pinpoint a common
resource capacity per node for all nodes available for security
tasks and a resource requirements for all considered security
means. To determine the distributions, we model the WSNs
as undirected graphs in which the nodes represent sensor
nodes. Edges of the graph express the reachability of nodes
in transmission range within the underlying WSN. In order
to distribute the security means, we determine 0− 1 linear
programs (LP) to compute suitable optimal graph partitions.
Optimal with regards to our model and the defined objective
function The 0− 1 LPs fall into the complexity class of
non-deterministic polynomial time (NP) hard problems [8].
Therefore, it is necessary to empirically evaluate whether an
optimal solution is within the timely computable bounds of
our input sizes for large numbers of networks with realistic
topologies and node numbers. Network sizes of WSNs with 20
up to 300 nodes have been evaluated. The graphs representing
the WSNs for the evaluation process have been generated as
random λ -precision unit disk graphs (UDGs). A UDG is an
undirected geometric graph in which each node has a fixed
position in euclidean space and two nodes have a common
edge if their distance is below a fixed threshold (transmission
range) common for all nodes. A λ -precision graph is a
geometric graph in which all pairs of nodes are at least λ apart.
To generate desired graph topologies, we provide a table of
generator seeds for combinations of node numbers, desired
average node degrees and covered generation plane space.
Seeds are the input values for the generator that are likely to
result in random graphs with desired properties. The average
node degree is the arithmetic mean of edges connected to each
node for all nodes in a graph. The generation plane is in our
context a unit square in which the nodes of our random graphs
are distributed. The generator is written in Python and utilises
the NetworkX library [9] to some degree. It allows to create
graphs with an even degree distribution and a low variance
of the local cluster coefficient controllable via λ . The local
cluster coefficient is a measure indicating the connectivity of
the neighbourhood of a node. The generator allows further
manipulations of graph properties like enabling to enforce a
desired average node degree and receiving connected bridge-
free graphs. The 0−1 LPs have been evaluated using Python
with Pyomo [10] and Gurobi [11] to model and solve the
linear optimisation problems partitioning the graphs for an
optimal distribution of security means.

In Section II, we familiarise the reader with mathematical
terms and definitions necessary for the understanding of the
paper. Section III discusses the state of the art regarding
distributed security solutions, dominating sets and domatic
partitions as well as graph generators for large-scale static
homogeneous WSNs. Subsequently in Sections IV and V, we
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illustrate the graph partitioning concept for the neighbourhood
watch inspired security scheme introduced in [2]. Followed
by Section VI, we introduce a λ -precision UDG generator
for large-scale static homogeneous WSNs. In Section VII,
we accustom the reader with the test setup to evaluate the
computability of the introduced graph partitioning concepts
that have been modelled with 0−1 linear programs (LPs) and
computed on the λ -precision UDGs created by our introduced
graph generator. Finally, we present and analyse the test results
in Section VIII and conclude different achievements of our
paper in Section IX.

II. BACKGROUND
We introduce mathematical terms and definitions related to
graph theory and mathematical optimisation as well as terms
necessary for the empirical evaluation.

Cardinality of Sets: The cardinality of a set indicates the
number of elements a set contains notated as follows |{·}|.

Undirected Graph: An undirected irreflexive graph G =
(V,E) is defined as a finite set of nodes V and a set of edges:

E ⊆ {{v,w}|v,w ∈V ∧ v 6= w} (1)

Throughout this work, we exclusively utilise undirected and
irreflexive graphs.

Subgraph: A subgraph of an undirected graph G = (V,E)
is defined as SG = (V ′,E ′) with V ′ ⊆ V and E ′ ⊆ E with
∀{v,w} ∈ E ′ : v,w ∈V ′.

Connected Graph: An undirected graph is connected
when there are no two nodes in the graph without a path.

Connected Component: In an undirected graph, a con-
nected component is a connected subgraph that is not part of
any larger connected subgraph.

Bridge: In an undirected graph consisting of c ∈ N>0
connected components, a bridge is an edge, whose absence
decomposes it into c+1 connected components.

Bridge Path: In an undirected graph G = (V,E), there is a
bridge path between nodes u and v iff there is a unique cycle-
free path P exclusively composed by a sequence of bridges
over a subset of nodes from V \{u,v} connecting u with v in
which all contained nodes except u and v have a node degree
of two and it does not exist any longer path Q with the same
properties containing P.

Geometric Graph: A geometric graph is an undirected
graph in a d-dimensional metric space [0,1)d and edges are
added based on their pairwise distance rtr (transmission range)
determined by a defined distance function. The distance rtr in
a geometric graph is fix for all nodes and node pairs of the
graph. Throughout this work, we always refer to this distance

as rtr.

Random Geometric Graph: A random geometric graph
(RGG) is a geometric graph in which nodes are placed
randomly.

Unit Disk Graph: A unit disk graph (UDG) is a geometric
graph in a two-dimensional euclidean space with an euclidean
distance metric applied to them.

λ -precision Graph: A λ -precision graph is a geometric
graph in which the minimal distance between each pair of
nodes is at least λ .

Neighbourship Function: We define the neighbourship of
a node v in an undirected graph G = (V,E) with v,w ∈ V as
follows:

N[v] := {w|{v,w} ∈ E}∪{v} (2)

Node Degree: A node degree of a node v ∈ V of an
undirected graph G = (V,E) is the number of edges of the
graph the node participates in:

deg[v] = |{e|∀e ∈ E : v ∈ e}| (3)

Average Node Degree: The average node degree of an
undirected graph G = (V,E) is the arithmetic mean of the
node degree of each node in the graph relative to the number
of nodes as follows:

degavg[G] = ∑
v∈V

deg[v]
|V |

(4)

Local Cluster Coefficient: The local cluster coefficient is
a measure indicating how well the neighbourhood of a node
is connected. Following [12], the local clustering coefficient
for undirected graphs is defined as:

C[v] =
2 · |{e|e ∈ E ∧ e = {w,u}∧w,u ∈ N[v]\{v}}|

|N[v]\{v}| · (|N[v]\{v}|−1)
(5)

Variance of the Node Degree Distribution: We define the
variance of the node degree distribution for a RGG G = (V,E)
as follows:

Vardeg[G] = ∑
v∈V

(
deg[v]−degavg[G]

)2

|V |
(6)

Linear Program: A LP or linear optimisation is a method
which tries to optimise a mathematical model based on linear
relationships with the following standard form:

max cT ·x
}

objective function

s.t. A ·x ≤ b
}

constraintsx ≥ 0
(7)
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FIGURE 1: The set of green nodes is a dominating set in the given graph.

FIGURE 2: The example shows a graph in which the nodes are mapped to a
domatic partition consisting of three dominating sets.

with the vectors b and c and with a matrix A that have to be
known to the problem. The vector x contains the variables
whose values have been optimised. Linear programs are called
in this way because the objective function as well as the
equality and inequality constraints are linear.

In a 0-1 linear program, the components of the vector of
variables x is bound to {0,1}. For integer linear programming
as well as 0-1 linear programming without objective function
it is known that they belong to the class of NP complete
problems [8]. With objective function, their complexity is
not bound to an upper limit and the problems are therefore
considered to be NP hard. However, experience has shown
that 0-1 linear programs perform better than integer linear
problems even when they rely on significantly more variables.

Dominating Set: A dominating set D is a set of nodes of
an undirected graph G = (V,E) for which holds:

D⊆V whereas ∀v ∈V : D∩N[v] 6= /0 (8)

In Fig. 1, an example for a dominating set of nodes for a
graph is given. As the definition implies, every node in this
graph is either part of the dominating set or adjacent to a node
from the set.

Domatic Partition: A domatic partition D(G) is a de-
composition of nodes V of a graph G = (V,E) into disjoint
dominating sets with:⋃

D∈D
D =V ∧

⋃
D1,D2∈D
D1 6=D2

D1∩D2 = /0 (9)

A domatic partition can also be defined using the neighbour-
ship term of graphs. Then, a set of dominating sets in G

D(G) = {D|D⊆V, ∀v ∈V : D∩N[v] 6= /0} (10)

FIGURE 3: The partition of the graph is not a domatic partition because
there exist nodes in at least one dominating set of the partition that has no
neighbourship with at least one node of each of the other dominating sets of
the partition.

is a domatic partition iff Equation (9) holds. We define a n-
domatic partition as a partition of G into n disjoint dominating
sets. An example can be seen in Fig. 2. When referring to a
node satisfying the properties of a domatic partition, the set
consisting of the node itself and its adjacent nodes have to
have a non-empty intersection with all sets of the domatic
partition:

v ∈V : ∀D ∈ D : N[v]∩D 6= /0 (11)

In Fig. 3, we provide an example for a partition in which
a number of nodes does not satisfy the definition of a
domatic partition. A domatic partition of a WSN ensures
that each sensor node has at least one direct neighbour of
each dominating set of the partition or is a member of the set.
The size of the domatic partition is given by the number of
different security means that have been applied to the network.
All sensor nodes in the same dominating set of the partition
implement the same security mean. In case all nodes in the
same dominating set implement the same security mean, we
achieve a distribution of security means in which all nodes
either implement a security mean or are directly adjacent to
a node that does. Therefore, the set of sensor nodes and its
neighbours have no empty intersection with any of the sets of
the partition. Hence, all security means applied to the WSN
are present in the neighbourship of each node.

III. RELATED WORKS
In [2] a neighbourhood watch inspired concept for a co-
operative distributed static security framework has been
introduced. The objective of distributed security solutions
is to cover a wider range of threat scenarios in a large-scale
static homogeneous WSN. This section is divided into three
parts. The first subsection explores research work towards
distributed security solutions for WSNs. The second part
evaluates existing research regarding dominating sets and
domatic partitions. In the third subsection, we discuss graph
generators as model for WSNs.

A. DISTRIBUTED SECURITY SOLUTIONS FOR WSNS
A number of publications propose cooperating security means
for WSNs that provide mutual protection. The paper [13]
introduces a security framework concept for static heteroge-
neous WSNs. Each set of nodes is assigned to a cluster head
(CH) (a more powerful sensor node). Nodes running IDSs
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notify their associated CH about identified threats or CH are
informed by CHs in close proximity. If a threat is detected
and communicated to a CH it will be propagated to other CHs
in the WSN. Clusters that consider the threat imminent for
their own cluster react by redistributing security means on
associated nodes based on the threat scenario. Therefore, the
CH holds a set of security means which can be implemented
on or revoked from the sensor nodes. This allows a dynamic
threat evaluation and flexible reactions. The proposed security
framework for static heterogeneous WSNs [13] has been
tested in a simulation including a network with 2000 regular
nodes and 10 gateway nodes. The energy consumption was
only evaluated for regular nodes, for CHs it was considered
unlimited. To test the simulated sensor network, seven abstract
attack patterns have been implemented and for each scenario
200 sequential attacks have been executed. The authors of [13]
evaluated the simulation based on two metrics, the success
rate (number of nodes alive after an attack) and the energy
consumption (average percentage of energy of all surviving
nodes). For comparison, WSNs implementing one security
mean or multiple static security scheme frameworks have been
used. The results show that the proposed framework provides
the highest success rate while also consuming the highest
amount of energy in each simulation. The contribution [14]
presents a security framework that has been developed and
implemented on a real WSN based on [13]. The test of the
resulting security framework has been executed on a rather
small WSN with only six nodes. One node acted as the CH
which communicated directly to a base station. The authors
assumed two kinds of attack scenarios. One in which only
a single kind of attack is started on the WSN and one in
which two kinds of attack are launched in succession. The
results show that the WSN implementing the framework was
able to recover from all tested attacks even when they have
been executed successively. The energy consumption has not
been considered. Both papers propose a security solution
with distributed security means for heterogeneous WSNs
with rather powerful CHs. The heterogeneity of the WSN
is not utilised by the frameworks to which the proposed one
is compared. The according statement from [14] has very
limited meaningfulness due to their limitation in executed test
scenarios, measured parameters and small network size.

IDSs are distinguishable by many criteria [15]. Whether the
intrusion detection is executed online, offline or hybrid states
if certain tasks are performed on nodes or on a centralised
base station affecting whether a timely reaction is possible.
Based on their detection strategy, IDSs can be classified as
anomaly-based, signature-based or hybrid. [16] introduces
a distributed neighbour based IDS. Each node monitors a
set of neighbouring nodes by storing their attribute vectors
sending warnings to other nodes in case a malicious anomaly
has been recognised. If a number of nodes communicate
the same anomaly, the network acts accordingly. There are
distinctions based on the intrusion and intruder type and so
on. A comprehensive overview of the classification IDSs is
provided in [15]. The publication [16] is built upon [17] which

describes a similar distributed approach to detect misbehaving
sensor nodes in local areas by comparing their behaviour
vector with vectors from other direct neighbours. Another
popular concept is LiDeA citekrontiris2008lidea. Nodes that
detect irregularities in the network notify other close-by nodes
to establish a vote. Notified nodes decide about the handling
of the irregularity as well as the suspicious node. Therefore,
nodes provide a number of modules that can be activated on
demand and based on received information by broadcasting
neighbours. Whether a node is assumed to be an intruder is
determined based on a majority vote. In [18] a lightweight,
energy-efficient IDS using mobile agents is introduced. These
agents are sent through the network as regular messages
and are temporally installed on addressed nodes. Therefore,
IDSs are dynamically distributed and instead of running on
nodes permanently. While agents are run by nodes, they
collect information about their energy consumption and
initiate warnings to the network if noticeable deviations are
recognised. The transmission and installation of changing
IDSs on nodes themselves, especially when executed on
large-scale static homogeneous WSNs, significantly impacts
the energy consumption. Hence, it is assumed inappropriate
for our subject of research. Additionally, a IDS is intended
not to introduce weaknesses into a WSN. The distribution
of IDSs requires by itself a increased level of trust in the
communication and sensor nodes. However, many collab-
orative and distributed IDSs provide a promising basis to
design a cooperative security framework integrating further
components to collaborate.

B. DOMINATING SETS AND DOMATIC PARTITIONS
To determine suitable static distributions of a fix number of
security mean types intended to cooperate, local proximity
is a key factor. The concept of dominating sets and domatic
partitions (alternatively f all k-colouring [19]1) is well suited.
In a dominating set, each node is either adjacent to a node of
the set or included in it. If sets represent security mean types,
such a partition ensures the local proximity in a network.
Hence, a security mean type is either available on a selected
node or a neighbouring node. A domatic partition of a graph
is the partitioning of it into disjoint dominating sets. If for a
graph and a given number of security means such a partition
exists, local proximity is ensured. [20] states that the domatic
partition problem that asks whether the nodes of a graph
can be partitioned into k ∈ N≥3 dominating subsets is NP
complete. Known applications of dominating sets exist in the
field of wakeup scheduling for WSNs [21]–[26]. However,
in wakeup scheduling applications, dominating sets do not
need to be disjoint. The major concern in energy-saving
wakeup scheduling schemes is that at least one node in a
neighbourhood of each node has to be kept awake to ensure
that it can wakeup surrounding nodes. On the contrary, our
applications require disjoint partitions into dominating sets.

1A graph colouring problem that determines whether a graph can be
coloured with n colours so that in each node’s neighbourhood all colours are
present.

VOLUME 4, 2016 5



Förster et al.: Determining Distributions of Security Means for WSNs based on the Model of a Neighbourhood Watch

The term fractional domatic partition was introduced in [27].
This algorithm however determines a number of non-disjoint
dominating sets. Conversely, we attempt to determine a fixed
size partition of disjoint sets approaching dominating sets as
far as possible. Therefore, we approach the definition based on
desired criteria, as we will introduce in the following sections.

In [21], an approximation algorithm which tries to max-
imise the number of fractional domatic partitions in a graph to
efficiently sleep schedule nodes is shown. Furthermore, there
exist a multitude of publications towards the domatic number
and domatic partition problem with regards to different
approximations and solution for specialised graph types
providing lower and upper bound assumptions of their com-
putational complexity. In [28] a polynomial approximation
algorithm estimating the lower and upper bounds of the
domatic number on general graphs is presented. Additionally,
[28] determines a greedy approximation algorithm for domatic
partitions of graphs. The algorithm computes as many small
disjoint dominating sets as possible to receive a partition of
fixed size. Other attempts achieving more precise bounds
for the domatic number and domatic partition problem have
been executed on general graphs [29], [30] as well as special
types of graphs, e.g. interval graphs [31] or RGGs [32]. [33]
determines an approximation algorithm for domatic partitions
on UDGs. The survey [34] discusses and summarises a large
number of research results and solutions towards different
dominating set problems and compares the performances and
properties of different algorithms proposed.

We intend to calculate our static distributions of security
means (partitioning schemes) analytically. The security means
are distributed on nodes and not exchanged during runtime.
Therefore, an optimal distribution is a key factor for the overall
performance of the security framework. Furthermore, we have
different requirements towards the partitioning compared to
the distributions examined in sleep scheduling applications.

C. GENERATORS FOR GRAPH MODELS OF WSNS
A lot of research is done regarding the generation of graphs as
model for different types of networks. One of the first models
for generating random graphs as network model is the Erdős-
Rényi model [35] expressed by G(n, p). It is a popular way
to construct Erdős-Rényi graphs. In this model, n labelled
nodes are connected randomly. For all pairs of nodes, an
edge is included with the probability p. Other popular models
for random graph generators are the Barabási-Albert model
[36] and the Watts-Strogatz model [12]. The Barabási-Albert
model aims to create scale-free graphs as network models.
Therefore, the degree distribution in the resulting graphs
follows a power law. The Watts-Strogats model generates
graphs with small-world properties which are characterised
by a high clustering coefficient and a low average shortest
path length between nodes. [37] reasons why RGGs are
well suited as graph topology model for WSNs. In [38] the
author first mentions similar graph models called “Random
Plane Networks” as representation of wireless networks. The
resulting graphs are closely related to UDGs. Those type

of graphs are most often the model of choice to represent
WSNs. In [39] a model to generate WSNs that have a high
probability to be connected as model for WSNs and ad hoc
networks is introduced. To achieve the property connected
with a high probability, the authors rely on a scheme that
they call the proximity algorithm (PA). The PA places nodes
iteratively on a finite plane. The first node is placed randomly
within the generation plane. The following nodes are placed
within radius r of the previously placed nodes. Even so, r is
usually chosen larger than the distance in which two nodes are
connected in a UDG, the likeliness of receiving a connected
UDG using the PA increases significantly. A major downside
of this approach is the likeliness for nodes in the graph to be
highly clustered together. One of the most popular concepts
for the generation of random graphs as model for wireless ad
hoc, actuator and wireless sensor networks has been published
in [40]. The publication introduces two types of algorithms
to generate random UDGs. Centre node based algorithms are
one type and acceptance/rejection based algorithms are the
other. With centre node based algorithms, a node out of the
previously placed nodes is chosen (centre) and the new node is
placed in reach of the chosen centre. The paper presents four
different algorithms. Each of them introduces different centre
choosing strategies. The second type, acceptance/rejection
based algorithms, works by iteratively choosing random node
locations. The selected location is accepted or rejected based
on given constraints. The authors propose three different
algorithms to apply the acceptance/rejection based concept.
The resulting graphs are called constrained connected ran-
dom UDGs (C-CRUG). The term constrained reflects the
circumstance that the placement is not completely random but
constrained by the node positions of previously placed nodes.
Moreover, the term connected means that the final result will
only be accepted if the graph is connected.

In [40] the authors relied on three different constraints. The
proximity constraint which is closely related to the PA by
[39]. It ensures that each node is placed close to previously
placed nodes increasing the likeliness for the resulting graph
to be connected. Each node successive to the first node has
to be placed within an approximated radius of previously
placed nodes. The radius is estimated based on further desired
graph properties. As with the PA, the radius constraining the
node placement increases the likeliness of receiving islands
of strongly clustered nodes. The actual radius used to decide
whether two nodes in the graph are connected is determined
as the N·davg

2 th shortest edge with N the number of nodes in the
graph and davg the average node degree. Therefore, resulting
graphs are not guaranteed to be connected. The second
constraint used in [40] is the maximum degree constraint.
It accepts the placement of a new node only if it does not
increase the degree of the already placed nodes above a given
maximum value. The third and last constraint was named
the coverage constraint. With the coverage constraint, a new
node location is only accepted if it extends the area that will
be covered by the nodes of the graph sufficiently. Regarding
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the proximity constraint [40], a minimal distance in between
nodes equal to the λ in λ -precision graphs is considered. But
the paper merely employs the distance to avoid that two nodes
will be placed on the same coordinate instead of utilising λ

for a better spatial node distribution. Hence, proposed centre
node based algorithms from [40] are:

Minimum Degree Proximity Algorithm (MIN-DPA):
It distributes nodes more uniformly while still maintaining
connectivity. The first node is placed completely at random.
Succeeding nodes are placed in the range of previously
placed nodes with the lowest degree. In case there are
multiple equally suitable contenders, all nodes get assigned a
weighting scheme based on further criteria.

Clustered Minimum Degree Proximity Algorithm
(C-MIN-DPA): Instead of distributing homogeneous nodes,
this algorithm starts to distribute access points (APs). They
are assumed to be connected first. The nodes will then be
placed in close proximity to the APs, so they are connected to
them.

Weighted Proximity Algorithm (WPA): This algorithm
is similar to MIN-DPA but it considers all previously placed
nodes as centres instead of just the ones with the lowest
degree. To randomly select nodes, all nodes associated with a
weight relative to their node degree. Therefore, nodes with a
higher degree receive a smaller weight.

Eligible Proximity Algorithm (EPA): The nodes and
their transmission ranges that serve as possible candidates for
the location of the next node are selected by a given upper
bound of the node degree. If the estimated node degree is
larger than a given upper bound the placement of nodes is
done according to WPA.

Proposed acceptance/rejection based algorithms are:

Maximum Degree Proximity Algorithm (MAX-DPA):
The algorithm sets a maximum degree constraint per node.
A random node position is generated uniformly. If the node
satisfies the proximity constraint as well as the maximum
degree constraint the new position is accepted.

Coverage Algorithm 1 (CA1): The first node is placed
completely at random. Subsequent nodes, choose a random
coordinate. Their position is validated by a coverage constraint
checking if the selected region is already sufficiently covered
by previously placed nodes.

Coverage Algorithm 2 (CA2): CA2 works similar to CA1
but with a stricter coverage constraint. The covered portion
of the sensing area for a new node location is explicitly
computed with regard of the previously placed nodes. If the
portion of the sensing area gained by the new node location is

below a given threshold, the node location is rejected.

Our graph generator follows a different approach. We
distribute nodes uniformly at random only constrained by
a generation plane and a minimal distance in between nodes
called λ -precision. Instead of using λ to prevent nodes
from occupying the same spot as in [40], we apply it to
improve their spatial distribution and control a number of
graph properties. When distributing a number of sensor nodes
with fixed sensing range given by radius rsensing, it is often of
interest to maximise the monitored area.

Therefore, λ should usually be set between the radius
rsensing, a single sensor nodes sensing range and its transmis-
sion range rtr in which a sensor node is able to communicate.
Choosing λ larger than the transmission range prevents nodes
from communicating. The rings resulting from the two radii
λ and rtr limit the maximum node degree of each node. The
choice of λ and rtr relative to each other and relative to the
generation plane determines the probability that a randomly
generated graph is connected. Even so, we distribute nodes
in a unit square, the generation plane can have any shape.
Therefore, our proposed generator is suitable to be further
developed into a topology generator allowing distributions
of sensor nodes in target environments. Additionally, we
demonstrate that despite the flexibility in node placement,
the local cluster coefficient and average node degree can be
tailored to meet specific requirements precisely.

IV. DISTRIBUTION OF SECURITY MEANS
The neighbourhood watch inspired security framework by
[2] intends to distribute different security means in a WSN
enabling an increased threat coverage while keeping the
energy consumption at bay. To achieve such a distribution,
sensor nodes need to instantiate a beneficial cooperation of
security solutions. It is obvious that nodes are not capable to
constantly run their security mean for neighbouring nodes as
a service while ensuring their own longevity. Instead, they
can execute security means in specialised patterns periodic
patterns to detect malicious patterns and post-process security
violations. The detection is solvable with a cooperative multi-
layer IDS approach, while the intrusion prevention preemptive
and reactive requires further tools. Suitable candidates are
lightweight trust-and-reputation systems [41], node isolation
schemes [42], resilient recovery techniques for compromised
nodes [43], [44], lightweight encryption schemes [45]. For
the realisation of the security framework, following three
assumptions have to be met:
• trusted communication between sensor nodes has been

established
• WSN is static (nodes are immobile)
• attacker has no knowledge regarding the distribution of

security means
We consider static distributions of security means. Meaning,
sensor node carry pre-installed security means and are in-
capable to exchange or rotate their security mean. In the
considered WSNs, we intend to distribute n different types
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of security means. Hence, we contemplate it mandatory to
ensure the availability of each type of security mean in the
neighbourhood of each node if possible. Therefore, nodes
have access to all security mean types applied to the network.
A distribution of this kind is achievable in case each security
mean type is either implemented on the observed node or
on one of its neighbours. Therefore, we aim to ensure that
the set of all nodes implementing the same security mean
type in union with the set of all neighbours of those nodes
results in a set containing all nodes of the network. Such a
set is called a dominating set in graph theory. Considering
the set of nodes implementing the same security mean as a
set for all security means, we get n disjoint sets of nodes.
Those sets are called dominating sets in graph theory. A
partition of n disjoint dominating sets of nodes of a graph is
called a domatic partition. The number of applied security
mean types distributed in a network implies the number
of necessary dominating sets. The maximum number of
disjoint dominating sets per graph is called domatic number n.
Choosing n larger than the domatic number of a graph, makes
a partitioning in to n disjoint dominating sets impossible.
Therefore, we introduce the term n-soft domatic partition. An
n-soft domatic partition attempts to compute a best possible fit
as compromise with regards to the model parameters. Another
attempt to achieve an improved distribution of security means
is the assumption to soften the neighbourhood term. So
far, we are considering direct neighbourhoods (one-hop).
Assuming multi-hop neighbourhoods, we are more likely
to find an optimal partitioning as we later elaborate. We
also discuss fix and workload-based distributions of multiple
security means per node. Those approaches have currently
limited practical applicability but can become relevant in the
future. The partition scheme, introduced in this work, we
name maximal/optimal n-soft domatic partition. Primarily,
we choose to focus on distributing one security mean per
node are the resource limitations and longevity of nodes. For
this reason, we also focus on the one-hop neighbourhood in
our analysis. A one-hop neighbourhood significantly limits
the number of nodes depending on a security mean type and
therefore inflicting an increased load to it. Viable alternative
strategies are to consider multi-hop neighbourhoods allowing
a more flexible rebalancing of node affiliations.

V. OPTIMAL AND MAXIMAL N - SOFT DOMATIC
PARTITIONS

An n-soft domatic partition describes the partitioning of a
graph into n disjoint sets. While a domatic partition of size n
is restricted to graphs with a domatic number greater-equal to
n, an n-soft domatic partition is computable for graphs with a
domatic number lower than n. We define two types of n-soft
domatic partitions. Both types use different error terms to
define either an optimal or a maximal n-soft domatic partition
by minimising its respective error. An n-soft domatic partition
of size n with nodes V of a graph G = (V,E) into disjoint sets

of nodes D1, . . . ,Dn is defined as:

D(G) =

{Di ⊆V | i = 1, . . . ,n∧
⋃

D∈D
D =V ∧

⋃
D1,D2∈D
D1 6=D2

D1∩D2 = /0}

(12)

The definition of an n-soft domatic partition coincides
with the definition of a regular partition of size n. After
introduction of the terms optimal and maximal as additional
conditions to the n-soft domatic partition, we define more
specialised mathematical terms.

Optimal n-Soft Domatic Partition: An n-soft domatic
partition is called optimal iff missing coverages emiss_cov from
Equation (13) is minimal. In consequence, the optimal n-soft
domatic partition minimises the sum of missing coverages
over all nodes.

Maximal n-Soft Domatic Partition: An n-soft domatic
partition is maximal iff the number of incompletely covered
nodes einc_nodes defined in Equation (14) is minimal.
Therefore, it is irrelevant whether N[v] of a node v ∈ V of
graph G = (V,E) has one or multiple non-empty intersections
with any set D ∈ D.

We use the newly introduced terms to determine a
distribution of n security mean types on sensor nodes of a
WSN with a domatic number smaller than n. A maximal
n-soft domatic partition ensures that the maximum number of
nodes and its neighbourhood contains the full set of n security
means. The optimal n-soft domatic partition guarantees that
the number of missing coverages in a WSN is minimal.
Hence, ensuring the sum of the absence of the number of
security mean types in the inclusive neighbourhood of all
nodes is minimal.

Error Terms in Soft Domatic Partitions: The definition
of optimal and maximal n-soft domatic partitions is based
on two error terms. Those will be evaluated in our empirical
analysis. The missing coverages are defined as the sum of the
n security mean types minus the security mean types present
in the neighbourhood of a node N[v] in a graph G = (V,E)
over all nodes v ∈V :

emiss_cov =

∑
v∈V

(n−|{D|∀u ∈ N[v] : ∃D ∈ D : D∩u 6= /0}|) (13)

with the set of nodes utilising the same security mean type
creating a partition D in the set of partitions D.

In Fig. 3, we depict as example a graph with nodes of
three colours magenta, blue, yellow. Each of those colours
represents a set of nodes D within a partition D of the given
graph. All four nodes marked with a red ring contribute to
the number of missing coverages. A node is fully covered if
its inclusive neighbourhood contains nodes of all colours. In
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Fig. 3, the number of missing coverages emiss_cov is 6. There
are four incompletely covered nodes surrounded by a red
ring. The blue node at the lower left corner of the graph lacks
the coverage of a yellow and a magenta security mean in its
neighbourhood. So, its contribution to the coverage error is
2. The same holds for the blue node at the lower right corner
of the graph. Here, two security means (yellow and magenta)
are missing. The yellow node directly above has no access to
the magenta security mean. Its coverage error is 1. Finally, the
yellow node marked with a red ring in the top line of the graph
misses the magenta security mean. Resulting in a coverage
error of 1. In total, emiss_cov results in 2+2+1+1 = 6.

The second error term is named incompletely covered
nodes. Counting the number of nodes v ∈ V of G = (V,E)
for which the number of distinct security means in N[v] is
smaller than n:

einc_nodes =

∑
v∈V

f (n−|{D|∀u ∈ N[v] : ∃D ∈ D : D∩u 6= /0}|) (14)

with f (x) =

{
0, x < 1
1, x≥ 1

(15)

Let us again illustrate an example by the graph in Fig. 3.
The four nodes marked with a red ring are incompletely
covered. Hence, they are missing one or several distinctly
coloured nodes in their inclusive neighbourhood. In order to
be completely covered by security means, a node needs to
have access to all three colours (blue, magenta, yellow) within
its direct neighbourhood. The error term einc_nodes identifies
these nodes and sums up their occurrences. So, we obtain as
result einc_nodes = 4.

In the worst case, for a graph G = (V,E) with V the set of
nodes and E the set of edges is at most

max
emiss_cov

(G) = |V | (16)

incompletely covered nodes and

max
einc_nodes

(G) = (n−1) · |V | (17)

errors for a partition of size n, since each node has to be in
at least one of the sets of the partition. An example for a
worst case is the instance in which all nodes of a graph host
the same security mean while the total number of required
security means is higher (n > 1).

A. DOMATIC PARTITION LP
To compute the domatic partition of size n of a given graph
G = (V,E), we conceptualise a 0− 1 LP without objective
function. The LP returns either a feasible solution or terminate
with the response that no feasible solution exists. In case a
feasible solution exists, the assignments of the binary variables
provide a feasible graph partitioning. Hence, the 0− 1 LP
determines a domatic partition of size n.

To construct a 0− 1 LP, we need to define a number of
variables and construct a set of constraints representing the

properties of a domatic partition. We define the variables xv
i ∈

{0,1} of the underlying 0−1 LP. The upper index provides
the identifier for the corresponding node v ∈V and the lower
index links to the partition i = 1, . . . ,n. For each node v ∈V ,
there are exactly n variables, one for each partition. A value
1 of a variable xv

i associates the node v with the set i of the
partition. Otherwise, the value 0 indicates that node v is absent
from the partition.

The first set of constraints we introduce ensures that each
node has to be included in exactly one dominating set of the
domatic partition:

∀v ∈V :
n

∑
i=1

xv
i = 1 (18)

Moreover, we formalise that each node is either part of a
dominating set or adjacent to one:

∀v ∈V, ∀i ∈ {1, . . . ,n} : ∑
w∈N[v]

xw
i ≥ 1 (19)

Hence, for all dominating sets of a domatic partition the
intersection with the set of adjacent neighbours N[v] including
the observed node v is not empty.

The final 0− 1 LP without objective function reads as
follows:

∀v ∈V : ∑
n
i=1 xv

i = 1
∀v ∈V, ∀i ∈ {1, . . . ,n} : ∑w∈N[v] xw

i ≥ 1
∀v ∈V, ∀i ∈ {1, . . . ,n} : xv

i ∈ {0,1}
(20)

It determines whether a graph can be partitioned into an n-
domatic partition. As a result it provides a domatic partition
of the graph as solution. Hence, the LP solves a satisfiability
problem stating whether a given graph can be partitioned into
n disjoint dominating sets.

We can extend the LP as proposed in the previous section by
allowing each node to implement k ∈ N>0 different security
means. To do so, it is only necessary to change the constraint
from the Equation (18) to:

∀v ∈V :
n

∑
i=1

xv
i = k (21)

In the context of WSNs, the resulting partitioning yields a
distribution of n security mean types with k security mean
types implemented per node v and all v ∈V : |N[v]|= n if one
exists.

Furthermore, we can apply a variable number of security
means per node based on an estimation of their respective
resource costs. To do so, we apply fixed costs mi ∈ (0,1] to
each security mean i = 1, . . . ,n, a portion of the total available
resources per node which w.l.o.g. is set to 1. As long as the
available resources on a node are not exhausted, additional
security means can be applied. The constraint from Equation
(18) is modified as follows:

∀v ∈V :
n

∑
i=1

mi · xv
i = 1 (22)
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B. OPTIMAL/MAXIMAL N - SOFT DOMATIC PARTITION
LPS

Based on the LPs for the satisfiability conditions of domatic
partitions from the preceding section, we introduce LPs for
optimal and maximal n-soft domatic partitions. At first, it
is necessary to drop the constraints from Equation (19).
The constraints ensure that each set of the partition is a
dominating set. For maximal and optimal n-soft domatic
partitions of graphs with n greater than their domatic number,
no partitioning into n disjoint dominating sets exists. Instead,
we introduce an objective function minimising either the
number of missing coverages (Equation (13)) or the number
of incompletely covered nodes (Equation (14)) for optimal
and maximal n-soft domatic partitions.

We start with Equation (13) to minimise the missing
coverages. Therefore, we transform the counting of missing
coverages into a more applicable form for construction of
partitions. The objective function uses the previously defined
function f in Equation (15). All identifiers and variables such
as xv

i and n previously introduced in the Equations (18) to (20)
of the preceding subsection keep their semantics. The LP to
determine an optimal n-soft domatic partition then reads as
follows:

max ∑v∈V ∑
n
i=1 f

(
∑w∈N[v] xw

i
)

s.t. ∀v ∈V : ∑
n
i=1 xv

i = 1
∀v ∈V, ∀i ∈ {1, . . . ,n} : xv

i ∈ {0,1}
(23)

At first, we look at ∑w∈N[v] xw
i . The sum iterates over all w ∈

N[v]. It checks for each node v associated with set i whether
a node of N[v] is included in the set i of the partition. The
result is passed on to the function f from Equation (15). The
function indicates whether at least one member of N[v] is
linked to set i or no member of N[v] is included in set i with
the values 1 and 0 respectively. Hence, the appearance of more
than one node in N[v] included in the set i of the partition
does not influence the optimisation result. The outer sums
∑v∈V ∑

n
i=1 f

(
∑w∈N[v] xw

i
)

ensure that the value is determined
for all combinations of nodes v ∈V and sets i of the partition.
By maximising the resulting value, we are minimising the
number of missing coverages (Eq. (13)).

To compute the maximal n-soft domatic partition the
objective function is adapted as follows:

max ∑v∈V f
(
n−1 ·∑n

i=1 f
(
∑w∈N[v] xw

i
))

(24)

The term n−1 ·∑n
i=1 f

(
∑w∈N[v] xw

i
)

describes the portion of
sets of the partition having at least one common member with
the set N[v]. For the maximal n-soft domatic partition it only
matters whether a node’s neighbourhood N[v] has common
members with all sets of the partition. Hence, we map the
result to 0 or 1 and maximise the sum of those values. The
LP applying this objective function minimises the number
of incompletely covered nodes (Eq. (14)) by maximising the
number of fully covered nodes.

Linear solvers are not able to solve objective functions with
case distinctions directly. So, it is necessary to replace them.

Therefore, we reformulate the LP to fit the standard form
introduced in Equation (7).

To do so, we introduce a set of auxiliary variables and
additional constraints:

max ∑
n
i=1 ∑v∈V yv

i
s.t. ∀v ∈V : ∑

n
i=1 xv

i = 1
∀v ∈V, ∀i ∈ {1, . . . ,n} : yv

i ≤ ∑w∈N[v] xw
i

∀v ∈V, ∀i ∈ {1, . . . ,n} : xv
i ,y

v
i ∈ {0,1}

(25)

The first new set of constraints ∀v ∈V, ∀i ∈ {1, . . . ,n} : yv
i ≤

∑w∈N[v] xw
i ensures that the auxiliary variable yv

i is set to 1 if in
N[v] exists a node included in set i of the partition. Therefore,
if there are multiple nodes of N[v] in the set i of the partition
it does not affect the outcome of our LP because yv

i is a binary
variable and cannot grow larger than 1. The resulting objective
function maximises the sum of all yv

i . Therefore, it replaces
our auxiliary function f .

For the maximal n-soft domatic partition, we repeat the
pattern applied to Equation (25) in similar fashion:

max ∑v∈V zv

s.t. ∀v ∈V : ∑
n
i=1 xv

i = 1
∀v ∈V, ∀i ∈ {1, . . . ,n} : yv

i ≤ ∑w∈N[v] xw
i

∀v ∈V, ∀i ∈ {1, . . . ,n} : zv ≤ yv
i

∀v ∈V, ∀i ∈ {1, . . . ,n} : xv
i ,y

v
i ∈ {0,1}

(26)

Instead of summing up the yv
i as the number of sets of the

partition, the nodes of N[v] are included in, we only like
to Again, yv

i is 1 if N[v] incorporates at least one node
of the set i of the partition. Additionally, we introduce
the set of auxiliary variables zv ∈ {0,1}. The constraint
∀v ∈V, ∀i ∈ {1, . . . ,n} : zv ≤ yv

i and objective function ensure
zv is equal to the largest yv

i . Hence, the LP minimise the
number of incompletely covered nodes from Equation (14) by
maximising the number of completely covered nodes.

The LP for the optimal as well as the maximal n-soft
domatic partition can also be modified to minimise the number
of missing coverages or incompletely covered nodes if a node
incorporates more than one security mean. We have discussed
two versions of this approach: Either by implementing a fix
number of security means per node or by distributing different
combinations of security means based on their individual
estimated costs. If a node is allowed to implement a fix
number of k ∈ N>1 different security means, the constraint
∀v ∈V : ∑

n
i=1 xv

i = 1 changes to:

∀v ∈V :
n

∑
i=1

xv
i = k (27)

Next, we apply security means (associated with sets i of
the partition) based on the share of resources necessary per
security mean mi, available at each node v ∈V . The constraint
∀v ∈V : ∑

n
i=1 xv

i = 1 has to be updated as follows:

∀v ∈V :
n

∑
i=1

mi · xv
i = 1 (28)

The resource costs over all security means form a vector
m ∈ Rn with its components mi ∈ (0,1]. Without loss of
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generality, the overall resources available for security means
per node have been set to 1. Each value mi represents the
individual portion of costs caused for operating security mean
i in relation to the total costs for all security means. The
representation of necessary and available resources as a scalar
is a simplification showing the feasibility of our LPs to take
those into account.

VI. λ -PRECISION UDG GENERATOR
The algorithms we propose to distribute security means in
favour of the neighbourhood watch inspired security frame-
work for large-scale static homogeneous WSNs are NP hard.
It is necessary to validate the computability of the algorithms
on a large number of realistic WSN models. Since, we
cannot pinpoint the exact influence of graph properties on the
computation time of our partitioning algorithms, we examine
it empirically. Computations on a large set of models enable
us to study the relation between different graph properties and
the computation time. To do so, we need a generator supplying
is with a large variety and number of WSN graph models with
desired properties.

With the growing demand and sizes of WSNs [46], the
attention of potential attackers [47] increases as well. As
consequence, more complex security [48] and communica-
tion protocols [49] are developed. The application of those
protocols leads to an increasing power consumption which
affects the available computational and energy resources for
the actual tasks of nodes. Since nodes and their distribution
are expensive and their failure can lead to the failure of the
network, network operators are interested in maximising the
potential lifetime of nodes and the networks. An attempt
to deal with the higher demand in power are smart sleep
scheduling schemes [50] and hop-by-hop communication
strategies [51]. Additionally, there are many algorithms whose
complexities exceed the deterministic polynomial time bound
or are bound to higher polynomial degrees [52], [53]. For
researchers to decide whether those algorithms can be solved
analytically or bring the need of an approximation, empirical
evaluations on WSN graph models with desired properties are
necessary. To generate these models, we introduce a graph
generator that creates λ -precision UDGs by distributing nodes
randomly and uniformly in a unit square.

λ -precision UDGs have several advantages compared to
ordinary UDGs. The λ -precision limits the node degree of
each node in the graph. The limitation results from the size of
the ring given by the radii λ and rtr with 0 < λ < rtr. Nodes
only connect (have common edges) to nodes within this ring,
since each node has to have at least λ distance to other nodes
in the network. Therefore, there is an upper limit of nodes that
are able to connect. Choosing the λ distance and node number
|V | so that a large portion of the area of the generation is
covered ensures that the nodes are more evenly spaced out on
the generation plane. Hence, it allows to control the variance
of the local cluster coefficient. With regard to WSNs, evenly
distributed nodes improve the area-wide monitoring.

A. NODE DISTRIBUTION
To generate the graphs, we start with randomly and uniformly
distributing nodes in a unit square with the constraint that
two nodes have to have a minimal distance λ in between
them. For an efficient computation, it is necessary to discretise
the unit square. We do so, with a uniform grid size of
1000 times 1000. The grid size can be adapted as needed
and is often chosen based on the computational limits and
the intended graph properties as for example the number
of nodes. In the implementation, we distributes the nodes
iteratively. Each node occupies the grid coordinate of its
centre and all grid coordinates within λ distance from it. For
this purpose, each grid coordinate gets assigned a marker
value. The marker indicates whether the coordinate is still
available (0) or occupied (1). After a new node has been
added, all surrounding marker values in λ distance are updated
by setting them to 1. The coordinate for the centre of the
succeeding nodes is randomly and uniformly selected from
the non-occupied coordinates. The process is repeated until
either no grid coordinates are available or the desired amount
of nodes has been placed within the unit square.

B. GENERATOR SEEDS
In order to create λ -precision UDGs with specific properties,
it is essential to determine the input parameters (generator
seeds) resulting in graphs with the desired properties. We
use the following input parameters: number of nodes |V |, the
pairwise minimal distance in between the nodes λ and the
distance rtr up to which nodes are connected. For the empirical
evaluation of random graphs, we compute for each parameter
set a certain amount of graphs. After computing a set of graphs
for chosen input parameters, we compare the properties with
our target values. Depending on the outcome, we either save
the result or adjust the input parameters. To do so, we apply a
binary search separately for both parameters λ and rtr, starting
with λ . Table 1 shows the resulting generator seeds to create
random λ -precision UDGs with desired properties. As shown
in Table 1 the target values are the medium total coverage of
the generation plane Acoverage and the medium average node
degree degavg.

The value of Acoverage affects the probability of resulting
random λ -precision UDGs to be connected Pconnected. In
addition, it ensures a low variance of the local cluster
coefficient and an even coverage of the generation plane as we
discuss in Subsection VI-C. Applying a binary search, we first
approach the radius λ achieving an medium total coverage
of the generation plane Acoverage between 0.75 and 0.8. The
coverage is determined numerically. After distributing nodes
as described in the previous subsection, the relation between
occupied grid coordinates grid size yields the total coverage
of the generation plane Acoverage. Finally, the medium total
coverage of the generation plane Acoverage of all generated
graphs for the input parameter set is computed.

Next, we determine the transmission range rtr using a binary
search until we reach a medium average node degree degavg
over all graphs obtained for the given input parameters. The

VOLUME 4, 2016 11



Förster et al.: Determining Distributions of Security Means for WSNs based on the Model of a Neighbourhood Watch

final results of the computed generator seeds is shown in Table
1. To generate the graphs for the evaluation of our 0−1 LPs
we will use the results from this table.

TABLE 1: Empirically determined seeds to generate graphs with an expected
average node degree in between degexp to degexp +0.25 for a given number
of nodes |V | and a desired medium total coverage of the generation plane
Acoverage from 75% to 80%. The values have been determined by generating
repeatedly sets of 20 graphs for varying values of λ and rtr until approaching
the desired properties. The probability Pconnected is the empirically determined
likeliness of a graph to be connected for the given parameters. The results for
Acoverage, degavg and Pconnected are the arithmetic mean values of 20 graphs of
the determined input parameter combinations.

|V | degexp λ rtr Acoverage degavg Pconnected

20 3 0.210938 0.309375 0.771 3.057 0.857
20 4 0.210938 0.363867 0.771 4.082 1.000
20 5 0.210938 0.422900 0.771 5.228 1.000
20 6 0.210938 0.453339 0.771 6.066 1.000
40 3 0.143372 0.206250 0.796 3.223 0.866
40 4 0.143372 0.235803 0.796 4.226 1.000
40 5 0.143372 0.270884 0.796 5.203 1.000
40 6 0.143372 0.293691 0.796 6.075 1.000
60 3 0.113689 0.159375 0.780 3.081 0.555
60 4 0.113689 0.183259 0.780 4.094 1.000
60 5 0.113689 0.207903 0.780 5.080 1.000
60 6 0.113689 0.229350 0.780 6.075 1.000
80 3 0.095925 0.135937 0.751 3.196 0.550
80 4 0.095925 0.153683 0.751 4.073 0.950
80 5 0.095925 0.174016 0.751 5.017 1.000
80 6 0.095925 0.193037 0.751 6.085 1.000

100 3 0.086932 0.121875 0.781 3.248 0.600
100 4 0.086932 0.137779 0.781 4.154 0.950
100 5 0.086932 0.155897 0.781 5.161 1.000
100 6 0.086932 0.169825 0.781 6.021 1.000
120 3 0.078782 0.107812 0.783 3.150 0.368
120 4 0.078782 0.122796 0.783 4.089 0.950
120 5 0.078782 0.139347 0.783 5.111 1.000
120 6 0.078782 0.154586 0.783 6.138 1.000
140 3 0.071397 0.098437 0.758 3.000 0.100
140 4 0.071397 0.113661 0.758 4.133 1.000
140 5 0.071397 0.126504 0.758 5.022 1.000
140 6 0.071397 0.140545 0.758 6.072 1.000
160 3 0.066934 0.093750 0.755 3.203 0.100
160 4 0.066934 0.106195 0.755 4.195 0.950
160 5 0.066934 0.118888 0.755 5.168 1.000
160 6 0.066934 0.129716 0.755 6.044 1.000
180 3 0.062751 0.086719 0.750 3.096 0.200
180 4 0.062751 0.098891 0.750 4.087 0.850
180 5 0.062751 0.111389 0.750 5.121 1.000
180 6 0.062751 0.122844 0.750 6.168 1.000
200 3 0.060790 0.082031 0.790 3.103 0.157
200 4 0.060790 0.094676 0.790 4.211 1.000
200 5 0.060790 0.105122 0.790 5.124 1.000
200 6 0.060790 0.116198 0.790 6.123 1.000
220 3 0.056991 0.077344 0.755 3.039 0.250
220 4 0.056991 0.088177 0.755 4.069 0.900
220 5 0.056991 0.100885 0.755 5.234 1.000
220 6 0.056991 0.110456 0.755 6.172 1.000
240 3 0.054319 0.075000 0.772 3.156 0.200
240 4 0.054319 0.084882 0.772 4.085 0.850
240 5 0.054319 0.094884 0.772 5.086 1.000
240 6 0.054319 0.104616 0.772 6.059 1.000
260 3 0.052622 0.071484 0.779 3.103 0.200
260 4 0.052622 0.081533 0.779 4.151 1.000
260 5 0.052622 0.091546 0.779 5.135 0.950
260 6 0.052622 0.101349 0.779 6.213 1.000
280 3 0.050977 0.067969 0.777 3.012 0.100
280 4 0.050977 0.078142 0.777 4.122 0.850
280 5 0.050977 0.088195 0.777 5.175 1.000
280 6 0.050977 0.096416 0.777 6.094 1.000
300 3 0.048588 0.065625 0.765 3.028 0.100
300 4 0.048588 0.075013 0.765 4.097 0.900
300 5 0.048588 0.084900 0.765 5.166 1.000
300 6 0.048588 0.093537 0.765 6.180 1.000

C. CLUSTER COEFFICIENT AND DEGREE
DISTRIBUTION
We show that the variance of the local cluster coefficient
and the variance of the node degree distribution decreases
with an increasing coverage of the generation plane. This
allows to generate specific graphs and test the effect of those
properties on the computation time of our partitions. We can
assume that a graph contains an edge, or a small number
of edges, whose removal would disconnect the graph into
several larger connected components. In such cases, we can
expect a decrease in computation time compared to a graph
without such breaking points. Therefore, we expect that a
low variance of the distribution of the node degrees provides
information about an upper bound of the computation time.
The portion of the covered area of the generation plane is
directly linked to the combined choice of the number of nodes
|V | and their minimal pairwise distance λ within the graph.
To evaluate the behaviour of the interplay between the portion
of the covered area of the generation plane and the variance
of the node degree distribution as well as the variance of
the local cluster coefficient we determine additional generator
seeds. To do so, we first determine generator seeds for selected
target values as in the previous section. We have chosen
an expected average node degree degexp of 4 and 5. The
observed node numbers |V | are 100 and 200. For each of those
combinations the expected covered area of the generation
plane is set to the intervals {[0.45,0.5], [0.5,0.55], [0.55,0.6],
[0.6,0.65], [0.65,0.7], [0.7,0.75], [0.75,0.8], [0.8,0.85]}. We
exhibit the determined generator seeds in Table 2. The results
indicate that the determined seeds maintain a high probability
to create connected graphs even with a decreasing medium
total coverage of the generation plane Acoverage.

For our empirical analysis of the relation between the
medium total coverage of the generation plane Acoverage and
the variance of the node degree distribution as well as the
variance of the local cluster coefficient, we determine the
parameters with the same binary search utilised in the previous
subsection. By means of these parameters, we compute 40
sample graphs for each of the discussed target parameter
combinations. The target parameters are number of nodes
|V |, medium average node degree degavg and medium total
coverage of the generation plane Acoverage. A selection of 16 of
the resulting uniformly and randomly determined λ -precision
UDGs is displayed in Fig. 4.

The results of our evaluation are depicted in Fig. 5 and 6.
The x coordinate for each data point is located at the lower
value of the respective range representing the medium total
coverage of the generation plane Acoverage in both diagrams.
Each data point represents the arithmetic mean over the
variance of the local cluster coefficients and the list of node
degrees per graph for a sample size of 40 graphs.

D. METHODS FOR ADAPTATION OF GENERATED UDGS
Use case dependent adaptations of generated λ -precision
UDGs can be necessary to satisfies certain requirements.
Therefore, to specify the accuracy of the graph properties, we

12 VOLUME 4, 2016



Förster et al.: Determining Distributions of Security Means for WSNs based on the Model of a Neighbourhood Watch

have implemented methods to adapt the graphs resulting from
our graph generator. Connectivity, occurrences of bridges or
average node degree are properties, we have considered for
adaptation. It is unlikely to receive a large randomly generated
graph that meets exactly a set of desired properties based on
selected input parameters. To improve quality, validity and
precision of an evaluation using graphs, it is desirable that
those graphs meet exact criteria. Certain properties are perhaps
achievable solely by repeatedly generating graphs. However,
such a process is tedious and time consuming, especially for
large numbers of graphs.
Connectivity: Our approach to connect a graph consisting
of several connected components uses the nearest neighbour
attempt. The algorithm determines all pairs of nearest neigh-
bour nodes between distinct connected components. For each
iteration, the nearest neighbour pair with the shortest edge
length (euclidean distance) is chosen and added as edge to the
graph. Subsequently, all nearest neighbour pairs which in turn
contain nodes from a single connected component inside the
resulting graph are removed from the set. The last two steps
are repeated until there is only one connected component in
the graph.

Further, we assume that the occurrence of bridges in a
graph model significantly affects the empirical test results and
influences the evaluation of the computability of complex al-

TABLE 2: The seeds for our generator to test the behaviour of the variance of
the local cluster coefficient and the variance of the node degree distribution
subject to the total coverage of the generation plane have been computed as
in Table 1. The abbreviation Aexp_cov stands for the expected coverage area.
It represents the coverage range for which we determine λ and rtr. Therefore,
the resulting coverage area Acov of graphs generated with those parameters
is likely to be within the specified range. Acov is short for Acoverage and Pconn
abbreviates Pconnected according to Table 1.

Aexp_cov |V | degexp λ rtr Acov degavg Pconn

[0.45,0.5] 100 4 0.0732 0.135 0.498 4.113 1.00
[0.45,0.5] 100 5 0.0732 0.150 0.498 5.019 1.00
[0.45,0.5] 200 4 0.0503 0.093 0.463 4.115 0.70
[0.45,0.5] 200 5 0.0503 0.103 0.463 5.087 1.00
[0.5,0.55] 100 4 0.0747 0.135 0.516 4.092 0.75
[0.5,0.55] 100 5 0.0747 0.150 0.516 5.024 1.00
[0.5,0.55] 200 4 0.0525 0.093 0.531 4.096 0.90
[0.5,0.55] 200 5 0.0525 0.105 0.531 5.209 0.95
[0.55,0.6] 100 4 0.0761 0.135 0.561 4.058 0.85
[0.55,0.6] 100 5 0.0761 0.154 0.561 5.240 1.00
[0.55,0.6] 200 4 0.0535 0.093 0.565 4.115 0.75
[0.55,0.6] 200 5 0.0535 0.105 0.565 5.223 1.00
[0.6,0.65] 100 4 0.0791 0.135 0.630 4.105 1.00
[0.6,0.65] 100 5 0.0791 0.154 0.630 5.213 1.00
[0.6,0.65] 200 4 0.0543 0.093 0.601 4.113 0.85
[0.6,0.65] 200 5 0.0543 0.105 0.601 5.179 1.00
[0.65,0.7] 100 4 0.0805 0.135 0.658 4.062 1.00
[0.65,0.7] 100 5 0.0805 0.154 0.658 5.144 1.00
[0.65,0.7] 200 4 0.0566 0.093 0.668 4.147 0.85
[0.65,0.7] 200 5 0.0566 0.105 0.668 5.185 1.00
[0.7,0.75] 100 4 0.0820 0.135 0.704 4.119 0.90
[0.7,0.75] 100 5 0.0820 0.154 0.704 5.113 1.00
[0.7,0.75] 200 4 0.0589 0.093 0.732 4.131 0.90
[0.7,0.75] 200 5 0.0589 0.105 0.732 5.182 1.00
[0.75,0.8] 100 4 0.0878 0.135 0.797 4.092 1.00
[0.75,0.8] 100 5 0.0878 0.157 0.797 5.238 1.00
[0.75,0.8] 200 4 0.0597 0.093 0.759 4.148 0.95
[0.75,0.8] 200 5 0.0597 0.105 0.759 5.163 1.00
[0.8,0.85] 100 4 0.0878 0.135 0.800 4.125 1.00
[0.8,0.85] 100 5 0.0878 0.154 0.800 5.050 1.00
[0.8,0.85] 200 4 0.0617 0.093 0.815 4.120 1.00
[0.8,0.85] 200 5 0.0617 0.105 0.815 5.135 1.00

(a) |V |= 100, degavg = 4.0,
λ (left to right): 0.0732, 0.0762, 0.0806, 0.0879

(b) |V |= 100, degavg = 5.0,
λ (left to right): 0.0732, 0.0762, 0.0806, 0.0879

(c) |V |= 200, degavg = 4.0,
λ (left to right): 0.0504, 0.0536, 0.0566, 0.0597

(d) |V |= 200, degavg = 5.0,
λ (left to right): 0.0504, 0.0536, 0.0566, 0.0597

FIGURE 4: As example for the resulting λ -precision UDGs shown per row are
from left to right generated for Acoverage of the ranges [0.45,0.5], [0.55,0.6],
[0.65,0.7] and [0.75,0.8] respectively.

gorithms. To validate this hypothesis, we provide an algorithm
allowing to identify and to remove bridges. The result is a
connected, bridge-free graph that serves as representation of
large-scale static homogeneous WSNs. To identify possible
bridges in our λ -precision UDGs, our generator utilises the
NetworkX library. Our general algorithm selects one of the
identified bridges. Each node in the bridge indicates one of
the bridge connected components. Thus, we determine a new
edge that connects both components which in turn do not
include either of the nodes of the bridge. Subsequently, we
start over with the next bridge connecting two remaining
bridge-connected components. The algorithm repeats the
process until there are no more bridge-connected components
left. A special case that needs to be treated before running
the general algorithm is the appearance of bridge paths.
We treat those first to prevent the general algorithm from
infinitely looping. In such a case, we start at one end of the
bridge path P incorporating the nodes vs, vs+1, . . . , vs+k and
the edges {{vs,vs+1},{vs+1,vs+2}, . . . ,{vs+k−1,vs+k}} of the
graph G = (V,E). Starting at vs of the bridge path, we add
an edge to the graph from vs to the next but one node vs+2.
This procedure has to be repeated for each node except the
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distributed nodes with larger pairwise distances. A sample size of 40 graphs
per data point has been utilised. This sample size balances the expressivity
of the decrease trend with the computational effort for parameterised graph
generation.
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FIGURE 6: The mean of the variance of the node degree distribution mostly
diminishes subject to a growing Acoverage. This behaviour results in graphs
that can be better employed for n-soft domatic partitions in a certain range for
n. Again, a sample size of 40 graphs per data point has been utilised which
implies some minor local fluctuations.

nodes vk−1 and vk. After applying this procedure, all bridge
paths have been eliminated from the graph and the general
algorithm to remove the bridges of the graph can be executed.

Average Node Degree: The algorithm will remove edges
from the graph until a desired average node degree has been
achieved. We have chosen the edge length as decisive property
to select the edges to be removed, since in WSNs a connection
between nodes that are further apart is less likely. To do so, the

algorithm selects edges either based on their length starting
with the longest, randomly with the probability for an edge to
be removed weighted by their respective length as well as a
given exponent or simply at random. As additional conditions,
we can exclude edges whose removal causing the graph to be
disconnected or create bridges in it.

VII. EMPIRICAL TEST SETUP
To evaluate the computability of optimal and maximal n-
soft domatic partitions for reasonably sized large-scale static
homogeneous WSNs, we outline the details of our empirical
test setup. The corresponding graphs are created by the
proposed λ -precision UDG generator using the seeds depicted
in Subsection VI-B and the associated Table 1. We have
chosen graphs with a number of nodes |V | starting from 20
to 300 in steps of 20. Only connected λ -precision UDGs
created by our graph generator are accepted in our test setup.
In case a generated graph is not connected, we discard it
and repeat the generation process for the given parameters
until the desired number of connected λ -precision UDGs has
been reached. After successfully generating 20 connected
graphs for each row of parameter combinations in Table 1,
we duplicate the complete set of graphs once for a second
test setup. The original set of graphs SG1 is then adapted
to approach the expected average node degree degexp by
successive removal of edges. The algorithm used to adapt
the graphs and to reach the desired average node degree is
described in Subsection VI-D. To adjust the average node
degree, we take the squared edge length of each edge that does
not disconnect the graph as weight. The squaring gives longer
edges a higher priority to be selected in the process. Then,
edges are removed iteratively and by chance based on their
respective given weight until the average node degree degavg
reaches the desired expected average node degree degexp. The
graphs in the duplicated set SG2 are modified by removing
all bridges as described in Subsection VI-D. Afterwards, we
ensure that the degexp in the table row associated with the
graph is reached as described for SG1 but without the risk
of creating new bridges. The set of graphs SG2 is created to
evaluate whether small topological properties like for a graph
to be bridge-free in our given set of graphs directly affects
the computability or quality of results of our partitioning
schemes. Finally, we compute for all graphs the optimal
and maximal n-soft domatic partitions for n ∈ {3,4,5}. For
this purpose, the 0− 1 LPs have been implemented using
Pyomo [10] and they are computed using the mathematical
programming solver Gurobi [11]. In the last step, we evaluate
the results via Python. Therefore, we track the wall-clock
times given by Gurobi. In addition, we count the number of
missing coverages emiss_cov introduced in Equation (13) as
well as the incompletely covered nodes einc_nodes expressed
in Equation (14). The time limit for Gurobi to solve a given
LP on a given graph is set to 1200 seconds on a system with
two Intel® Xeon® Gold 6248R as central processing units and
256 GB of random access memory.

14 VOLUME 4, 2016



Förster et al.: Determining Distributions of Security Means for WSNs based on the Model of a Neighbourhood Watch

VIII. RESULTS AND EVALUATION
Here, we evaluate the computation results of the optimal and
maximal n-soft domatic partitions with n ∈ {3,4,5} and for
2400 different λ -precision UDGs divided into two test sets
SG1 and SG2 as described in the previous section.

First, we start with solely discussing the results computed
on SG1. In Fig. 7, we evaluate the median of the computation
time of the optimal 3, 4 and 5-soft domatic partitions in
dependence on the number of nodes |V | of the given graphs.
The colours of the respective curves represent the expected
average node degree of the given graphs. The dotted lines
in between the drawn data points are added exclusively to
improve the readability of the plots.

The plot in Fig. 7 that is showing the optimal 3-soft domatic
partition illustrates a comparatively steady increase of the
median of the computation time with increasing graph sizes
as expected. For the 4-soft domatic partition, we can see a
deviation compared to the first plot.

While the graphs with an expected degree of 3, 5 and 6 are
solved in negligible time, the partitioning for graphs with an
expected degree of 4 takes significantly longer. There are a
number of different possible explanations to this behaviour.
One could expect that with increasing or decreasing average
node degrees in a graph, the time to partition the graph also
increases or decreases steadily and monotonously. Instead,
we can register a significant growth of the median of the
computation time only for a partition size of 4. An assumption
for the behaviour of the curves is that graphs of average
node degree 3 are easier to partition because the number of
possibilities to assign nodes to a partition that improves the
final result are limited. For graphs with a average node degree
of 5 or 6, it can be argued that it is easier to find an optimal
partitioning because only a limited number of nodes affect
the final result. Therefore, the linear program also finds an
optimal solution much faster. The diagram at the bottom of
Fig. 7 displaying the median of the computation time results
from the determination of the optimal 5-soft domatic partition.
Here, we see another unexpected course of the curve. First,
for average node degrees of 4, 5 and 6 the curve displays an
increase in regards of the median of the computation time with
an increasing number of nodes in the graphs but it drops for an
average node degree of 5 and 6 again for one measuring point
to jump back up directly at the next. A possible explanation is
that the behaviour is caused by the limited size of 20 graphs
per measuring point. Complementary, even slight changes
in the number of optimal and non-optimal solutions cause
the median to jump significantly. The non-optimal solutions
emerge by the time limit of 1200 seconds per computation. A
third explanation is that further topological properties of the
graphs which we have not evaluated so far have an effect on
the computation time.

Fig. 8 shows the results for the computation of the maximal
3, 4 and 5-soft domatic partitions of SG1. The diagrams are
structured in the same way as the diagrams from Fig. 7. The
results in this figure are also subject to empirical fluctuations,
particularly due to the limited number of test cases.
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FIGURE 7: Test results of the median of the computation time in seconds s
subject to the number of nodes |V | of given λ -precision UDGs necessary to
determine optimal n-soft domatic partitions within a time limit of 1200 s.
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FIGURE 8: Test results of the median of the computation time in seconds s
necessary to determine maximal n-soft domatic partitions in dependence of
the number of nodes |V | of λ -precision UDGs within a time limit of 1200 s.

The topmost diagram of Fig. 8 displays the results of the
maximal 3-soft domatic partition. It shows that the median of
the computation time increases with an increasing number of
nodes in the graph. Furthermore, we can see that the increase
of the average node degree comes with a decrease of the
median of the computation time. This can be a consequence
of the decreasing number of nodes that reach optimality and
therefore contribute to the optimality result of the LPs. A
similar effect becomes visible in the results of the computation
of the maximal 4-soft domatic partition in Fig. 8 as well.
While for graphs with an average node degree of 3, the LPs
can be solved optimally in relatively low time because only
a small number of nodes contributes to the optimality result.
For graphs with an average node degree of 4, 5 and 6, we
can again see a decrease of the median of the computation
time along with an increase of the average node degree. With
a larger empirical variation, we can see in the plot of the
results of the maximal 5-soft domatic partitions of Fig. 8 that
now for graphs with an average node degree of 5, the median
of the computation time behaves similar to the median of
the computation time of graphs with an average node degree
of 3 for maximal 4 as well as 5-soft domatic partitions. In
general, we see that for graphs with sufficiently large average
node degrees subject to the partition size, the median of the
computation time increases. The number of nodes in a graph
also increases with the median of the computation time.

In Table 3, we compare and evaluate the cases in which for
the given test setup and the set of graphs SG1 and for the given
set of parameters at least one solution has been computed
optimally and one non-optimally within the given time limit
for either optimal or maximal n-soft domatic partitions.
Even so, we compare results which have been computed for
different graphs and for each parameter combination, we set
up only a set of 20 graphs. The table reveals that the non-
optimal results are not significantly worse than the optimal
results. In some cases, non-optimal results appear to be better
than optimal results. This is caused by the different graphs on
which we computed the results. Additionally, the small sample
set and the unbalanced size of the division of the set into two
sets for optimal and non-optimal solutions contributes to the
empirical fluctuation in the results.

To compare the results of the maximal and optimal n-soft
domatic partitions, we evaluate Fig. 9 in which we reflect
the number of incompletely covered nodes as result of the
computation of the maximal and optimal n-soft domatic
partition. The dotted and dashed lines within the diagrams
again only contribute to the readability and are not associated
with computed data or interpretations.

In Fig. 9, we can recognise in the diagrams that in most
cases the maximal n-soft domatic partition performs on
average only slightly better than the optimal n-soft domatic
partition. Furthermore, the Table 3 reveals that in most cases
the number of solutions determined to optimality within the
given time limit #opt is lower for the maximal than for the
optimal n-soft domatic partition.

For a final comparison of the performance of the solu-
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FIGURE 9: Arithmetic mean of the number of incompletely covered nodes
in optimal and maximal n-soft domatic partitions subject to the number of
nodes |V | of the given λ -precision UDGs of optimal n-soft domatic partitions
within a time limit of 1200 s.

tions for maximal and optimal n-soft domatic partitions, we
determine the relative mean of the results for the optimal
and maximal n-soft domatic partition for the graphs in SG1.
The mean of the number of missing coverages emiss_cov
with respect to the maximum number of missing coverages
maxmiss_cov(G) for all graphs G ∈ SG1 and their computed
partitioning of the optimal n-soft domatic partition arises to
Pmiss_cov = 23.72%. Therefore, on average the number of
missing coverages emiss_cov of the optimal n-soft domatic
partition for our test setup and for the set of graphs SG1
is 23.72% lower compared to the maximal n-soft domatic
partition. The same comparison for the maximal n-soft
domatic partition yields Pinc_nodes = 1.11%. This means that

TABLE 3: Results for parameter combinations of expected average node
degree degexp, partition size n and number of nodes |V | for which at least one
optimal and non-optimal solution has been determined within the set time
limit. The column #opt shows the number of solutions that have been solved
to optimality. The other columns show the mean of the number of missing
coverages as well as the number of incompletely covered nodes for optimal
and non-optimal solutions.

degexp n |V | enon_optimal
miss_cov eoptimal

miss_cov enon_optimal
inc_nodes eoptimal

inc_nodes #opt
optimal n-soft domatic partition

4 4 180 96.00 81.74 70.00 62.47 19
200 75.25 79.50 60.00 61.88 16
220 98.14 105.85 76.86 82.23 13
240 101.54 102.71 80.46 80.71 7
260 107.88 105.00 84.56 78.25 4
280 123.00 117.67 97.71 93.67 3
300 134.56 127.00 105.89 99.50 2

4 5 160 178.00 175.63 115.00 112.21 19
180 200.00 202.78 126.00 130.17 18
200 212.47 219.20 142.00 141.20 5
220 257.00 251.27 163.80 160.53 15
240 267.60 274.40 175.33 176.40 5
260 287.11 295.00 189.06 191.50 2
280 320.33 313.40 208.07 206.40 5
300 345.47 334.33 224.88 218.00 3

5 5 120 76.33 75.64 54.89 54.82 11
140 94.69 91.50 67.94 64.00 4

6 5 140 53.00 45.53 42.00 34.21 19
160 52.45 54.33 41.18 39.67 9
180 54.67 51.50 41.67 39.71 14
200 61.43 56.67 48.57 43.67 6
220 63.78 54.50 49.94 44.00 2
240 76.47 69.00 59.84 53.00 1

maximal n-soft domatic partition
4 4 180 218.00 218.63 55.00 55.19 16

200 204.57 220.46 51.43 55.46 13
220 264.33 288.35 66.67 72.65 17
240 276.92 284.63 69.67 71.63 8
260 289.94 289.75 73.06 73.00 4
280 345.38 324.92 86.88 81.75 12
300 364.19 349.75 91.75 88.00 4

4 5 160 490.00 502.00 98.67 100.65 17
180 573.00 585.67 115.00 117.56 18
200 594.73 618.56 119.27 123.89 9
220 741.00 735.06 148.75 147.44 16
240 742.78 774.91 149.00 155.27 11
260 796.83 811.29 160.00 162.64 14
280 891.89 905.55 178.78 181.55 11
300 984.50 976.78 197.50 195.89 18

5 4 300 133.50 125.28 33.50 31.44 18
5 5 80 160.00 151.16 32.00 30.26 19

100 180.27 172.00 36.09 34.44 9
140 273.95 270.00 54.84 54.00 1

6 5 100 95.00 106.32 19.00 21.26 19
120 105.00 110.53 21.00 22.11 19
140 147.50 125.63 29.50 25.13 16
160 161.15 155.71 32.23 31.14 7
180 163.33 155.36 32.67 31.07 14
200 190.29 168.33 38.07 33.67 6
220 199.44 187.50 39.89 37.50 2
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on average the number of incompletely covered nodes for the
maximal n-soft domatic partition is 1.11% lower compared
to the optimal n-soft domatic partition. In Table 3, absolute
values are shown that give an impression on the behaviour of
the number of incompletely covered nodes and the number
missing coverages resulting from the maximal and optimal
n-soft domatic partitions.

For graphs in SG2, we adapted the graphs from SG1 to
be bridge-free. Our expectation was that this property has a
significant impact on the computation time and on the quality
of results regarding the number of missing coverages and
incompletely covered nodes. Despite our expectations, the
results yield that there exists no notable difference between
the quality of results and the computation time. Our simulation
case studies demonstrate that the elimination of bridges
does not imply a significant effect on the computation time
necessary to obtain optimal and maximal n-soft domatic parti-
tions. The same holds for the achieved degree of optimality
expressed by the number of incompletely covered nodes and
by the number of missing coverages.

For most graphs, we have been able to determine the
optimal and maximal n-soft domatic partitions to optimal-
ity. Additionally, the results have shown that non-optimal
solutions are still close to optimality in most cases. While
the results of the optimal n-soft domatic partitions exhibit
a relatively low number of incompletely covered nodes, the
number of missing coverages tends to grow fast for maximal
n-soft domatic partitions in contrast. To make matters worse,
the evaluation has shown that for the maximal n-soft domatic
partition, we were unable to achieve optimality throughout
computation even for smaller graph sizes. All together, the
tests revealed that for most large-scale static homogeneous
WSNs, the computation of maximal and optimal n-soft
domatic partitions is possible and yields an optimal or almost
optimal solution.

IX. CONCLUSION AND FUTURE PROSPECTS
In this paper, we determined a distribution of security means
based on the concept of a neighbourhood watch introduced
by Langendörfer [2]. The concept aims to maximise the
spectrum of security threats a large-scale static homogeneous
WSN can detect or avert while minimising the load that
will be put on individual nodes. To develop a complex
security framework of this kind, there are several steps that
have to be taken. Here, we introduced a graph partitioning
scheme for the node distribution that is used in a different
fashion for sleep scheduling schemes to minimise the energy
usage of sensor nodes in WSNs. While sleep scheduling
themes allow partitioning schemes that determine non-disjoint
minimal dominating sets, we were looking for a partition
that creates disjoint partitions that approximate the definition
of dominating sets. Therefore, we defined two terms, the
number of missing coverages and the number of incompletely
covered nodes. To determine the partitions based on those
terms, we introduced two 0− 1 LPs for the maximal n-soft
domatic partition and for the optimal n-soft domatic partition.

Furthermore, we proposed several variations of those LPs
allowing advanced distributions of security means that fit to
the needs of differently equipped WSNs and to different levels
of security threats. Since 0−1 LPs with objective functions
are known to be NP hard, we designed a test setup to test the
computability on graphs as representation for large-scale static
homogeneous WSNs. This also implied the need for a suitable
graph generator that enables to create realistic WSN models.
Furthermore, it was necessary to control the resulting graph
properties via the input parameters, so that the generator will
produce different graphs with similar properties. Our graph
generator aims at the creation of connected graphs as far
as possible by purposive construction from the beginning.
This feature avoids expensive trial-and-error strategies by
iterating over a large number of insufficient graphs. Along
with algorithmic design, we had to cope with the requirement
that the constructive generation of connected graphs does not
interfere with the desired uniform node distribution. As a
result, we developed a new graph generator for λ -precision
UDGs introduced in this publication. Its Python source code
is available from the first author upon request. Additionally,
further major properties we are able to control to some extent
solely via the input parameters are the average node degree,
the local clustering coefficient and the general coverage of
the generation plane. Beyond, we provide several methods
to further adapt the resulting graphs while maintaining their
characteristics as representations of WSNs.

To evaluate the introduced LPs, we introduced a generator
for λ -precision UDGs. The generator enabled us to evaluated
which parameters affect the computation time at most by
providing appropriate graphs. Our results have shown that
in most cases the computation time is bound to the number
of nodes in the graph, to the average node degree and to
the desired partition size. Nonetheless, there have been some
cases in which further topological properties of the graph
affected the computation time significantly. To draw a final
conclusion whether the computation time is mostly bound
to the enumerated properties will take the need of additional
tests. For now, we conclude that those properties provide very
good information about the general runtimes one has to expect.
Additionally, we have shown that the non-optimal solutions
are almost as good as the optimal solutions, so that they also
yield good distributions for given security means.

We have presented a number of variations towards the 0−1
LPs allowing distributions of a fixed number of security means
per node and even distributions based on the performance cost
of each security mean. The latter one allows to distribute
varying numbers of security means per node based on their
individual resource requirements. Those LPs have to be tested
regarding to their computability as well. Our future work will
address following steps:

• determine suitable security means or adapt existing ones
• define an overall communication and security scheme

that potentially considers

-- exchange of state vectors in between sensor nodes
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-- methods for intrusion detection
-- the provision of security means in a software as a

service fashion

The selection of suitable security means can in a final step than
be modelled to fit the needs of an individual WSN following
the concepts of the “Cooperation based Attack Defence
Resource Trees” as proposed in [2]. Our graph generator
is suited for adaptation to determination of automatic node
distributions for given topologies. Those adaptations include
the consideration of obstacles and elevation profiles as well as
node capabilities. Even in arbitrary formed areas, the generator
in its present version is able to automatically find suitable node
distributions to achieve desired coverages. Only if coverages
for a set of given sensor nodes with limited capabilities are
technically not achievable, it will take manual intervention to
limit the given size of the area to observe. In the end, those
coverages are bound to the transmission range and to the
power of sensor nodes as well as to the number of available
sensor nodes.
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