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Abstract— The side-channel attack resistance of hardware 

implementations of cryptographic algorithms can vary 
significantly with operating parameters, such as operating voltage, 
clock frequency, temperature, etc. This study investigates the 
influence of temperature on the resilience of an ASIC 
implementation of the Montgomery ladder against SCA. We 
conducted a series of experiments to evaluate how varying 
temperature conditions impact the resistance of our ASIC to 
horizontal attacks. Our results reveal that in contrast to the state-
of-the-art approach of increasing the operating temperature, 
operating under sub-zero temperatures can result in increased 
vulnerability to side-channel attacks compared to high 
temperature experiments. We present a detailed analysis of the 
thermal sensitivity of our ASIC, correlating specific temperature 
ranges with potential security degradation. 

Keywords—side-channel analysis, SCA, static power, static 
current, leakage current, leakage current attacks, leakage power 
analysis (LPA), attacks exploiting static current, operating 
parameters, thermal sensitivity horizontal attacks, ECC, 
Montgomery Ladder, static current SCA 

I. INTRODUCTION 
CMOS technology is used for fabricating integrated circuits 

due to its low power consumption and scalability. Power 
consumption in CMOS devices consists of dynamic and static 
power. Dynamic power corresponds to transistors switching 
between different logic states, while static power results from 
current leakage in the non-switching, or static state. Taking into 
account the overall power consumption of a device, static power 
was often considered less significant in the past. However, as 
technology scales and transistors size continues to shrink, static 
power consumption has started increasing at a faster rate. This 
brings new challenges to the field of hardware design and 
security. 

Dynamic power consumption has been successfully 
exploited as a leakage source to reveal sensitive information 
processed by cryptographic implementations. Attacks exploiting 
power consumption belong to side-channel analysis (SCA) 
attacks, and are known for over two decades since the first one 
was introduced by P. Kocher in 1999 [1]. 

Recent researches have also successfully exploited static 
power leakage to extract cryptographic keys from cryptographic 

implementations even though it requires more precise 
equipment for accurate measurements as well as more 
sophisticated setups. However, most of the cases published to 
date have focused on attacks against symmetric ciphers. There 
are only two papers reporting successful attacks exploiting static 
power consumption as a leakage source in asymmetric 
cryptographic approaches on the example of an elliptic curve 
(EC) cryptographic chip [2],[3]. 

In this paper, we advance the exploration of static power as 
a potential side-channel leakage source by targeting a hardware 
implementation of an elliptic curve point multiplication 
accelerator. In contrast to the existing papers, which suggest to 
increase operating temperature in order to amplify side-channel 
leakage related to the static power, we demonstrate that 
operation under sub-zero temperatures leads to the better results 
from the SCA vulnerability perspective.  

The paper proceeds as follows: a short overview of the state-
of-the-art attacks is given in Section II. Section III describes our 
investigated design as well as the applied measurement setup. 
Section IV details the collection and analysis of static power 
traces and presents the results of our attack on an IHP EC 
accelerator implemented as an ASIC. The paper ends with 
conclusions and our plans for future work. 

II. RELATED WORKS 
To date, we were able to find only 65 works related to the 

application of static currents for vulnerability assessment of 
cryptographic implementations. Some of the works present 
attacks against different cryptographic algorithms based on 
either simulated or measured data while others only discuss the 
application of specifically designed cells as possible 
countermeasures based on simulation results without providing 
evaluation of their effectiveness.  

It’s worth adding, there is no single established term for this 
type of attack, which complicates the search for literature. 
Authors use various terms such as static power attacks, leakage 
current attacks, leakage power analysis (LPA) attacks, attacks 
exploiting static power (AESP), Static Power Side-Channel 
Analysis (SPSCA), etc. 



A. Symmetric ciphers successfully attacked 
Historically, attacks based on leakage power consumption 

were first presented in [4] in 2007 on the example of leakage 
current simulations for the Serpent S-box synthesized for a 130 
nm technology. Additionally, based on the conducted 
measurements authors demonstrated that leakage current can be 
exploited by an attacker to extract information about the secret 
key in a hardware implementation of AES. In 2008 an attack 
exploiting static current was successfully used to reveal a secret 
key applied in a DES simulation [5]. Attacks exploiting static 
power side-channel leakage against an AES implementation 
running on an FPGA were described in [6], whereby the authors 
described detailed their measurement setup and procedure. In [7] 
the authors attacked an AES S-box implementation 
manufactured as a custom ASIC in a 65 nm technology. They 
evaluated the static leakage comparing it with the dynamic 
leakage and assumed that masking countermeasures may be 
inefficient against static leakage attacks. In [8], correlation 
power analysis of AES-128 and Present was performed based on 
static currents simulations for 28 nm and 65 nm technologies.  

Authors of [9] discuss the effectiveness of static power 
analysis in comparison to dynamic power analysis for the 
Present-80 block cipher using a 150 nm CMOS prototype chip 
as example. The authors highlighted that static power analysis 
attacks can significantly reduce the complexity of high-order 
attacks even in the presence of masking countermeasures.  

[10] presents an evaluation of a PRINCE core manufactured 
as a custom 40 nm ASIC. The authors concluded that static 
current attacks can be more effective compared to dynamic 
power attacks due to the greater amount of useful information 
present in static leakage. 

B. LPA attacks exploitng manipulation of the operating 
parameters 
According to [11] the dominant components of leakage 

current in CMOS devices are subthreshold leakage, gate leakage 
and source to substrate/drain to substrate p-n junction leakage. 
These strongly depend not only on the physical dimensions of 
transistors and technology process parameters but also on the 
operating temperature, and supply voltage. Therefore, attackers 
can manipulate operating conditions to enhance leakage or 
reduce noise, improving the success rate of their attack. 

A key to understanding the reasons for the success of such 
attack types, and the development of effective countermeasures 
against them, requires an investigation of how operating 
conditions affect the magnitude of SCA leakage. It is a well-
known fact, that operating conditions have significant impact 
not only on the CMOS device performance but also on its static 
power consumption. Increased power supply voltage as well as 
device operational temperature result in exponentially increased 
static currents [12] which may be beneficial for potential 
attackers. For example, in [13], authors demonstrated the 
effectiveness of an attack at 65°C against PRESENT-80 
implemented on a Xilinx Spartan-6. In [14], [15] increased 
operating temperature and power supply voltage were applied 
against hardware implementations of PRESENT-80 and AES. 
Static power analysis attacks are commonly carried out with the 
devices operating at elevated temperatures (90°C) and higher 
supply voltages, which amplify leakage currents and make them 

easier to exploit [16]. Finally, in [17] authors compared the 
leakage currents produced by protected and unprotected 
implementations of Present manufactured as 28nm CMOS 
ASIC. Static currents were measured under the normal operating 
conditions (20°C and 0.9V core voltage) and under a 
combination of the elevated temperature and core supply 
overvoltage (90°C and 1.35V core voltage). None of the 
evaluated countermeasures were able to resist the performed 
attack. Most of the existing countermeasures that aimed to 
prevent dynamic power analysis attacks were evaluated as 
countermeasures against static power analysis on example of 
symmetric ciphers only. And, as stated in [17], the 
countermeasures appear to only partially increase the 
complexity of static power attacks, i.e. the conventional 
countermeasures have shown to be ineffective against static 
leakage attacks.  

To summarize, all the works mentioned in this section focus 
on attacks targeting symmetric cryptographic approaches. There 
are only two papers [2],[3]. presenting results of an LPA attack 
against asymmetric cryptographic approaches on the example of 
an EC cryptographic chip. The investigated cryptographic 
accelerator is the same as in this work. We describe it in the next 
section.  

III. INVESTIGATED DESIGN AND MEASUREMENT SETUP 
The investigated cryptographic design is a hardware 

accelerator for the operation, which is called elliptic curve scalar 
multiplication and denoted as kP operation. It is a multiplication 
of an elliptic curve point P with a scalar k. The multiplication is 
defined as k-times addition of the EC point P to itself. It is a 
complex operation, which can be represented as a sequence of 
EC point doublings and EC point additions. EC point doubling 
and EC point addition are also complex operations defined each 
as a sequence of mathematical operations with elements of the 
finite field for the selected EC. Our kP design requires values of 
a scalar k and both x and y coordinates of point P as inputs. These 
inputs are up to 233-bit long binary numbers representing 
elements of Galois Field GF(2233). The processing of a scalar k 
is performed bitwise according to the modification of the 
Montgomery kP algorithm with Lopez-Dahab projective 
coordinates [18]. The design was manufactured as an ASIC in 
250 nm technology with concurrent optimization of timing, area, 
and power that resulted in reduced dynamic and leakage power. 
Additional details regarding design implementation as well as 
parameters of the manufactured chip are given in [19]. The 
mathematic backgrounds for ECC can be found in [20]. In this 
paper, we concentrate only on the aspects relevant for this 
investigations. 

We used a measurement setup similar to the one described 
in [3]. Specifically, it consists of a B2983B battery-powered 
femto/picoammeter from Keysight for current measurements, 
R&S HMP4040 power supply, and an Arty S7-50 FPGA board 
used to generate and control the clock signal as well as a trigger 
source for the picoammeter. Additionally, all the experiments 
were conducted in a climate chamber to maintain a constant 
operating temperature during the calculation of the kP operation. 
The investigated temperature was selected to cover the whole 
grade 2 range of the Automotive Electronics Council AEC-
Q100 standard [21], i.e. from -40°C to +105°C. 



IV. TRACE COLLECTION AND DISCUSSION OF THE ATTACK 
RESULTS 

In our experiments instead of using the same chip that was 
investigated in [19] we bonded a brand-fresh die to the PCB. 
This was done to exclude any impact on the static current due to 
aging or wear-out factors that may occur in the chip due to its 
prior extensive usage.  

Our ASIC requires two power supply voltages – a pad 
voltage of 3.3V and a core voltage of 2.5V. We kept the pad 
voltage stable while changing the core voltage by ±20%. Thus, 
we investigated the influence of three core supply voltages: 
2.0V, 2.5V, and 3.0V.  

The temperature in the climate chamber was changed in a 
range from -40°C to +110°C with a step of 10°C and without 
humidity control. For the picoammeter settings we used a 
manual aperture mode with 0.01·PLC resulting in 200 µs 
integration time for the 50 Hz operation. As a signal amplitude 
range, a fixed range of 20 µA was used for all the measurements 
with 2.0V up to 3.0V core supply voltage, except of the case of 
110°C and 3.0V core supply voltage, in which a range of 200 
µA was required.  

Originally, the clock source on the FPGA board was 
configured to generate a 4 MHz signal with a 50% duty cycle 
and 3.3V amplitude for the idle state. However, during the kP 
calculation, we increased the duration of the low state of the 
clock signal by a factor of 1999 (from 125 ns to 249875 ns) 
resulting in a clock cycle period of 250 µs (4 kHz clock 
frequency). In order to ensure that only static current 
measurements are conducted during each clock cycle of the kP 
operation, we triggered measurements after a sufficient delay 
following the falling edge of the clock. For each clock cycle this 
approach allows us to measure a single value of the static 
current, while excluding transient currents generated by 
switching events.  

As our kP design requires over 12900 clock cycles for 
calculating the result, the execution time for a single kP 
operation takes approximately 3.22 seconds for the settings 
explained above. We used the maximum available picoammeter 
memory buffer of 100000 values for storing the captured data, 
i.e. a single measurement can contain seven full traces of the kP 
execution.  

For each of the temperatures and each of the core supply 
voltages we performed one measurement by filling the 
picoammeter memory buffer. Thus, for each investigated case 
we captured seven traces of the kP execution. All measurements 
were performed with the same inputs, i.e. with the same values 
of the coordinates of the EC point P and scalar k. Each kP 
execution was validated by checking the correctness of 
calculated result. In total, 48 measurements were recorded, 
containing 336 static current traces of the kP operation. We were 
unable to capture valid traces for the core supply voltage of 3.0V 
at -40°C. This combination of operating parameters resulted in 
either incorrect calculation results or lost communication with 
the device under test. We analysed only valid traces, i.e. only the 
traces, for which the executed kP operation was correctly 
calculated.  

In this work we focus on single-trace attacks against ECC 
which are the most critical, as multi-trace attacks can be 
successfully mitigated by applying state-of-the-art 
countermeasures described in [22]. We have not applied any 
trace pre-processing or trace averaging, i.e. we used a single 
measured trace for the analysis. For each of the measured 329 
traces we applied the comparison to the mean attack as 
described in [23], i.e. we performed 329 times the single-trace 
attack. Each attack results in 54 key candidates for the attacked 
implementation. We evaluated the success of attacks using the 
relative correctness of the key candidates. The relative 
correctness of a key candidate shows in percent the number of 
the revealed bits. For example, if the correctness of a 230-bit 
long key candidate is 100% this means that all its 230 bits are 
identical to the scalar k processed during the kP operation. A 
correctness of 80% means that only 80%‧230=184 bits of the 
key candidate are the same as in the scalar k. For each of the 
traces, out of 54 key candidates we selected a key candidate with 
a maximum correctness. From each group of seven traces we 
also selected the maximum value of correctness. The attack 
results are presented graphically in Fig. 1.  

As it can be seen, the best correctness for the key of 79.13% 
is achieved attacking the trace captured at 0°C and the nominal 
core voltage. In general, the traces captured for the temperatures 
below 0°C and reduced core voltage result in a higher 
correctness of the key revealed compared to most combinations 
of nominal core voltage and temperatures above zero.  

 
Fig. 1. Results of the performed side-channel analysis attack exploiting the 
measured static current, demonstrating the maximum correctness of key 
candidates depending on the core supply voltage (2.0 V - blue line, 2.5 V - 
orange line, 3.0 V - grey line) and the ambient temperature. 

It appears that the noise present in static current 
measurements at low temperatures, as well as the current drift is 
increasing with the core power supply voltage. These factors are 
not visible for the naked eye when observing the traces for core 
voltages of 2.0 to 3.0V but are sufficient to impact the results of 
the attack. In our opinion, this is the reason for the low 
correctness of key candidates obtained attacking the traces 
captured below zero degrees using 3.0V as a core voltage. To 
increase the attack’s success rate it might be necessary to further 
reduce the core voltage, as well as operating frequency while 
increasing the ammeter integration time. 

Surprisingly, the results of our attack conducted against 
static current traces are not only comparable to but also 
outperform the results of the attack analysing dynamic power 



published in [19], even for such an old technology as 250 nm, 
with very small static leakage currents. The maximum 
correctness of the key revealed is increased from 76% when 
attacking a measured dynamic power trace to 79% when 
attacking a measured static current trace. 

V. CONCLUSIONS 
In this work, we analysed the effectiveness of single-trace 

side-channel attacks against elliptic curve cryptography using 
static current measurements conducted under different operating 
conditions such as variation of the core voltage and ambient 
temperature. To the best of our knowledge, this work is the first 
analysing the resistance of asymmetric cryptographic 
approaches against static current side-channel analysis attacks 
under the variation of operating parameters. We performed 
enhanced measurements allowing to compare the resistance of 
an elliptic curve cryptographic accelerator to a horizontal SCA 
attack analysing the measured static current traces for a broad 
range of temperatures and for different core voltages. In contrast 
to the existing investigations of symmetric ciphers such as AES, 
we demonstrated that an EC accelerator operating under sub-
zero temperatures and undervoltage leads to better results from 
the SCA vulnerability perspective. In our experiments we used 
a chip manufactured in a 250 nm technology. We expect that the 
vulnerability of chips manufactured in more advanced 
technologies will be higher, as in those the static current is much 
higher compared to the dynamic than in less scaled technologies. 

In future work we plan to investigate the resistance of 
cryptographic chips manufactured in a 22 nm technology as well 
as the impact of aging on horizontal static current SCA attacks. 
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