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Abstract— Semi-conductor based devices are used
everywhere in our daily lives. For many of them it is essential
to protect the information they gather and communicate.
Unfortunate cryptographic approaches can be successfully
attacked if physical access to the devices is possible. One of the
methods to retrieve important cryptographic data i.e. secret
keys is to use fault injection. One approach is the optical fault
injection. Nowadays many manufactures apply
countermeasures against fault attacks, but adversaries invent
and introduce new sophisticated approaches every year to
bypass these countermeasures. This paper presents the
essentials of optical injection attacks with a short description of
experiments carried out. Most of them were published in
recent years.
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The main goal of fault attacks is to induce an error which
can disrupt the intended operation of the device under
attack. Exploiting unintended functioning of the device can
lead to access to sensitive information such as logins,
passwords and other important security data. Fault injection
attacks can be performed by impacting on clock, power,
temperature, external electromagnetic pulses or by using
laser sources. Optical (laser) fault injection (FI) attacks are
semi-invasive attacks and were introduced by S.
Skorobogatov in 2002 [18]. Experiments were performed
using low-cost equipment such as focused camera flash and
a laser pointer from a stock market. The attacked device was
decapsulated to get access of its internal structure. Laser Fl
attacks can be performed with accurate timing and precise
spatial location which leads to the intended influence only
on a certain part of the device but it can also have an impact
on contiguous components.

INTRODUCTION

This paper presents a state-of-the-art of optical fault
injection attacks, mainly focusing on the literature published
in the last 3 years. Section Il presents an overview of
published experiments. Section Il concludes this paper.

Il. LASER FI ATTACKS: SHORT OVERVIEW

Most attacked circuits are implementations of
cryptographic algorithms AES, RSA, PRESENT-80,
ChaCha20, DES or different types of memory cells. The
cryptographic algorithms are executed on a microcontroller
or on an FPGA, for example: Atmel ATmegal284P, AVR
ATmega328P, Xilinx Virtex 5, Xilinx Spartan-6, Xilinx
Spartan 3, etc. The most attacked microcontroller is the
Atmel AVR ATmega328P [1]-[5]. It is an 8-bit
microcontroller produced in a 350 nm technology. It has 1
KB of EEPROM, 32 KB flash memory and 2 KB SRAM
[38]. The second often attacked device is a Xilinx FPGA
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Virtex 5 VLX50T [6]-[9] manufactured in a 65 nm CMOS
technology with a flip-chip package. It contains 7200
Virtex-5 FPGA slices and 2160 Kb of RAM. Each Virtex-5
FPGA slice contains four LUTs and four flip-flops [39].

Many laser Fls described in literature were performed
with Riscure equipment [1]-[11]. Riscure is an independent
worldwide laboratory that provides security testing of semi-
conductor products such as smart card or embedded systems
[40]. Plenty of attacks were done by backside injection
using an infrared laser with 1064 nm wavelength. Frontside
injections were performed using a green laser with 532 nm
or a red laser with 808 nm wavelength. Fig. 1 shows the
Riscure Diode Laser Station that is a part of the laboratory
equipment at the IHP [37].

Fig. 1. Riscure Diode Laser Station as a part of the
laboratory equipment at the IHP:
maximum output power is 14 W for the red laser 808 nm
and 20 W for the infrared laser 1064 nm;
pulse duration in range of 20 ns — 100 ps;
trigger delay 50 ns;
elliptical spot sizes 60*14 pm?, 15%3.5 um? or 6*1.5 um?;
X-Y-Z table with 3 pm accuracy and 0.05 um step size;
VC glitcher and icWaves.

Authors of [12] and [13] used the Alphanov equipment
for their experiments. It is the Pulse-on-Demand module
plus (PDM+) [41] that is a single mode laser with fiber



output (fibre-optic light guide). This allows to achieve a
smaller spot size than those of multimode lasers. Main
features of the PDM are: single mode laser, maximum
output power from 2W up to 4.6 W depending on the
wavelength, the pulse width can be set from 2 ns to
continuous wave, 250 MHz repetition rate, laser
wavelengths from 808 nm to 1075 nm, fiber output, spot
size 1.5 um? and 3.4 pm? with 50x and 20x magnification
lens respectively.

Experiments in [14]-[20] were carried out with rare
equipment or in specialized labours. In papers [21]-[36] the
manufacturer of the used laser is not given.

Successful fault injections depend on a lot of parameters
which must be considered when implementing a fault into
the device under attack. Only an appropriate combination of
these physical parameters can lead to valuable faults that can
be exploited in practice. For the laser fault injection attacks
these parameters are: wavelength, spot size, chip position (X,

Y, Z), timing, pulse width and intensity [9], [12]. Table I
gives a short overview of published experiments, attacked
devices, applied lasers, etc. Dependent on the effect that can
be reached in the behaviour of the attacked circuit, faults are
classified into:
e Bit-set: logical state of the attacked cell will be
changed from 0’ to 1°.
o Bit-reset: logical state of the attacked cell will be
changed from “1” to ‘0’.
o Bit-flip: logical state of the attacked cell will be
changed into opposite logical state.
¢ Random value: the random change of the cell internal
state to the logical ‘1” or ‘0’.
e Stuck-at: the change of the cell internal state is no
more possible.

Predicted behaviour of the attacked circuits was achieved
in most conducted experiments (see Table I).

Table 1. An overview of published optical fault injection experiments

Attacked device Attacked
Ref. Applied laser (manufactured in : Results
algorithm
technology)
[1] ChaCha 20 Instruction skip
[2] Present 80 Retrieve the key
[3] ATmega328P - Bit-flip, instruction skip, stuck-at faults
[4] (350 nm) i Stu stuck-at faults, change the address in
the instruction
[5] «808 nm (14 W) or 1064 nm (20 W) AES Sensitive map, XOR skip
; Faults detected. Sensor based on Phase
[6] wavelength (multimode),
- Lock Loop (PLL)
e Pulse duration 20 ns — 100 ps, — - -
- . Digital sensor. Higher detection rate than
[7] | 5x, 20x, 50x lenses, Xilinx Virtex-5 Present 80 for PLL
[8] ¢ Erlrlllzptlcal spot - 60*14, 15*3.5, 6715 (65 nm) Faults detected. Sensor used Ring
H Oscillator (RO) and PLL
[9] Bit-flip
Flash .
[10] (not mentioned) none Bit-set
Smartcard Bypass PIN check.
[11] (not mentioned) DES Possibility to retrieve a key
© 975 nm or 1064 nm wave-length (single- -
[12] | mode), Cortex A9 RSA, AES Bit-flip,
. - (32 nm) bit-reset
e Pulse duration 2 ns, continuous wave
¢ 10x, 20x lenses
' ' ATxmegal6AdU
[13] | eSpot 45, 3.4 um? (250 nm) AES Stable faults
[14] :?;?Z])arznr:t\jvis:i w%s(éggg%) Xilinx Kintex 7 AES Defined logic location, plaintext output,
g ' (28 nm) AES core, bus width
e 5x, 20x lens
o X-ray beamline ID16B in ESRF,
[15] | eBeam 60*60 nm2, ATrmegal284p none Semi-permanent stuck-at faults
(350 nm)
® 10x lens
e Gemplus station with 532 nm pulsed RTL version Evaluated hardened and reference RTL
[16] RSA . . Al
laser wavelength, (130 nm) versions against fault injection
o Gemalto platform with 532 nm laser, CIVDto Drocessor
[17] | 6 ns pulse, WF(Jlsg nm) DES Assessment of detection rate.
o Spot — 220 ym?
eprobing station Wentworth Labs MP-
901,
[18] | eLaser pointer with 650 nm wave, P(IIC 21 6';?;1 - Bit-set, bit-reset
o 1 um? spot, ks
* 10 mW power




[19] o PIKO4 with 870 and 1080 nm lasers, IC ) Assessment of impact_of qirection of the
e Spot — 10, 30 um? (180 nm CMOS) laser polarization.
e “Radon” laser simulators series, IC
[20] | 1064 nm wave, (250 nm CMOS & 1 - Estimated the influence of polarization.
8-10 ns pulse pm BiCMOS)
* 785 nm wave-length diode laser, 8-bit Microcontroller
[21] | 100 mW power, . RSA-CRT Bit-set, skip program commands
« Fiber-optic 1 mm (not mentioned)
532 and 1064 nm wavelength lasers, Xilinx
[22] | 800 ps pulse, Spartan-6 AES Bit-set, bit-reset
© 20x lens (45 nm)
23] :g3nzs ZTJ(:S?M nm lasers, IC (130 nm) AES Comparison of fi\)l;::tkrsaitdeefor frontside and
o Spot — 125*125 and 50*50 um?
B18 design (ITC99 Validated a fault model to predict laser
[24] | Spot-1,5, 20 pm?” (not mgnti(oned) ) AES attacks P
© 1064 nm laser,
[25] * 3 W power, i Sensiti_v_e map, Obtain_only two of four
50 ns pulse, SRAM cell sensitive spots for bit-set, bit-reset
e Spot —1, 5, 20 um?
- (250 nm CMOS)
© 1030 nm laser with 3 W power, .. . L.
[26] | «30 ps pulse, ) Sensitive map, Ot?tam all.four sensitive
spots for bit-set, bit-reset
e Spot -1, 5, 20 um?
© 1064 nm laser,
[27] :?rg?]srg\;vngiyvl\ﬁsré, Mlczggo:rtg)o ller AES Image of the smartcard, bit-set, bit-reset
o 50x lens
¢ 1064 nm laser,
[28] *3 W power, (C?\;Qg\é\/l ggellqlm ) Comparison of sensitivity against optical
50 ns pulse, FD-SOI 28 nmj attack for CMOS and FD-SOI
® 20x, 100x lenses
©1064 nm laser,
[29] :ggspméf,wer’ 16'b(';g‘r‘:r';')p"er . Bit-set, bit-reset, bit-flip
o Spot -5 um?
590 and 1260 nm lasers,
[30] | e1ps, 150 fs pulse, S(Fig\(']vl anneS” - Sensitive areas for SEL
e Spot 0.9, 1.3 um?
©532 nm laser,
[31] | o5 ns pulse, (1?(? 'nCm) AES Bit-set, bit-flip
¢ 125*125 yum? spot,
PIC16F84 (1.2 um),
PIC16F628 (0.9 nm),
*650 and 1065 nm lasers, PIC16Fé28A ) Erase and write operations into the
[32] | 25, 75 mW power, (0.5 nm), - memory
o 1 um? spot with 20x lens MSP430F112
(0.35 nm)
CY27H010
(not mentioned),
PIC16F54,
(not mentioned) Erase operations,
[33] | 254 nm UV lamp Plcﬁ.rggcgbzsfl m), AES possibility to retrieve a key
(not mentioned)
ATmega48
(not mentioned)
©915 nm laser with 20 W power,
[34] | 15 ns pulse, ASIC VAG4_HDRSa - Sensitive map, SEL, bit-flip
(0.8 and 1.2 pm)
¢ 100x lenses, spot — 2 um?
35 *930 nm laser, Ope_rational SET sensitive map, energy comparison for
[35] | 1pspulse, Amplifier LM 124 i front- and backside attack
 20x lens, spot — 2 pm? (not mentioned)
[36] * 1060 nm laser IC - Evaluation of diffraction coefficient
¢ 10-15 ns pulse (180 nm)




I1l.  CONCLUSION

Fault injection attacks are very dangerous nowadays for
chip manufacturers. Induced current caused by light, laser
beam, heavy ion irradiation, etc. can disrupt proper
functioning of the device. Thus, performing optical injection
can help the adversary to retrieve and/or modify the sensitive
data stored in the attacked chip. This paper presented an
overview of experiments described in literature as a table
(see Table I). Using Table | the attacked devices, the used
equipment and the attack results can be easily compared. 29
of 36 referenced papers reported backside attacks using an
infrared laser with 1064 nm wavelength.
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